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1 Reason for Change

Appendix D of the DM-Bootstrap specification describes the file system required in a Smart Card to bootstrap a DM-Client. In this description, the only file structure mentioned is “binary” but this structure has a size limitation of 32K of data. Due to this, the intention of the present contribution is:

· To enhance the storage capacity of the Bootstrap File in a Smart Card introducing a file structure able to break this size limitation.

The motivations of this proposal are:

· The contribution OMA-DM-2005-0088R02-LATE-DM-Profile-enhancements that implicates an increase of data to be stored in the Smart Card.

· The normative references in section 2.1 of the DM-Bootstrap specification that currently include the description of a large file structure (ETSI TS 102.221 R6 and onwards).

2 Impact on Backward Compatibility

None as the proposed file structure has not yet been deployed.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To include the proposed changes in the Annex D of the DM-Bootstrap document

6 Detailed Change Proposal

Files Description

The structure of all the files are defined in [TS102.221]. These files are read and updated using commands related to the application they belong to.

Object Directory File, EF ODF

The mandatory Object Directory File (ODF) ([PKCS#15], section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (e.g. DODF-bootstrap). The File ID is specified in [PKCS#15]. The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.

In the case of SIM or UICC, the EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
                             ALW


UPDATE
              ADM


INVALIDATE / DEACTIVATE (*)
              ADM


REHABILITATE / ACTIVATE (*)
ADM

(*) In the case of UICC

	Description

	See [PKCS#15]


Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning contains directories of provisioning data objects ([PKCS#15], section 6.7) known to the PKCS#15 application.

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.

	Identifier: See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
              ALW 

                                           or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                ADM


INVALIDATE
/ DEACTIVATE (*)                  ADM 


REHABILITATE / ACTIVATE (*)               ADM

(*) In the case of UICC

	Description

	See hereafter and [PKCS#15]


The EF (DODF-bootstrap) MUST contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. 

· Flags indicating whether the provisioning document is private (i.e., is protected with a PIN) and/or modifiable (CommonObjectAttributes.flags). The card issuer decides whether or not a file is private (it does not need to be if it does not contain any sensitive information)
· Object identifier indicating a DMboostrap object and the type of the provisioning object (CommonDataObjectAttributes.applicationOID)
· Pointer to the contents of the provisioning document (Path.path)

The EF(DODF-bootstrap) MUST contain the types of provisioning documents (indicated using object identifiers) to be used by the ME. The Bootstrap type is described hereafter.

A dedicated OID is required and defined for each provisioning file:

· Bootstrap OID = { joint-isu-itu-t(2) identified-organizations(23) wap(43) DMbootstrap(TBD) DM_Bootstrap(1)}
The ME MUST use the OID to distinguish the DODF-bootstrap from any other DODF. The EF(DODF-bootstrap) can be read but it MUST NOT be modifiable by the user. 

EF DM_Bootstrap

Only the card issuer can modify EF DM_Bootstrap 

Setting all bytes to ‘FF’ initialises EF DM_Bootstrap.
The EF_DM_Bootstrap can be implemented either as:

	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:


READ                  ALW

or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains a DM bootstrap message


Or: 

	Identifier: See DODF
	Structure: BER-TLV
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:


READ                  ALW

or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                 ADM


DEACTIVATE
                 ADM


ACTIVATE
                 ADM



	Description

	Byte(s)
	Description
	M/O
	Length

	1 to X
	Bootstrap Message Data Object
	M
	X


The coding of the Bootstrap Message Data Object is defined as:
	Lenght
	Description
	Coding
	Status

	1 byte
	Bootstrap Message Data Object Tag
	'80'

	M

	L = 1 to 4 bytes 


	Bootstrap Message Data Object Length
	According to [TS102.221]
	M

	X-L bytes
	Bootstrap Message Data Object Value
	As a DM bootstrap message
	M


The DM-client SHALL support both file structures.
The contents of the bootstrap message are separately defined in section 5.4.
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