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1 Reason for Change

While evaluating the draft FUMO technical specification several places for clarification were identified.  After the clarifications we believe interoperability between clients and servers is likely to be improved.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DM WG to agree these changes and directs the document editor to apply them to the current draft technical specification prior to release as a candidate enabler.

6 Detailed Change Proposal

Change 1:  Description of State parameter confuses in the Exec Command section.

6.1Exec’ Command

The ‘Exec’ command MUST be supported. 

The server issues ‘Exec’ commands to initiate long running operations in the client, such as download and update. The result of the ‘Exec’ command, encoded as a ResultCode, is returned in a Generic Alert following completion of the operation. A correlator, if supplied with the ‘Exec’ command, is also returned in that Generic Alert. 
Optionally a User Interaction Alert [DMPRO] can be used for soliciting user opt-in prior to the execution of the Exec command on the Download node. 

In the case of a download of an update package employing the large-object download feature of the OMA-DM protocol [DMPRO], the ‘Replace’ command is used by the DM server to initiate the download, prior to the invocation of an ‘Exec’ command to invoke the update activity.

The State element in the management object is updated to indicate the state the client reached during the corresponding Exec initiated update or download activity (See Chapter 6.).
Change 2:  Purpose of result codes 406 and 407 not clearly specified.

6.2.4Result Code

The result code of the operation MUST be sent as an integer value in the Data element of the GenericAlert [DMPRO] message.  The ResultCode MUST be one of the values defined below:

	Result Code
	Meaning
	Usage

	200
	Successful 
	Successful - The Request has Succeeded

	
	
	

	
	
	

	250 -299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified ResultCode

	400
	Management Client Error
	Management Client error – based on User or Device behavior

	401
	User Cancelled  
	User chose not to accept the operation when prompted

	
	
	

	402
	Corrupted Firmware Update Package
	Corrupted firmware update package, did not store correctly.  Detected, for example, by mismatched CRCs between actual and expected.

	403
	Firmware Update Package – Device Mismatch
	Wrong Firmware Update Package delivered to device based on current device characteristics

	404
	Failed Firmware Update Package Validation
	Failure to positively validate digital signature of firmware update package

	405
	Firmware Update Package Not Acceptable
	Firmware Update Package is Not Acceptable

	406
	Alternate Download Authentication Failure 
	Authentication was Required but Authentication Failure was encountered when downloading Firmware Update Package

	407
	Alternate Download Request Time-Out
	Client has encountered a time-out when downloading Firmware Update Package

	408
	Not Implemented
	The device does not support the requested operation.

	409
	Undefined Error
	Indicates failure not defined by any other error code

	410
	Firmware Update Failed
	Firmware Update operation failed in device

	411
	Malformed or Bad URL
	The URL provided for alternate download is bad

	412
	Alternate Download Server Unavailable
	The Alternate Download Server is Unavailable or Does not Respond

	450 -499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified ResultCode

	500
	Alternate Download Server Error
	Alternate Download Server Error Encountered

	550 -599
	Alternate Download Server Error – Vendor Specified
	Alternate Download Server Error encountered for Operation with Vendor Specified ResultCode


In the above table, the series 2xx result codes indicate successful outcome.  The series 4xx and 5xx result codes, which indicate unsuccessful outcome, provide indication of failure conditions that resulted in the end of the firmware update activity in the device.  
Change 3:  Additional text to make this section more readable. Proposal to not strongly recommend one possible implementation specific expected server behavior.

7.1General

Firmware Upgrade is in its nature device dependent. This feature is therefore an optional feature for client devices and for servers. This section only defines the format of the client initiated message and not in which circumstances the client device will send it. This message is an information message to the server so that the server should investigate if an update is needed. The device can send two different Firmware Update requests dependent on if it is originated from the Device or a User. The client SHOULD NOT expect any specific Firmware Update action from the server. If the Alert Type is “User Initiated”, then the server MAY send User Interaction Commands in the same session to inform the user how the server will handle the firmware update request. The Server may investigate if update is needed in the same session, but may also inform the user that the server will investigate this later on.

The Generic Alert format is used for this notification. The following client requirements MUST be supported if Client Initiated Firmware Update is implemented:

Change 4:  Mandating Data element to be vendor specific string not necessary in standard specification.

7.1.4Data

The Data element MUST be included. A client vendor MAY use the data field to supply implementation specific data. In case there is no implementation specific data the value needs to be left empty.
Change 5:  Requirement C-013 needs to reflect that both Update and DownloadAndUpdate are possible alternatives.

B.2SCR for FUMO Client

	Item
	Function
	Reference
	Status
	Requirement

	FWUPDATE-C-001
	Support for Package Download Operation
	Section 6.1.1
	M
	FWUPDATE-C-003 OR

FWUPDATE-C-010

	FWUPDATE-C-002
	Support for Exec
	Section 6.1
	M
	

	FWUPDATE-C-003
	Support for Alternative Download of Update Package
	Section 6.1.1
	O
	FWUPDATE-C-004 OR FWUPDATE-C-007



	FWUPDATE-C-004
	Support for Exec on x/Download
	Section 6.1.2
	O
	FWUPDATE-T-002 AND 

(FWUPDATE-C-005 OR FWUPDATE-C-006)

	FWUPDATE-C-005
	Support for Add of x/Download/PkgURL
	Section 5.1.5
	O
	

	FWUPDATE-C-006
	Support for Replace of x/Download/PkgURL
	Section 5.1.5
	O
	

	FWUPDATE-C-007
	Support for Exec on x/DownloadAndUpdate
	Section 5.1.8
	O
	FWUPDATE-T-003 AND 

(FWUPDATE-C-008 OR FWUPDATE-C-009)

	FWUPDATE-C-008
	Support for Add of x/DownloadAndUpdate/PkgURL
	Section 5.1.9
	O
	

	FWUPDATE-C-009
	Support for Replace of x/DownloadAndUpdate/PkgURL
	Section 5.1.9
	O
	

	FWUPDATE-C-010
	Support for OMA DM Based Package Download (large object transfer)
	Section ???
	O
	FWUPDATE-T-004 AND 

FWUPDATE-C-011 OR FWUPDATE-C-012

	FWUPDATE-C-011
	Support for Add of  x/Update/PkgData
	Section 5.1.7
	O
	

	FWUPDATE-C-012
	Support for Replace of x/Update/PkgData
	Section 5.1.7
	O
	

	FWUPDATE-C-013
	Support for Update Operation
	Section 6.1.2
	M
	
(FWUPDATE-C-007 OR FWUPDATE-C-014

	FWUPDATE-C-014
	Support for Exec on x/Update
	Section 5.2.6
	O
	FWUPDATE-C-004 OR

FWUPDATE-C-010

	FWUPDATE-C-015
	Support for Generic Alert for result reporting
	Section 6.2
	M
	

	FWUPDATE-C-016
	Use FUMO URI for result reporting
	Section 6.2.1
	M
	

	FWUPDATE-C-017
	Use predefined result codes for result reporting
	Section 6.2.4
	M
	

	FWUPDATE-C-018
	Use predefined alert types for result reporting
	Section 6.2.2
	M
	

	FWUPDATE-C-019
	Support for Correlator


	Section 6.2.3
	M
	

	FWUPDATE-C-020
	Use alert severities for result reporting
	Section 6.2
	O
	

	FWUPDATE-C-021
	Support for Client Initiated Firmware Update
	Section 7
	O
	FWUPDATE-C-022 AND

FWUPDATE-C-023 AND

FWUPDATE-C-025 AND

FWUPDATE-C-026

	FWUPDATE-C-022
	Support for Generic Alert for Client Initiated Firmware Update
	Section 7.1.1
	O
	

	FWUPDATE-C-023
	Use of the predefined Alert Types for Client Initiated Firmware Update
	Section 7.1.2
	O
	

	FWUPDATE-C-024
	Use of the FUMO URI
	Section 7.1.3
	O
	

	FWUPDATE-C-025
	Use of String as Data Type
	Section 7.1.4
	O
	

	FWUPDATE-C-026
	Use of User Interaction Alert prior to update
	Section 6.1.2
	O
	


Change 6:  Removal of Occurance in order to be consistent with Node X description. Scope not part of normative standard DDF.

Appendix D.Firmware Update Package Download
(Normative)

<!-- 

OMA DM FUMO V1.0 DDF.

Copyright Open Mobile Alliance Ltd., 2005. All rights reserved

This DDF contains a description of the FWUpdate management object (FUMO), according to the SyncML DM Description Framework.

-->

<!DOCTYPE MgmtTree PUBLIC "-//OMA//DTD-DM-DDF 1.2//EN"

             "http://www.openmobilealliance.org/tech/DTD/OMA-TS-DM-DDF-V1_2_0.dtd"

             [<?oma-dm-ddf-ver supported-versions="1.2"?>]>

<MgmtTree> 

  <VerDTD>1.2</VerDTD>

  <Node>

    <NodeName/>

    <DFProperties>

      <AccessType>

        <Get/>

      </AccessType>

      <DFFormat>


     <node/>

      </DFFormat>

      <Occurrence>

        <ZeroOrMore/>

      </Occurrence>




      <DFTitle>A firmware update package</DFTitle>

        <DFType>

          <DDFName></DDFName>

        </DFType>

    </DFProperties>

    <Node>

      <NodeName>PkgName</NodeName>

      <DFProperties>

        <AccessType>

          <Get/>

        </AccessType>

        <DFFormat>

          <chr/>

        </DFFormat>

        <Occurrence>

          <ZeroOrOne/>

        </Occurrence>




        <DFTitle>Name of Update Package</DFTitle>

        <DFType>

          <MIME>text/plain</MIME>

          </DFType>

      </DFProperties>

    </Node>

    <Node>

     <NodeName>PkgVersion</NodeName>

     <DFProperties>

       <AccessType>

       <Get/>

       </AccessType>

       <DFFormat>

         <chr/>

       </DFFormat>

       <Occurrence>

         <ZeroOrOne/>

       </Occurrence>




       <DFTitle>Version information for the firmware update package</DFTitle>

       <DFType>

         <MIME>text/plain</MIME>

       </DFType>

     </DFProperties>

    </Node>

    <Node>

      <NodeName>Download</NodeName>

      <!--This node is used for downloading an update package -->

      <DFProperties>

        <AccessType>

          <Exec/>

        </AccessType>

        <DFFormat>

          <node/>

        </DFFormat>

        <Occurrence>

          <ZeroOrOne/>

        </Occurrence>




        <DFTitle> A node that can be used to Download a firmware update package</DFTitle>

        <DFType>

          <DDFName></DDFName>

        </DFType>

      </DFProperties>

     <Node>

       <NodeName>PkgURL</NodeName>

       <DFProperties>

         <AccessType>

           <Get/>

           <Replace/>

         </AccessType>

         <DFFormat>

           <chr/>

         </DFFormat>

         <Occurrence>

           <One/>

         </Occurrence>




         <DFTitle>URL for downloading an update package</DFTitle>

         <DFType>

           <MIME>text/plain</MIME>

         </DFType>

       </DFProperties>

      </Node>

    </Node>

    <Node>

      <NodeName>DownloadAndUpdate</NodeName>

      <!--This node is used for downloading and Updating an update package -->

      <DFProperties>

        <AccessType>

          <Get/>

          <Exec/>

        </AccessType>

        <DFFormat>

          <node/>

        </DFFormat>

        <Occurrence>

          <ZeroOrOne/>

        </Occurrence>




        <DFTitle>A node that can be used to Download and immediately invoke an Update to update a firmware using an update package</DFTitle>

        <DFType>


  <DDFName></DDFName>

        </DFType>

      </DFProperties>

      <Node>

        <NodeName>PkgURL</NodeName>

        <DFProperties>

          <AccessType>

            <Get/>

            <Replace/>

          </AccessType>

          <DFFormat>

            <chr/>

          </DFFormat>

          <Occurrence>

            <One/>

          </Occurrence>




          <DFTitle>URL for downloading an update package</DFTitle>

          <DFType>

            <MIME>text/plain</MIME>

          </DFType>

         </DFProperties>

      </Node>

    </Node>

    <Node>

      <NodeName>Update</NodeName>

      <!--This node is used for Updating the device using an update package -->

      <DFProperties>

         <AccessType>

           <Get/>

           <Exec/>

         </AccessType>

         <DFFormat>

           <node/>

         </DFFormat>

         <Occurrence>

           <ZeroOrOne/>

         </Occurrence>




         <DFTitle>A node that can be used to conduct firmware update using an update package</DFTitle>

         <DFType>

           <DDFName></DDFName>

         </DFType>

      </DFProperties>

      <Node>

       <NodeName>PkgData</NodeName>

       <DFProperties>

         <AccessType>

           <Replace/>

         </AccessType>

         <DFFormat>

           <bin/>

         </DFFormat>

         <Occurrence>

           <ZeroOrOne/>

         </Occurrence>




         <DFTitle>Opaque/binary firmware upgrade package</DFTitle>

         <DFType>

           <MIME>application/octet-stream</MIME>

         </DFType>

       </DFProperties>

      </Node>

    </Node>

    <Node>

       <NodeName>State</NodeName>

       <DFProperties>

         <AccessType>

           <Get/>

         </AccessType>

         <DFFormat>

           <int/>

         </DFFormat>

         <Occurrence>

           <One/>

         </Occurrence>




         <DFTitle>State set by Client can be retrieved by Server</DFTitle>

         <DFType>

           <MIME>text/plain</MIME>

         </DFType>

       </DFProperties>

    </Node>

    <Node>

      <NodeName>Ext</NodeName>

        <!--This node is used for Vendor specific extension -->

      <DFProperties>

         <AccessType>

            <Get/>

         </AccessType>

        <DFFormat>

          <node/>

        </DFFormat>

        <Occurrence>

          <ZeroOrOne/>

        </Occurrence>




        <DFTitle>A node that can be used to provide vendor-specific extensions</DFTitle>

        <DFType>

          <DDFName></DDFName>

        </DFType>

      </DFProperties>

    </Node>

  </Node>

</MgmtTree>
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