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1 Reason for Change

During IOT Testing of DM 1.2, we found that there was some confusing when interpreting the DM 1.2 Specifications for DM Notification and DM Security.

The formula for <Digest> field in DM notification message is defined both at the chapter 6.2.2 in [DM-NOTI] and at the HMAC-digest formula defined at 5.4.2 in [DM-SEC].  
However, the text in DM Notification specification cause some implementation confuse when using HMAC with MD-5.

It can be understood from the current text in the spec that the <Digest> value for DM notification message can be computed by the MD-5 digest formula defined in the chapter 5.3.2 in [DM-SEC]. This confusion will cause ‘authentication failure’ during the validation of received notification message.
 It would be necessary to add some text on the DM-Not specification to evade this possible confuse.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights Considerations

None

5 Recommendation

OMA DM should approve this CR to remove the confusion between MD5-digest and HMAC-digest during processing notification message.
6 Detailed Change Proposal

Description of Change:

The following description can remove the confusion about how to get the digest value for notification message in [DM-NOTI].
Actual Text For Change: 
6.2.2 Digest
The <digest> field specifies the HMAC-MD5 authentication. The Digest is computed as Digest = H(B64(H(server-identifier:password)):nonce:B64(H(trigger))) ))) (See Chapter  5.4.2 in [DM-SEC]).Length of HMAC -MD5 Digest is 128 bits.
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