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1 Reason for Contribution

Backup and Restore should be an important feature of device management.
Within a device management framework, it is necessary for device to backup and restore the data related device management in the device remotely or locally, and backup the data based on Data Sync. 
This document aims to cover some cases about Backup&Restore for discussion, and to support for the WID of Backup&Restore.
2 Summary of Contribution

This contribution describes three use cases of Backup&Restore.
3 Detailed Proposal

1. Backup initiated by the DMS
The setting data related device management in device may be corrupted or lost. To secure the data, before executing some important operations, the DM server will initiate operation to backup the data to DM server remotely or Smart Card, device locally for time being. The DM server also can backup the data periodically. The data can be restored to device when needed.
1.1 Actors

· User:
· Device
· Device Management Server
1.1.1 Actor Specific Issues

· User: User wants to protect the data from corruption or lost.

· Device
· Device Management Server: The DM Server wants to protect the management data in the device.
1.1.2 Actor Specific Benefits

· User: The data in the device can be protected, and can be restored upon data corruption or lost, or requested by user.
· Device Management Server: The Device management server can protect the data in the device. Therefore, it can enhance the QoS.

1.2 Pre-conditions
DMS supports the capability of backup and restore.

1.3 Post-conditions
The data can be backuped successfully, and can be restored back upon required.

1.4 Normal Flow

1. The DMS initiate the backup operation to the device.

2. The data is backuped remotely or locally.
2. Backup initiated by Device
2.1 Short Description
James worries about losing the data in device, so he indicates the device to initiate the backup request to the DM Server. Alternatively the device can initiate the backup request automatically according to the policy set in the device. Then the data is backuped remotely or locally, and it can be restored to device when needed.
2.2 Actors

· User
· Device
· Device Management Server
2.2.1 Actor Specific Issues

· User: User care on the safety of the data in mobile device.
· Device Management Server: The DM server wants to protect the management data in the device through an effective way.
2.2.2 Actor Specific Benefits

· User: It can facilitate the user to protect the data in mobile device.
· Device Management Server. The Device management server can protect the data in the device. Therefore, it can enhance the QoS.

2.3 Pre-conditions
The backup policy is set in the device, and it is available.
2.4 Post-conditions
The data is backuped successfully, and can be restored back when needed.
2.5 Normal Flow

1. The device initiates the backup request to the DM Server according to the user’s indication or the policy set in the device.
2. The DM Server sends backup operation to device to backup the data remotely or locally.

3. The data in the device is backuped to the DMS.

3. Backup based on Data Sync
3.1 Short Description
The DM Server initiate the request of backup based on Data Sync. Then the device backup the data using the DS infrastructure. The data can be restored back when needed.
3.2 Actors

· User
· Device
· Device Management Server
· Data Sync Server
3.2.1 Actor Specific Issues

· User: User focuses on the safety of the data in mobile device.
· Device Management Server: The DMS is likely to use the existing DS infrastructure as much as possible.
3.2.2 Actor Specific Benefits

· User: The User can secure the data in mobile device easily, and can have the data even in case of changing to a new  device.
· Device Management Server: The DMS can efficiently backup and restore the data in the device by using DS infrastructure.

3.3 Pre-conditions
The DS enabler is available in the device.
3.4 Post-conditions
The data is backuped successfully, and can be restored using the DS infrastructure.

3.5 Normal Flow

1. The DMS sends backup command to indicate the device to backup the data using DS infrastructure.

2. The device initiates DS session to sync the data to the DS server.

3. The device reports the result to the DM Server.
4 Intellectual Property Rights
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5 Recommendation
It is recommended that this document be used as a basis for discussions related to Backup&Restore.
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