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1 Reason for Change

DM 1.1.2 and DM 1.2 have a bug in their notification system that occurs rarely but is hard or expensive to solve: the nonce becoming stale or simply being reset to default.
The Contributors have been working on a possible solution for this bug that would bring as less changes as possible to the already existing 1.2 specification.
Some possible examples where this scenario could happen would be:

case 1. Part of the information stored at the device including the last valid nonce is lost either deliveratelly or as a part of a firmware update..
      In some cases, when new firmware is updated at the device, some solutions or customers may loose some stored information, including the current server nonce. In that case, server nonce may be set to the default value in client side. But server kept server nonce to be used.
case 2. DB in server side gets broken
     After a problem in the Server’s DB, and when the DB has been repaired, and all the database is replaced by the last backup information. only a few clients (those which had connected since the last backup) would be unsynchronized. 

Both this cases may happen rarely, but DM should have a solution for them, different than taking the phone to the nearest store.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DM group approve this CR and incorporated in the DM 1.2 Notification Specification.
6 Detailed Change Proposal

Change 1:  A new text proposal to be included at the Server Alert Management Session in order to solve a bug of the DM 1.2 Notification specification, the possibility of the nonce becoming stale or simply being reset to default
5. Server Alerted Management Session

This notification message is intended to provide a possibility for the server to alert the client to perform a management session. When the server alerts the client, it can tell for example the protocol version and whether the server proposes the session to be a foreground or background event. It can also tell if the session is happening because server has some management actions to perform or if the user caused the start of the session. The server MUST also send a digest that is included to prevent any Denial of Service (DoS) attacks. 

Figure 1 describes the MSC how the server alerts management session.
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Figure 1. MSC of the Server Alerted Management session

The package flow presented above is one OMA Device Management session. This means that all messages have the same OMA DM Session ID.
5.1 Nonce Resynchronization.
After the client has received a notification message and the digest is not correct then the client SHOULD re-verify the digest using the special nonce value, 0x00000000.” Servers can not expect all clients to supports this features and MAY therefore take a different action, such as re-bootstrap the device, for example.. 
The flow of this particular scenario is as follows:
1. [Pkg #0] Client receives Notification message and fails to authenticate the message using stored server nonce value. 

2. Client tries to re-authenticate notification message using a default server nonce value (0x00000000). If this authentication succeeds, then continue to step 3; otherwise notification message is ignored and no session is initiated. 

3. [Pkg #1] Client initiates session, with the credentials based on nonce value 0x00000000 in case of application layer security. 

4. [Pkg #2] Server tries to authenticate the message. In case of application layer security then with the default nonce value (0x00000000). If this authentication succeeds, server sends a success Status code with a Chal to update the client nonce on the device used to authenticate messages from the client. 

5. [Pkg #3] Server tries to authenticate the message. In case of application layer security then with the default nonce value (0x00000000). If this authentication succeeds, then Client sends success Status code with a Chal to update the server nonce on the server used by the client to authenticate messages from the server (including notification messages). 

6. [Pkg #4] Server sends back success Status. If desired, server Replaces the server AuthSecret in the DMAcc to further protect against repeated attacks on the nonce re-negotiation protocol. 

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for OMA DM v1.2 Client

	Item
	Function
	Reference
	Status
	Requirement

	SCR-DM-NOTI-C-001
	Support of Server-Alerted Management Session
	Section 5
	O
	SCR-DM-NOTI-C-002

	SCR-DM-NOTI-C-002
	Receiving Notification message
	Section 6
	O
	

	SCR-DM-NOTI-C-003
	Nonce Synchronization
	Section 5
	O
	


B.2 SCR for OMA DM v1.2 Server

	Item
	Function
	Reference
	Status
	Requirement

	SCR-DM-NOTI-S-001
	Support of Server-Alerted Management Session
	Section 5
	O
	SCR-DM-NOTI-S-002

	SCR-DM-NOTI-S-002
	Sending of Notification message
	Section 6
	O
	

	SCR-DM-NOTI-S-003
	Notification message <version> field value is the binary value ‘0000001011’
	Section 6.2.6
	M
	

	SCR-DM-NOTI-S-004
	Nonce Synchronization
	Section 5
	O
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