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1 Reason for Change

This document captures changes that need to be reflected in the OMA-TS-DM-Security-V1_2-20060208-C.doc document. 

According to DM Rep Pro section 6.1.6:

“Restrictions: Same restriction defined in [REPPRO].. In addition, OMA DM restricts the usage of the Cred element to within the sync header element: SyncHdr. The originator MUST NOT supply credentials within individual commands.
When using syncml:auth-md5, the Meta Format for the Cred element MUST be specified and it MUST be b64”
Due to this, the example of DM Security 5.3.1 has to be updated. To include that the format is b64.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The contributors recommend that the OMA DM group agree to this change request.
6 Detailed Change Proposal

5.3.1 MD-5 authentication in OMA DM 

MD-5 authentication [RFC1321] works by supplying primitive userid:password in the Cred element of the SyncHdr as shown below.

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    <VerDTD>1.2</VerDTD>

    <VerProto>DM/1.2</VerProto>

    <SessionID>1</SessionID>

    <MsgID>1</MsgID>

    <Target>

      <LocURI>http://www.syncml.org/mgmt-server</LocURI>

    </Target>

    <Source>

      <LocURI>IMEI:493005100592800</LocURI>

      <LocName>Bruce1</LocName>    <!-— userid -->

    </Source>

    <Cred>

      <Meta>

        <Type xmlns="syncml:metinf">syncml:auth-md5</Type>
        <Format xmlns=”syncml:metinf”>b64</Format>
      </Meta>

      <Data>18EA3F……</Data> 

          <!-- base64 formatting of MD-5 Digest -->

    </Cred>

    <Meta>

      <MaxMsgSize xmlns="syncml:metinf">5000</MaxMsgSize>

    </Meta>

  </SyncHdr>

         <!—- regular body information here -->

  <SyncBody>

  </SyncBody>

</SyncML>
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