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1 Reason for Change

This CR adds clarity on how credentials are stored in DMAcc standardized management object.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM WG is recommended to review and approve the proposal.

6 Detailed Change Proposal
5.3.1.17 Node: <X>/AppAuth

This node specifies authentication information.

· Occurrence: ZeroOrOne

· Format: Node

· Access Types: Get

· Values: N/A

5.3.1.18 Node: <X>/AppAuth/<X>

This interior node acts as a placeholder for separating one or more authentication settings.

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.3.1.19 Node: <X>/AppAuth/<X>/AAuthLevel

This node specifies the authentication level.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	CLCRED
	Optional
	Credentials client uses to authenticate itself to the OMA DM Server at the DM protocol level.

	SRVCRED
	Optional
	Credentials server uses to authenticate itself to the OMA DM Client at the DM protocol level.

	OBEX
	Optional
	Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are possible AAuthTypes.

	HTTP
	Optional
	Credentials for HTTP (/WSP) authentication. 

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are possible AAuthTypes.


Table 1: AAuthLevel Values

5.3.1.20 Node: <X>/AppAuth/<X>/AAuthType

This node specifies the authentication type.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	HTTP-BASIC
	Optional
	HTTP basic authentication done according to RFC 2617.

	HTTP-DIGEST
	Optional
	HTTP digest authentication done according to RFC 2617.

	BASIC
	Optional
	DM 'syncml:auth-basic' authentication as specified in [DMSEC].

	DIGEST
	Optional
	DM 'syncml:auth-md5' authentication as specified in [DMSEC].

	HMAC
	Optional
	DM 'syncml:auth-MAC' authentication as specified in [DMSEC].

	X509
	Optional
	'syncml:auth-X509' authentication done according to [REPPRO].

	SECUREID
	Optional
	'syncml:auth-securid' authentication done according to [REPPRO].

	SAFEWORD
	Optional
	'syncml:auth-safeword' authentication done according to [REPPRO].

	DIGIPASS
	Optional
	'syncml:auth-digipass' authentication done according to [REPPRO].

	TRANSPORT
	Optional
	Secure Transport authentication is used. Transport layer authentication is beyond the scope of OMA DM Security. 


Table 2: AAuthType Values

5.3.1.21 Node: <X>/AppAuth/<X>/AAuthName

This node specifies the authentication name.

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: <Authentication name>

	For AAuthType
	Status
	Interpretation

	HTTP-BASIC
	Required
	Username used in HTTP-Basic Authentication

	HTTP-DIGEST
	Required
	Username used in HTTP-Digest Authentication

	BASIC
	Required
	Username used in OMA-DM Basic Authentication [DMSEC]

	DIGEST
	Required
	Username used in OMA-DM Digest Authentication [DMSEC]

	HMAC
	Required
	Username used in OMA-DM HMAC  Authentication [DMSEC]

	X509
	N/A
	Not Used

	SECUREID
	N/A
	Not Used

	SAFEWORD
	N/A
	Not Used

	DIGIPASS
	N/A
	Not Used

	TRANSPORT
	N/A
	Not Used


5.3.1.22 Node: <X>/AppAuth/<X>/AAuthSecret

This node specifies the authentication secret.

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: No Get

· Values: <Authentication secret>

	For AAuthType
	Status
	Interpretation

	HTTP-BASIC
	Required
	Password used in HTTP-Basic Authentication

	HTTP-DIGEST
	Required
	Password used in HTTP-Digest Authentication

	BASIC
	Required
	Password used in OMA-DM Basic Authentication [DMSEC]

	DIGEST
	Required
	Password used in OMA-DM Digest Authentication [DMSEC]

	HMAC
	Required
	Password used in OMA-DM HMAC  Authentication [DMSEC]

	X509
	N/A
	Not Used

	SECUREID
	N/A
	Not Used

	SAFEWORD
	N/A
	Not Used

	DIGIPASS
	N/A
	Not Used

	TRANSPORT
	N/A
	Not Used


5.3.1.23 Node: <X>/AppAuth/<X>/AAuthData

This node specifies the authentication nonce.

· Occurrence: ZeroOrOne

· Format: Bin

· Access Types: No Get

· Values: <Authentication nonce>

	For AAuthType
	Status
	Interpretation

	HTTP-BASIC
	N/A
	Not Used

	HTTP-DIGEST
	Required
	Nonce used in HTTP-Digest Authentication

	BASIC
	N/A
	Not Used

	DIGEST
	Required
	Nonce used in OMA-DM Digest Authentication [DMSEC]

	HMAC
	Required
	Nonce used in OMA-DM HMAC  Authentication [DMSEC]

	X509
	Required
	X509 Certificate

	SECUREID
	Required
	Secure ID

	SAFEWORD
	Required
	Safeword

	DIGIPASS
	Required
	Digipass

	TRANSPORT
	Required
	Transport Certificate
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