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1 Reason for Change
This CR aims to highlight several bugs encountered in "OMA-SUP-ac_w7_dm-V1_0-20070209-A" and correct some of them. They are incoherencies between this AC and DMacc standard management object:

· References are pointing to DM 1.1.2 spec instead of DM 1.2 one.

· Some node / parameter names are not matching with DMacc and also their possible values use different names.

· There are some missing values:

· "APPAUTH/AAUTHLEVEL" -> HTTP is missing. (Current version of AC says “When the value is omitted, the characteristic contains client credentials for HTTP or WSP authentication”)
· "APPAUTH/AAUTHTYPE" -> Transport is missing.

This kind of issues may affect bootstrap process when CP profile is used.
However, in order to maintain the backwards compatibility, only references are updated and “Transport” is added as a new value for “APPAUTH/AAUTHTYPE”.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to discuss and agree this CR
6 Detailed Change Proposal

Change 1:  Update references.
IDENTIFYING INFORMATION

#######################

APPID: w7.

APPID type: OMNA.

Owner: Device Management Working Group. 

Contact: Device Management Working Group <OMA-DM@MAIL.OPENMOBILEALLIANCE.ORG>. 

Registration version: 1.

Registration timestamp: 2008-XX-XX.

Application description: Device Management (DM). 

Application reference: 


OMA Device Management , Version 1.2 specifications,


URL:http://www.openmobilealliance.org/Technical/release_program/dm_v1_2.aspx

" Device Management Tree and Description" specification,


URL: http://www.openmobilealliance.org/Technical/release_program/docs/DM/V1_2-20070209-A/OMA-TS-DM_TND-V1_2-20070209-A.pdf.


"Device Management Security" specification,


URL:http: http://www.openmobilealliance.org/Technical/release_program/docs/DM/V1_2-20070209-A/OMA-TS-DM_Security-V1_2-20070209-A.pdf

"Device Management Representation Protocol" specification,


URL: http://www.openmobilealliance.org/Technical/release_program/docs/DM/V1_2-20070209-A/OMA-TS-DM_RepPro-V1_2-20070209-A.pdf


Change 2:  Correct some of the incoherencies between AC w7 DM and DMacc.

WELL-KNOWN PARAMETERS

#####################

Characteristic/name: APPLICATION/APPID.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: w7.

Interpretation: N/A.

-------

Characteristic/name: APPLICATION/PROVIDER-ID.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: 


Server Identifier specified in "Device Management Tree and Description ".

Interpretation: 


PROVIDER-ID specifies the server identifier for management server used in the management sessions.

-------

Characteristic/name: APPLICATION/NAME.

Status: Optional.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: User displayable name for management server.

-------

Characteristic/name: APPLICATION/TO-PROXY.

Status: Required if use of Proxy supported.

Occurs: 0/*.

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: APPLICATION/TO-NAPID.

Status: Required if direct use of Network Access Point supported.

Occurs: 0/*. 

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: APPADDR/ADDR.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: Absolute URI.

Interpretation: Management server address, which may differ based on the used transport binding. Also APPLICATION/ADDR can be used to specify the address, if the parameter APPADDR/ADDRTYPE is not used.

-------

Characteristic/name: APPADDR/ADDRTYPE.

Status: Required.

Occurs: 1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: PORT/PORTNBR.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: APPAUTH/AAUTHLEVEL.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: "APPSRV", "CLIENT", "OBEX".

Interpretation: 


When the value is omitted, the characteristic contains client credentials 


for HTTP or WSP authentication. The used values are described below.

-------

Characteristic/name: APPAUTH/AAUTHTYPE.

Status: Required.

Occurs: 11.

Default value: None.

Used values: 


"HTTP-BASIC", "HTTP-DIGEST", "BASIC", "DIGEST", "HMAC", "X509", "SECUREID", "SAFEWORD", "DIGIPASS", “TRANSPORT”.

Interpretation:


See descriptions below. The values specific to the  OMADM protocol are


covered in "Device Management Security" and "Device Management Representation Protocol".

-------

Characteristic/name: APPAUTH/AAUTHNAME.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: APPAUTH/AAUTHSECRET.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

-------

Characteristic/name: APPAUTH/AAUTHDATA.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: 


Nonce value.

Interpretation: 


Contains the nonce value used in the OMADM authentication 


as specified in "Device Management Security".

The nonce must be B64 encoded when placed in XML.  Any subsequent compression encoding, for example, using WBXML or LZW must start with the B64 encoded value, not the binary value.

-------

APPLICATION-SPECIFIC PARAMETERS

###############################

Characteristic/name: APPLICATION/INIT.

Status: Required.

Occurs: 0/1.

Default value: None.

Used values: 


N/A.

Interpretation: 


Takes no values. When present indicates that the management server wants 


the client to initiate a management session immediately after settings approval.

-------

PARAMETER VALUES

################

Characteristic/name/parameter: APPAUTH/AAUTHLEVEL/APPSRV.

Status: Required.

Interpretation: 


Credentials client uses to authenticate itself to 


the OMA DM Server at the DM protocol level.

--------

Characteristic/name/parameter: APPAUTH/AAUTHLEVEL/CLIENT.

Status: Required.

Interpretation:

Credentials server uses to authenticate itself to 


the OMA DM Client at the DM protocol level.

--------

Characteristic/name/parameter: APPAUTH/AAUTHLEVEL/OBEX.

Status: Optional.

Interpretation: Client credentials for OBEX authentication.

--------
Characteristic/name/parameter: APPAUTH/AAUTHTYPE/HTTP-BASIC.

Status: Optional.

Interpretation: HTTP basic authentication done according to RFC 2617.

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/HTTP-DIGEST.

Status: Optional.

Interpretation: HTTP digest authentication done according to RFC 2617.

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/BASIC.

Status: Required.

Interpretation: DM 'syncml:auth-basic' authentication as specified in "Device Management Security".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/DIGEST.

Status: Required.

Interpretation:  DM 'syncml:auth-md5' authentication as specified in "Device Management Security".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/HMAC.

Status: Optional.

Interpretation: DM 'syncml:auth-hmac' authentication as specified in "Device Management Security".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/X509.

Status: Optional.

Interpretation: 'syncml:auth-X509' authentication done according to "Device Management Representation Protocol".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/SECURID.

Status: Optional.

Interpretation:  'syncml:auth-securid' authentication done according to "Device Management Representation Protocol".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/SAFEWORD.

Status: Optional.

Interpretation: 'syncml:auth-safeword' authentication done according to "Device Management Representation Protocol".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/DIGIPASS.

Status: Optional.

Interpretation: 'syncml:auth-digipass' authentication done according to "Device Management Representation Protocol".

--------

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/TRANSPORT.

Status: Optional.

Interpretation: Secure Transport authentication is used. Transport level authentication is beyond the scope of OMA DM Security.
--------

EXAMPLE

#######

<characteristic type="APPLICATION">

  <parm name="APPID" value="w7"/>

  <parm name="PROVIDER-ID" value="com.mgmtsrv.manage"/>

  <parm name="NAME" value="Mgmt Server"/>

  <parm name="ADDR" value="http://www.mgmtserver.com:8080/manage"/>

  <parm name="TO-NAPID" value="INTERNET"/>

  <parm name="INIT"/>

  <characteristic type="APPAUTH">

    <parm name="AAUTHTYPE" value="HTTP-DIGEST"/>

    <parm name="AAUTHNAME" value="client_http_id"/>

    <parm name="AAUTHSECRET" value="client_http_secret"/>

  </characteristic>

  <characteristic type="APPAUTH">

    <parm name="AAUTHLEVEL" value="CLIENT"/>

    <parm name="AAUTHTYPE" value="DIGEST,BASIC"/>

    <parm name="AAUTHNAME" value="server_id"/>

    <parm name="AAUTHSECRET" value="serversecret"/>

    <parm name="AAUTHDATA" value="servernonce"/>

  </characteristic>

  <characteristic type="APPAUTH">

    <parm name="AAUTHLEVEL" value="APPSRV"/>

    <parm name="AAUTHNAME" value="client_id"/>

    <parm name="AAUTHSECRET" value="clientsecret"/>

    <parm name="AAUTHDATA" value="clientnonce"/>

  </characteristic>

</characteristic>

###END###
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