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1 Reason for Change

This CR proposes a use case and corresponding requirements for bootstrap event reporting: 

1. Bootstrap event reporting
A mechanism is required for DM Server to acknowledge the bootstrap is done successfully. 
According to the current specification, “After successfully processing the bootstrap, the OMA DM client SHOULD automatically initiate a client-initiated session to any DM server configured in the bootstrap at the next practical opportunity”. It is not clear and cannot solve some problems, e.g. sometimes user may re-bootstrap the old device because of device reset or account info error, or bootstrap a new Device from the smart card which has ever bootstrapped the old device successfully. Then the DMAcc within the Device will be updated from smart card. According to the specification, the DM client can connect to the DM Server, but the DM Server doesn’t know what happened in device because there is no event report. In this case, the Server/Client AuthSecret may have already been changed during management session for security reason. Thus the Device and DM Server will fail to authenticate each other during the subsequent management session. 

2. Bootstrap type information

There are different ways to perform the bootstrap process, e.g. customized bootstrap; server initiated bootstrap, bootstrap from smart card. Currently two profiles, which are Client provisioning profile and MO profile, can be used. It is valuable to expose the bootstrap type information on the management tree to the DM Server. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees this contribution and include following use case and its requirements into DM 1.3 RD.
6 Detailed Change Proposal

Change 1:  Use Case
5.1 Bootstrap Alert
5.1.1  ASK  \* MERGEFORMAT Short Description

1. A mechanism is required for DM Server to acknowledge the bootstrap is done successfully.
2. Re-bootstrap 

Sometimes user may reset or change the Device and re-bootstrap the Device from the smart card. Then the DMAcc within the Device will be updated. However the Server/Client AuthSecret may have already been changed during management session for security reason. Then the Device and DM Server will fail to authenticate each other during the subsequent management session. 

3. Bootstrap type information
There are different ways to perform the bootstrap process, e.g. customized bootstrap; server initiated bootstrap, bootstrap from smart card. Currently two profiles, which are Client provisioning profile and MO profile, can be used. It is valuable to expose the bootstrap type information on the management tree to the DM Server. 
5.1.2 Actors

· Device
· DM Server

5.1.2.1 Actor Specific Issues

Device: The Device may be changed and re-bootstrapped.
DM Server: The DM Server needs to know whether and how the Device is bootstrapped 
5.1.2.2 Actor Specific Benefits

The DM Server can generate the appropriate digest for Device to authenticate itself.
5.1.3 Pre-conditions

For re-bootstrap scenario only: 

The Device is able to be managed by the DM Server before it is re-bootstrapped. 
The DM Server has replaced server/client AuthSecret during management session before the Device is re-bootstrapped.
5.1.4 Post-conditions

The Device is bootstrapped and DM Server is notified.

5.1.5 Normal Flow

1. Device is bootstrapped. 
2. Device tries to connect to the DM Server and reports the bootstrap event.
3. The DM Server determines the Device is re-bootstrapped and the server/client AuthSecret was updated based on the bootstrap event. Then DM Server retrieves the correct client AuthSecret, authenticates the Device and sends back the message with the appropriate authentication digest generated from the correct server AuthSecret. 
4. The Device authenticates the message sent from DM Server based on the original server AuthSecret. 
5.1.6 Alternative Flow 1
This flow is different from step 3.
3. The DM Server determines that the Device was first time bootstrapped. Then DM Server retrieves the corresponding server AuthSecret, authenticates the Device and sends back the message with the appropriate authentication digest. 

4. The Device authenticates the message sent from DM Server.
5.1.7 Alternative Flow 2
1. Device is bootstrapped. 

2. Device records how it is bootstrapped on the management tree, e.g. DMAcc MO
3. The DM Server retrieves the bootstrap type information from the Device.
5.1.8 Operational and Quality of Experience Requirements
The DM Server is able to know whether and how the Device is bootstrapped and make sure the Device is manageable.  
Change 2:  Requirements
6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-HLR-1
	The DM Enabler SHALL provide a mechanism to report the bootstrap event
	1.3

	DM-HLR-2
	The DM Enabler SHALL provide a mechanism to acknowledge the bootstrap is successful.
	1.3

	DM-HLR-3
	The DM Enabler SHALL provide a mechanism to know the bootstrap type information from the Device.
	1.3


Table 1: High-Level Functional Requirements
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