Doc# OMA-Template-LiaisonStatement-20100101-I.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Liaison Statement

Doc# OMA-Template-LiaisonStatement-20090101-I.doc
Liaison Statement



Liaison Statement

	Title:
	LS to IETF on S/MIME
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 Confidential LS


	Date:
	15 April 2010

	To:
	IETF Security Area

	Copy:
	OMA SEC

	Source:
	Device Management WG of the Open Mobile Alliance

	Send Replies to:
	OMA DM WG c/o OMA-LIAISON@mail.openmobilealliance.org

	Contact(s):
	OMA TP via OMA-LIAISON@mail.openmobilealliance.org

	Attachments:
	n/a


1 Overview

The OMA Device Management WG is currently considering the use of S/MIME specifications in order to support transport neutral security for OMA DM v1.3. The DM WG has identified some missing security features that prevent S/MIME adoption and requests IETF for guidance and recommendations.
2 Proposal

OMA DM v1.3 enabler has the requirement to support authentication, integrity and confidentiality when exchanging DM messages. Furthermore, there is a need to be able to use both public and pure symmetric key management schemes for these operations. For example, there is a need to be able to signal that the content encryption key is protected with asymmetric or symmetric key. Another example is the need to be able to sign DM messages using asymmetric or symmetric key.
The OMA DM WG has identified S/MIME as potential technology and is currently considering its adoption. Unfortunately, S/MIME only partially supports DM needs, namely public-key management. On the other hand, CMS is better suited for DM needs, but it is not clear whether CMS is the right way forward.
The DM group would like to understand, with IETF guidance and recommendation, on the best way forward among the alternatives below:

Alt 1. IETF specifies extensions to S/MIME that allow the use of pure symmetric-key management

Alt 2. OMA DM specifies extensions to S/MIME that allow the usage of pure symmetric-key management

Alt 3. OMA DM specifies its own CMS profile. This alternative may have some overlap with S/MIME.
In case alternative 1 is recommended by IETF, the OMA DM group requests further information on what would be required from the DM WG to use these extensions. For other alternatives, recommendations are requested to be aligned with IETF practices.
3 Requested Action(s)

OMA DM requests IETF Security WG to provide guidance on further usage of S/MIME and/or CMS in order to support both public and pure symmetric key management schemes. OMA DM requests information on planned activities to support symmetric key management in future S/MIME specifications and in such a case their deliverables and schedules.

4 Conclusion

OMA DM wishes to thank IETF in advance for their efforts to provide us the requested information, and is looking forward to continued exchange and good co-operation.
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