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1 Reason for Contribution

Current OMA DRM Release 2 draft specs are limited in their ability to provide flexible and attractive service models for service providers, content providers and end users. The huge R&D cost and infrastructure investments should be in balance with the features of the spec. It is Nokia’s view that the markets have evolved during the spec development so that the current feature set is insufficient by the time the devices and services will be deployed. 

The main missing feature is the ability to share DRM protected content off-line between authorized devices. This concern has been also voiced by the content industry in the OMA Berlin meeting. It is Nokia’s view that we can meet those concerns and introduce this feature with small extensions to the current architecture. This contribution proposes those extensions.

2 Summary of Contribution

Nokia proposes small modifications to existing mechanisms and introduces one new mechanism to enable off-line sharing of DRM protected content between authorized devices.

People who feel more comfortable with slides can check the main points from the slideset attached below.
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1. Background

This proposal builds on the facts that OMA DRM Release 2 will a) define a mechanisms for secure delivery of a RO and a symmetric key (CEK) to a device and b) require device implementations to manage those keys (and ROs) in a secure way. This contribution shows how to utilize those existing mechanism to add significant flexibility to the system such as to enable off-line content sharing between authorized devices.

2. Proposed modifications

Nokia proposes to add or modify three mechanisms in the DRM Release 2 specs:

(1) Enable parent-child dependency between two ROs (chapter 2.1)

(2) Enable child-RO delivery off-line using any transport mechanism (chapter 2.2)

(3) Enable user to de-register his device from domain (chapter 2.3)

It is our belief that these three relatively simple mechanisms enable an attractive solution for controlled off-line sharing of DRM protected content between authorized devices.

2.1 Parent-child dependency between two ROs

Current architecture enables delivering a CEK to a device in a secure way. The CEK is used to decrypt and govern the consumption of an encrypted media object inside a DCF. Nokia’s proposal is to enable a RO to govern the consumption of another RO by introducing a cryptographically enforced parent-child dependency between these two ROs. This introduces an extra layer of indirection that can be used for an optimised subscription service or sharing content between user’s devices. The latter (sharing content) is dependent on the other two proposed mechanism, whereas the former (subscription case) is not.

The parent-child dependency is illustrated in the figure below. From now on we will use the terms child-RO and parent-RO where the child-RO is dependant on the parent-RO.
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Figure 1.  Parent-child dependency of ROs
The dependency between the parent-RO and child-ROs is cryptographically enforced i.e. the dependent child-RO can not be used without having access to the parent-RO and the key within it. Only the key inside the parent-RO enables the decryption of the CEK inside the child-RO.

In additon to the cryptograhic enforcement and binding, the association is indicated with a parent-ID element (the value of which is a GUID). The child-RO references the parent-RO by having the same GUID value in a parent-ID-reference element. Also, the child-ROs CEK decryption key references to the corresponding key (let’s call that parent-key from now on) inside the parent-RO.

Before consumption, the device must validate all permissions and constraints in both the parent-RO and the child-RO.

As a practical limitation the dependency should only be one level deep i.e. the parent-RO must not depend on another RO. This limitation can be reconsidered if removing it adds value to the system.

Apart from the cryptographical enforcement, this mechanism is almost identical to the already agreed subscription RO proposal.

Proposal: Add parent-child dependency between ROs to the specs.

2.2 Child-RO delivery off-line

This chapter introduces how to share child-ROs off-line using any transport mechanisms.

Once the parent-child mechanism is in place the extra layer of indirection that was introduced can be used as the fundamental principle on how to share DRM protected content between devices. The idea is to use the parent-RO and the parent-key within it as the shared secret between the devices forming the domain. As long as every device in the domain has the parent-RO (their physical instantiation of it) they can share child-ROs and corresponding DCFs that are dependant on the parent-RO. To achieve this we need to enable sharing of the child-ROs between the devices, preferrably without any requirements on the transport mechanism. This continues the architectural thinking from DRM Release 1 where one of the fundamental design principles was to be transport agnostic wrt. DCF delivery.

Currently ROAP provides RI authentication, RO integrity protection and RO replay protection. As these do not apply outside a ROAP session we need alternative mechanisms to provide similar functionality for off-line child-RO sharing. These mechanisms are proposed below.

2.2.1 RI authentication

PKI based RI authentication, as currently drafted, can not be used to authenticate the origin of the child-RO when sharing it between devices. This is simply because the OCSP response validity period introduces an artifical time-window for users to share the child-RO and corresponding content. That is not acceptable from usability point of view – people will share content/rights when they so desire. We argue that RI authentication is not required for child-ROs since that has been done at least once for the parent-RO.

The child-RO is dependent on a secret parent-key inside the parent-RO. Thus only the RI that has issued the parent-RO can create a valid child-RO, assuming that the parent-key confidentiality is maintained by the RI and the devices. The parent-RO delivery happens directly from the RI using ROAP and thus its origin will be authenticated at least once during that process.

Proposal: Do not mandate RI authentication for child-ROs

2.2.2 RO integrity protection

RI signature is used not only for RI authentication but also for RO integrity protection. Now that we removed the signature from the child-RO we need to add a mechanism for the missing integrity protection.

Nokia proposes to use a Rights Integrity Key (RIK) to calculate a HMAC over the child-RO. RIK and CEK are both encrypted with the parent-key and the resulting ciphertext is stored inside the child-RO (the ciphertext should also be integrity protected using a suitable encryption method).

In the integrity verification phase the device decrypts the ciphertext inside the child-RO with the parent-key and gets access to the RIK and CEK. After that the device validates the HMAC using the RIK.

Only entities knowing the parent-key can produce valid ciphertext – otherwise the ciphertext integrity check fails. In addition, only entities knowing the CEK can produce a meaningful RO – otherwise the DCF decryption fails. Thus an entity producing a valid child-RO needs to get access to both the parent-key and the CEK.

The mechanism is computationally very cheap and adds only a few tens of bytes to the RO size. It also does not include any artifical time-window during which the HMAC is valid.

It does not make sense to restrict this generic mechanism to be used for child-ROs only i.e. it can be used for normal ROs too, if a RI so desires. In that case the RIK+CEK encryption is done with the device’s public key.

Proposal: Add the integrity protection mechanism to the specs

2.2.3 RO replay protection

Obviously ROAP replay protection mechanism does not apply to ROs that are delivered “outside ROAP”, child-ROs in particular. Thus we need to have replay protection that is inherent to the child-RO and enforced by the device by maintaining a replay-protection database in the device.

Replay protection is not necessary for all child-ROs, only for the ones having stateful rights. Thus the mechanism should be optional. Nokia proposes an explicit flag to be defined that indicates that a specific child-RO requires replay protection. Also, a child-RO having such a “replay protection required” flag set must have a GUID RO-ID to facilitate the device implementation.

Device requirement: the device SHOULD NOT accept a child-RO that it has already once accepted. 

A naïve device implementation to fulfill this requirement is to maintain a local database of accepted RO-IDs and in the case of duplicate RO-IDs the device does not accept the RO.

As the size of that database is limited and old entries need to be replaced with new ones at some point in time it is obvious that this mechanism is not bullet-proof (that’s why the requirement is SHOULD). However, we strongly think this is good enough and clever implementations can make attempts to exhaust the database and thus enable replay attack of a specific stateful child-RO as difficult as possible.

If the RO is delivered using ROAP with replay protection the device does not need to use its local replay protection database.

Proposal: Add the local replay protection mechanism to the specs

2.2.4 Child-RO inside a DCF

Once the mechanisms proposed above are in place nothing prevents two devices from sharing a child-RO using any transport mechanism such as OBEX over BT, MMS or even physical media.

The new DCF format supports adding the child-RO into the DCF. That makes sharing content between your devices very simple: all you need to do is to copy a single file to the other device – no need for the source device to manage the child-RO/DCF association and wrap them together before sending.


[image: image3.wmf]RO

-

P

DCF

-

1

Media

Hdrs

RO

-

C1

Parent

-

child

dependency


Figure 2. Child-RO inside a DCF
On the receiving end there are three scenarios: 

1) The target device already belongs to the domain

· This is the most typical case: the device already has the parent-RO and can render the media immediately without any network roundtrips.

2) The target device does not yet belong to the domain but will register into it

· The device notices that it does not have the required parent-RO and launches the browser to the RI URL defined inside the child-RO. The RI authenticates the user (e.g. MSISDN) and notices that this device belongs to the same user and proposes to join the new device to his domain. As the result the new device gets the parent-RO and can render the media. This registration happens only once and the next time content is shared off-line goes according to the case 1 above.

3) The target device does not belong to the domain and can’t register into it because the device belongs to a different user

· This is the superdistribution case. The RI notices that the user is different and thus the device can not be registered into the domain the DCF was issued for. Rather, the RI sells a “normal” RO bound to the specific device or possibly to a domain that the target device belongs to. In the latter case the new child-RO for the new domain is added to the DCF (or it replaces the oldest child-RO in case the maximum number of child-ROs inside a DCF is exceeded).

2.2.5 Content sharing deployment example

In this deployment a parent-RO (RO-P) is issued for each device that is granted access to the shared content. The RO-P contains a key that, as described above, enables the device to consume the dependent child-ROs (RO-C*). Only devices having access to the RO-P and the key within can use RO-Cs and thus get access to the decrypted media bits.
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Figure 3. Sharing content in a domain
Adding a device to the domain is at the discretion of the RI and is done in practise by provisioning the parent-RO to the new device. After that all content issued for that domain is readily available for consumption in the new device too.

Stateful rights are not synchronized between the devices in the domain. In a domain of max three devices a RO-C* with playcount 10 times may end up being played 3x10 times. A RI should consider this when issuing stateful rights for a domain.

De-registering a device from the domain calls for a new mechanism that is used to revoke/disable/remove the parent-RO from a specific device. The mechanism is proposed in the next chapter.

Proposal: Add the child-RO and DCF off-line sharing to the specs 

2.3 De-registering a device

This mechanism is needed to support a device divorcing/de-registering from a domain. This mechanism has nothing to do with the notion of revoking a device or the RI, the device itself can still be good and valid but for some reason some rights granted for that device need to be taken away. The use case at hand is to de-register a device from a domain by revoking/removing/disabling the specific parent-RO. De-registering happens with user’s consent, since the user is incentiviced to do that.

Parent-RO revocation/removing/disabling is a request-response protocol built on top of ROAP. The RI sends a revocation-request message object to the device and the device sends a response after disabling the specified RO. The revocation-request has a MIME-type of its own. Essentially it contains the RO-ID (GUID) to be revoked.

The revocation-response is signed by the device and contains the RO-ID and related security information that binds the response to a specific request. Also the revocation-response has a MIME-type of its own.

A RI can only revoke ROs issued by itself.

Proposal: Add the RO revocation mechanism to the specs

2.4 Summary of RO flags

This chapter summarizes the most important semantics for the ROs. The detailed syntax can be agreed later.

· RO-ID

· GUID for the instance of a RO

· No two ROs have the same RO-ID, at least in the context of a single RI

· RO-ID is used to a) identify a RO that is to be revoked and b) for replay protection

· Parent-ID

· GUID to cross-reference a parent-RO from a child-RO.

· A parent-RO contains this value in its parent-ID element

· A child-RO contains this value in its parent-ID-ref element

· In the domain case the same GUID is shared between all parent-RO instances issued for different devices in the domain

· Parent-RO RI URL

· An element in every child-RO (and parent-RO)

· The value is one type of RI URL where from a (possibly unregistered) device can get the parent-RO enabling access to the child-RO

·  “Replay protection required” indicator

· If the RO is delivered using ROAP is used no requirement for the device.

· If RO is delivered outside ROAP the local replay protection mechanism proposed in this contribution must be used.

· “Child-RO” indicator

· Indicates that the RO is a child-RO

· “Parent-RO” indicator

· Indicates that the RO is a parent-RO

3. Other issues

3.1 Bad device in a domain

If any of the devices in a domain gets revoked (for reasons defined elsewhere) the RI should stop issuing content to that domain. All existing content issued for that domain can be considered lost and there is no need to try to rescue old content. The RI should create a new domain key and bind new content to that domain instead of the old one. User’s “good” devices can join the new domain and remain as a member of the old domain (the old parent-RO remains in the devices). New devices joining the domain can get also the old parent-RO as this does not introduce any more leakage. However, all new content will be issued for the new domain.

Also, the case of revoking a device can be considered an extreme case and it usually implies that the user himself has been actively trying to circumvent the DRM system so some extra work for him is not an issue. However, as described above, there is very little extra overhead.

4. Conclusion and Proposal

This proposal does not invalidate current OMA DRM Rel 2 architecture or functionality. Rather, the relatively small extensions to the current model enable significantly more fexible business and service models when compared to the current device-bound model.

Nokia proposes to include the mechanisms described in the previous chapters to the relevant DRM Release 2 specs.

Proposal: Add parent-child dependency between ROs to the specs

Proposal: Do not mandate RI authentication for child-ROs

Proposal: Add the integrity protection mechanism to the specs

Proposal: Add the local replay protection mechanism to the specs

Proposal: Add the child-RO and DCF off-line sharing to the specs 

Proposal: Add the RO revocation mechanism to the specs

REFERENCES

4 Intellectual Property Rights Considerations

There are no IPR issues known to affect the technology proposed.

5 Recommendation

Nokia recommends the group discusses the points in this proposal and agree on adding the proposed mechanisms to the specication.
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Background

		Current OMA DRM Rel2 draft specs do not provide sufficient features for end users, service providers and content owners

		The huge R&D cost and infrastructure investments for PKI based OMA DRM Release 2 must be in balance with the features provided by the specs

		It is Nokia’s view that the markets have evolved during the spec development so that the current feature set is insufficient by the time the devices and services will be deployed

		The main missing feature is the ability to share DRM protected content off-line between authorized devices – this concern has been voiced by the content industry too

		It is Nokia’s view that this feature can be introduced with small extensions to the current architecture

		This proposal enables off-line sharing of DRM protected content between authorized devices

		Existing already agreed or discussed mechanisms are reused (RO delivery, ROAP, subscription RO, RO integrity protection etc.) and only one new mechanism is introduced (de-registering a device from domain)
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Basic idea

		A symmetric key is shared between devices registered to the domain

		No news here ;-)

		The domain key is delivered to the device inside a special RO (parent-RO)

		This is the main difference to other proposals

		The spec already has a mechanism for secure delivery of a RO and the CEK to a device – we should use that for the domain key delivery too!!!

		In addition, the device must already take care of the secure management of the ROs so all facilities already exist.

		Thus registering a device to the domain reduces to the parent-RO delivery to the device using normal ROAP – no need to define a new domain registration protocol

		Content is delivered with a child-RO that is bound to the parent-RO

		The domain key from the parent-RO is used to decrypt the CEK inside the child-RO

		DCF + Child-RO can be shared and rendered off-line between devices registered to the domain
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Required mechanisms

Enable parent-child dependency between two ROs

		This is the subscription RO proposal extended with cryptographic enforcement of the dependency.



Enable child-RO delivery off-line using any transport mechanism

		Remove PKI based RI authentication from child-Ros. Add integrity protection to child-RO using HMAC.



Enable the user to de-register his device from the domain by RI disabling the parent-RO

		This has nothing to do with the device or RI revocation.

		With user’s consent, the parent-RO is disabled. There is an incentive for the user to do this because it enables him to register another device to the domain.
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1. Parent-child dependency

		This is the Subscription-RO model with cryptographic enforcement of the dependency

		Parent-RO contains a symmetric ”parent-key” ~ ”domain key”

		Child-RO (or the CEK within) is encrypted with the parent-key

		DCF is decrypted with the CEK inside the child-RO
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2. Child-RO delivery off-line

Child-RO can travel inside the DCF to the other devices in the domain

No PKI based RI authentication for child-ROs

Add HMAC integrity protection for the child-RO

Use local replay protection for stateful cihld-ROs (if those need to be supported)
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3. De-registering a device from domain

		De-registering a device from the domain is done by disabling the parent-RO containing the domain key

		User decides to do this because he is incentiviced to do so. He gets to register his new gadget to the already full domain by de-registering his oldest device.

		This has nothing to do with revoking a device or a RI

		One could call the generic mechanism behind RO-revocation but the use case is de-registering from a domain.

		Without this mechanism the domain management is incomplete

		Request-response protocol btw device and RI
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