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1 Reason for Contribution

The current DRM specification V 2.0 provides the definition of DRM protection of streaming services. In this contribution it will be shown that the current specification for streaming media does not cover all scenarios that are relevant for mobile streaming services. It is proposed to add text to the current specification to make it more complete.

In the current DRM streaming specification, section 4.1.4 of the DRM specification, the assumption is made that the bearer on top of which the streaming services are delivered is a reliable one. Although this assumption is valid for many services, there are conditions under which service delivery may suffer from unreliable bearers. Streams delivered to end-users may be interrupted for various reasons. This may cause a bad service perception by the end-user, which is disadvantageous for both the user and service provider (operator).

The shortcoming of the current DRM specification V2.0 is that the user has received DRM rights at the beginning of a streaming session and will be charged for these obtained rights, whereas the reception of the streaming services is not always guaranteed, i.e. interrupted (aborted) during the session. A non-exhaustive summary of these cases is given here:

· In 3GPP, a service is defined for delivery of streaming content to multiple users, called Multimedia Broadcast Multicast Service, in short MBMS. MBMS defines an unreliable bearer service that allows streaming services to be delivered from a single source entity to multiple users at the same time. Due to the nature of the used radio channels and used protocols, the delivery of streaming services cannot be guaranteed. For streaming services delivered through MBMS, quality reports from the client to the server about the reception conditions are not used. Therefore the server (source of the stream) cannot on a regular basis check whether the client successfully receives a streaming service. E.g. when a user enters a tunnel, the server may not know that the user is not receiving the content for a considerable amount of time. The fact that a user could be charged for the portion of the streaming content that he/she did actually not receive would lead to a very bad service perception by the user.

· Battery or radio conditions of a mobile terminal during a streaming session may cause the terminal to fail to receive the complete streaming content for which the user is paying. Similar is true for overload conditions of the network.

· Networks that provide unreliable delivery, such as WLAN.

The intention of this contribution is not to improve reliability of these delivery mechanisms (bearers), but to create improved fairness for the end-user with respect to charging, i.e. by proposing an improvement to the DRM mechanism in order to let the user pay for what he is actually receiving.

2 Summary of Contribution

As indicated by the bullets above, the scenario in which a client does not receive (through streaming) the complete file, but just a portion of it, is a realistic one. Therefore, Alcatel believes that it should be possible to divide a streaming file into suitable data chunks and protect each of these individual chunks through DRM. 

3 Detailed Proposal

4.1.4 Streaming Media

For distributing protected streams, the streaming token
 is downloaded from the Content Issuer portal and the access to the streams is governed by the associated Rights Object. The client, after receiving the streaming token can connect to the Rights Issuer and acquire the necessary Rights Object, which in turn will provide the necessary information for the client to be able to decode the streams and render the content. The interaction diagram below illustrates the flow of events and the technical elements necessary for this solution. Streaming content MAY be partitioned in blocks and each of these individual blocks MAY be protected through separate DRM rights provided by the same Rights Issuer. During the delivery of protected streaming content, the client MAY obtain rights of next consecutive blocks from the Rights Issuer.
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1. The client connects to the Content Issuer portal and browses for content of interest. Client selects the streaming service of interest, possibly indicates the payment mode, and downloads the streaming token. 

2. The Client connectes to the Streaming server and initiates the streaming session.  After the stream is initiated, the Client will have the stream properties available.  The DRM properties will be included in these stream properties (except for the case of an SDP description token, where the properties are already contained in the token). The stream properties MAY contain an indication of the partitioning of the streaming content in blocks.
3. The Client requests rights by connecting to the Rights Issuer and initiating the Rights Object Acquisition Protocol to acquire the rights for the streamed content or to acquire the rights for the next block of the streaming content if an indication of partitioning of the streaming content was provided in step 2. On successful completion of the protocol, the Rights Object for the streaming service or the next block of the streaming content is obtained by the client. 

4. The client connects to the Streaming server and starts the streaming session. And, the Protected Streams are delivered to the client.

As the streaming content MAY be partitioned in blocks, steps 3 and 4 MAY be repeated per block until the full stream is delivered to the client.

Push rights

1. Another mode of delivering streaming services is when the rights are delivered in advance or along side the streaming token. 

2. The client can then connect to the streaming server and initiate the streaming session.  The DRM agent will have rights so the client will be able to immediately start the streaming session instead of going through step 3 above. 

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

It is proposed that this modification be added to the DRM V2 specification.

� A streaming token is a piece of data that the streaming player uses to determine the location of streaming media, possibly also to determine properties of the streaming session or streams, and to set up and start the delivery of streaming media. For the 3GPP Packet-Switched Streaming Service for example, this can either be a SMIL presentation, an SDP session description, or an RTSP URL. 
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