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1. Scope

This specification defines the requirements for the Download OTA protocol.

2. References

2.1 Normative References
	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References

	[DLARCH]
	“Download Architecture Version 1.0”, Open Mobile AllianceTM, OMA-Download-Arch-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile AllianceTM, OMA-Download-OTA-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	[DRM2]
	(Editor’s note: once we finelize DRMv2 specs and fix names of the specs, those specs should be itemized here)

	
	


3. Terminology and Conventions

3.1 Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
	Download Agent
	A user agent in the device responsible for downloading a media object described by a download descriptor.

	Download Descriptor
	Metadata about a media object and instructions to the download agent for how to download it.

	Download Server
	A Web server hosting media objects available for download using the DLOTA protocol

	Media Object
	A resource on a Web server that can be downloaded.  


3.3 Abbreviations

	DLOTA
	Download Over-The-Air

	WAP
	Wireless Application Protocol

	UAProf
	User Agent Profile


4. Introduction
(Informative)

OMA Download OTA v1.0 provides a mechanism for user-initiated download of content, such as ringtones, images, and applications.  While OMA Download OTA provides much of the functionality needed to provide for a more reliable download solution than basic HTTP, other protocols such as MIDP OTA exist in the mobile industry that provide functionality beyond that of OMA Download OTA.    

Download OTA v2.0 is an evolution of the Download OTA v1.0 protocol; it is not a new OTA protocol.  The purpose of Download OTA v2.0 is to add functionality where needed to further converge the download protocols mentioned above without fundamentally changing the user-initiated, confirmed download paradigm introduced in the Download OTA v1.0 specifications.

Some of the key principles of the OMA Download OTA specification are as follows:

· Execution environment neutrality: The protocol shall support user initiated download of static content and applications to any application environment.  The protocol specification may provide informative annexes describing the use of the protocol in particular environments, but shall not restrict its use implicitly or explicitly to said execution environments.  

· Content Independence: The protocol shall be independent of content that it downloads.  The protocol shall not perform certain actions based upon a particular content type being downloaded.
· Generic mechanism: The protocol shall address the common requirements across different existing content specific download mechanisms resulting in a generic content download protocol that reflects industry best practices.  

· Extensibility: The protocol shall be extensible in order to address the unique requirements of each content specific environment.

· Migration strategy: In order for other content specific download mechanisms to be able to use the protocol, migration from existing mechanisms to the new protocol shall be addressed.  The migration strategy will likely occur in other standards bodies or forums, but should be initiated by OMA.
5. Use Cases
(Informative)

The following are the high level use cases that must be satisfied by the Download OTA (DLOTA) protocol.  In some cases, the use cases below are already satisfied by the DLOTA v1.0 specifications, but are included here to provide a complete view of the desired functionality.

5.1 Basic OMA Download OTA

5.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes the basic functionality provided in DLOTA v1.0 [DLOTA].  The user gets a Download Descriptor, downloads the media object, and the Download Server is notified when the download is complete.
5.1.2 Actors
	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.1.2.1 Actor Specific Issues

Download Server (DS) needs to create the Download Descriptor.  The DS may need device specific information (eg as provided via UAProf or HTTP request headers) to accomplish this.

5.1.2.2 Actor Specific Benefits
Download Server is optionally notified of success or failure when the download transaction completes.

Download Agent and User are able to make informed decisions before initiating the download (eg Do I have enough storage space for this media object?  Do I want to pay for this media object?)

5.1.2.3 Pre-conditions

The Download Descriptor must exist and must be available to the Download Agent, eg by browsing to a website, pushed to the device, etc.

5.1.2.4 Post-conditions

The media object is available on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.1.3 Normal Flow

1. User downloads a Download Descriptor from the Download Server using the browser.

2. The information in the Download Descriptor is analysed by the Download Agent (capability checks) and User is given a chance to initiate the media object download.

3. The media object is downloaded to the device.

4. The media object is “installed” on the device (e.g. saved in the filesystem).

5. The Download Agent notifies the Download Server that the download was a success.

6. The media object is made available to the User.
5.1.4 Alternative Flow
1a.
The Download Descriptor is delivered to the User rather than downloaded, e.g. via a messaging protocol, removeable media, etc.

2a.
User chooses not to initiate the download.  Use case stops.

5a.
The download fails or is aborted by the user.  The Download Agent notifies the Download Server that the download failed with a specific error code indicating the source of the failure.  Use case stops.

5b.
The Download Server informs the Download Agent not to send an installation notification so this step is skipped. 

5.1.5 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the installation notification to the Download Server, the media object is still made available to the User.

5.2 Combined Delivery 

A media object and a Download Descriptor are downloaded at the same time. Because the media object and the download descriptor are both delivered together, the user is unable to initiate the download based on information in the Download Descriptor.  However, this use case does support the installation notification.
5.2.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.2.1.1 Actor Specific Issues
Download Server (DS) needs to create the Download Descriptor and package it with the media object in a multipart entity.

When the Download Descriptor and media object are downloaded together, the Download Agent will not be able to send an installation notification in the event that the download fails (because the Download Descriptor is not received).

5.2.1.2 Actor Specific Benefits

Download Server is optionally notified of success or failure when the download transaction completes.


5.2.2 Pre-conditions

The multipart entity comprising the Download Descriptor and media object must exist and must be available to the Download Agent, eg by browsing to a website, pushed to the device, etc.

5.2.3 Post-conditions
The media object is available on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.2.4 Normal Flow

7. User downloads the multipart entity from the Download Server using the browser.

8. The information in the Download Descriptor is analysed by the Download Agent (capability checks) and User is given a chance abort the installation.

9. The media object is “installed” on the device (e.g. saved in the filesystem).

10. The Download Agent notifies the Download Server that the download was a success.

11. The media object is made available to the User.
5.2.5 Alternative Flow

1a.
The multipart entity is delivered to the User rather than downloaded, e.g. via a messaging protocol, removeable media, etc.

2a.
The installation is aborted by the user.  The Download Agent notifies the Download Server that the installation was aborted unless the Download Server informs the Download Agent not to send an installation notification.  Use case stops here.

4a.
The Download Server informs the Download Agent not to send an installation notification so this step is skipped. 

5.2.6 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the installation notification to the Download Server, the media object is still made available to the User.
5.3 Authentication of Trusted Entity and Content Integrity Check
For some types of media objects, the Download Agent will need to authenticate that the media object is coming from a trusted Download Server.  For instance, the media object being downloaded might be software that affects the functioning of the device, it might be an application that needs special access to device or user information such as the phonebook or calendar, or it might be static content that needs to be stored in a secure or access-controlled location.  In all these cases　 where the device can trust the Download Server, the device behaviour may be subject to the permission that is specified by the Download Server.
5.3.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.3.1.1 Actor Specific Issues

Download Server (DS) creates the Download Descriptor.  The Download Server may need device specific information (eg as provided via UAProf or HTTP request headers) to accomplish this.

The Download Agent will need to validate the Download Server credentials in order to authenticate it.
5.3.1.2 Actor Specific Benefits

The device is able to restrict the functioning of the downloaded media objects subject to the permission that is specified by the Download Server when the device can trust the Download Server.
5.3.2 Pre-conditions

The Download Descriptor must exist and must be available to the Download Agent, e.g. by browsing to a website, pushed to the device, etc.   The Download Server must attach its credentials before delivering the Download Descriptor to the Download Agent.

5.3.3 Post-conditions

The media object is available on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.3.4 Normal Flow

12. User downloads a media object as described in the “Basic” or “Combined” use cases.

13. Download Agent uses information in the Download Descriptor to ensure the downloaded media object was not manipulated or replaced and to ensure that the media object comes from a trusted source.

14. The Download Agent performs specific actions, e.g. during installation, which are subject to the permission specified by the Download Server (these actions are outside the scope of the specifications).

5.3.5 Alternative Flow

2a.
The Download Agent does not trust the server or the media object appears to be tampered with.  The Download Agent posts a failure installation notification to the Download Server.  Use case stops.

5.4 Updating media objects
This use case describes updating a media object that is already resident on the device. The update is initiated by a user.
5.4.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.4.1.1 Actor Specific Issues

Download Server (DS) needs to create the Download Descriptor.  The DS may need device specific information (eg as provided via UAProf or HTTP request headers) to accomplish this.  The media objects must have unique identifiers maintained by the DS in order to accurately identify the media object to be updated.

5.4.1.2 Actor Specific Benefits

The Download Server is able to replace media objects that are resident on the device, allowing the Download Server to keep the device up to date with the latest content (eg in a entertainment subscription service) or deliver application upgrades or patches.
5.4.2 Pre-conditions

The Download Descriptor must exist and must be available to the Download Agent, eg by browsing to a website, pushed to the device, etc.

5.4.3 Post-conditions

The media object is updated on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.4.4 Normal Flow

User downloads a Download Descriptor from the Download Server using the browser.

15. The Download Agent analyses the Download Descriptor and informs the User that the media object is newer, older or the same as the version of the existing media object.   The Download Agent ensures the new media object comes from the same source as the existing media object, e.g. by comparing digital signatures, domain names, etc.

16. The User chooses to initiate the media object update.

17. The media object is downloaded to the device.

18. The media object is “installed” on the device (e.g. saved in the filesystem), replacing the former media object.  If the media object is an application, any persistent data associated with the application are preserved.
19. The Download Agent notifies the Download Server that the download was a success.

20. The media object is made available to the User.

5.4.5 Alternative Flow

2a.
The new media object does not come from the same source as the existing media object.  The Download Agent informs the user and posts a failure installation notification.  Use case stops.

3a.
User chooses not to initiate the media object update.  Use case stops.

3b. 
 Download server uses combined delivery of the Download Descriptor and media object.  Step 4 is skipped.

5a.
The download fails or is aborted by the user.  The Download Agent notifies the Download Server that the download failed with a specific error code indicating the source of the failure.  Use case stops.

5b.
The Download Server informs the Download Agent not to send an installation notification so this step is skipped.  

5.4.6 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the installation notification to the Download Server, the media object is still made available to the User.

5.5 Removing media objects
This use case describes removing a media object that was previously downloaded.

5.5.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.5.1.1 Actor Specific Issues

The Download Agent may prompt the user that removing a given media object may have unwanted side effects. In some cases, other installed media objects may have dependencies on the media object to be removed.

5.5.1.2 Actor Specific Benefits

Download Server is notified when media objects are removed to enable an improved user experience, e.g. in a rental or subscription service the service provider may only allow a specific number of downloaded objects to be resident on the device at a given time.

Download Agent and User are able to make informed decisions before removing the media object (eg if other media objects depend on the media object under consideration for removal).  

5.5.2 Pre-conditions

The media object and Download Descriptor must be resident on the device.

5.5.3 Post-conditions

The media object and Download Descriptor are no longer resident on the device.

The Download Server has optionally received a notification indicating the removal was a success or failure.

5.5.4 Normal Flow

User chooses to remove media object.

21. User is informed of any dependency on this media object by other media objects, provided the dependencies are identified in the Download Descriptor.

22. The User confirms removal and the media object is “uninstalled” on the device (e.g. removed from the filesystem).

23. The Download Agent notifies the Download Server that the removal was a success.

24. The media object is no longer available to the User.

5.5.5 Alternative Flow

3a.
User chooses not to confirm the removal.  Use case stops (Download Server is not notified).

4a.
The removal fails.  The Download Agent notifies the Download Server that the removal failed with a specific error code indicating the source of the failure.  Use case stops.

4b.
The Download Server does not include a removal notification URL in the Download Descriptor so step 4 is skipped.  

5.5.6 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the removal notification to the Download Server, the media object is still removed and is no longer available to the User.
5.6 Download of Compound Object
DLOTA v 2.0 should provide a flexible solution that allows the download of multiple objects from different sources in the same download OTA session and at the same time to guarantee a good end-user experience. Content can be composed by several distinct media objects that need to be downloaded from different sources. A media object needs one or more rights object. Rights Object(s) and media object may be provided by different independent sources. 

5.6.1 Actors

	Download Service
	Server component that allows the download of one or more downloadable objects during the DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction

	Content portal 
	Server component that acts as front end for other download services for the DLOTA transaction


5.6.1.1 Actor Specific Issues
Content Portal (CP) creates the Download Descriptor for the compound object (CO). A CO is composed of one or more downloadable objects, which can be hosted by one or more download services (DS). The user is not aware of the composite nature of the CO. The Download Agent (DA) is instructed by the Download Descriptor how and where to fetch all the objects for the CO
5.6.1.2 Actor Specific Benefits
The user perceives the download of a CO as a single download transaction. The CP and the DS can be independent entities (although some level of synchronization is required, e.g. content registration). The CP does not need to store, maintain and aggregate the different objects that form a CO.

5.6.2 Pre-conditions

The CP knows which downloadable objects (part of a single CO) are hosted by each of the DS. A Download Descriptor for the CO exists and it is hosted by the CP. The CP provides an interface, e.g. WEB / WAP, thus to allow the discovery of the CO to be downloaded. The DA is able to process the Download Descriptor as provided by the CP
5.6.3 Post-conditions

The CO is available in all of its parts on the device.
The CP has optionally received an installation notification indicating the download was a success or a failure.
5.6.4 Normal Flow

25. User downloads a CO from a  CP
26. DA uses information in the Download Descriptor to fetch the several objects that compose the CO.
27. The DA fetches each single object of the CO separately. The DA performs specific actions, e.g. during the installation phase, based upon the nature of the Compound Object and its components. Such actions are outside the scope of this specification. 

5.6.5 Alternative Flow
3a.     The DA is not able to complete the download transaction of one of the objects of the CO. In this case the DA aborts the whole OTA transaction of the CO and discards all the previously downloaded objects related to the CO being downloaded.
Download of multiple objects
DLOTA v 2.0 should provide a flexible solution that allows the download of multiple objects from different sources in the same download OTA session and at the same time to guarantee a good end-user experience. Content can be composed by several distinct media objects that need to be downloaded from different sources. This is regarded as a “shopping-cart use case”, where a user selects many pieces of content to be downloaded.
5.6.6 Actors

	Download Service
	Server component that allows the download of one or more downloadable objects during the DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction

	Content portal 
	Server component that acts as front end for other download services for the DLOTA transaction


5.6.6.1 Actor Specific Issues
Content Portal (CP) creates the Download Descriptor for the download of multiple downloadable objects from different download services (DS). The user is aware of the number of objects that the DA downloads.
Multiple objects can be also multiple Compound Objects (CO) (as described in the previous use case). COs must be treated as single objects and the DA must hide the composite nature of a CO from the user.
5.6.6.2 Actor Specific Benefits
The user is aware of the number and type of the objects that are being downloaded by the DA. The CP does not need to store, maintain and aggregate all the different media objects. The CP and the DS’ can be independent entities.
5.6.7 Pre-conditions

The CP knows which downloadable objects (as part of the multiple objects bundle) are hosted by each of the DS. The CP provides an interface, i.e. WEB / WAP, thus to allow the discovery of the media objects. 

5.6.8 Post-conditions

The objects are available on the device. 

Each DS has optionally received an installation notification relative to the downloadable object it hosts; the install notification indicates the download was a success or a failure. 
The CP has optionally received an install notification about the success or failure relative to  the overall download transaction.
5.6.9 Normal Flow

28. User selects several objects to be downloaded.
29. CP creates the Download Descriptor that enables the download of multiple objects (all the objects the user has chosen).

30. The DA fetches each single object separately. The Download Agent performs specific actions, e.g. during the installation phase, based upon the type of the object. Such actions are outside the scope of this specification.
5.6.10 Note
The success or failure of the download operation relative to one object does not have impact over the download of the remaining-to-download and previously-downloaded objects.
5.7 Open Issues

None.

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

6.1.1 General
31. The DLOTA SHALL support download models with different levels of overhead. 

31.a 1-step download: media object download without additional request-reply interactions for content negotiation and application level transaction verification.

31.b 2-step download: media object download without additional request-reply interactions for content negotiation, but with separate and explicit application level transaction verification.

31.c 2-step download: media object download with additional request-reply interactions for content negotiation, but without explicit application level transaction verification.

31.d 3-step download: media object download with additional request-reply interactions for content negotiation and application level transaction verification.

32. The DLOTA SHALL support downloading media objects of any media type and any size.

33. The DLOTA SHALL support bearer agnostic delivery mechanisms that include facilities for application level installation notification.

34. The DLOTA Download Descriptor SHALL be extensible. 
34.a It SHALL be possible to add additional metadata that describe the characteristics of the media object to be downloaded.

34.b It SHALL be possible to add additional metadata that control the processing of the content object by a content handler.

35. The DLOTA SHALL support direct transfer of binary content (e.g. avoid Base64 encoding) to reduce overhead.
6.1.2 Security
36. The DLOTA SHALL support user authentication prior to media object download (example: HTTP Basic Authentication).

6.1.3 Charging
37. The DLOTA SHALL enable payment transactions to be performed.

38. The DLOTA SHALL enable charging models such as pay per content, subscription for content and free content.
39. The DLOTA SHALL support different owners of content as well as different billing points.
6.1.4 Administration and configuration
In case the DLOTA protocol needs information that has to be defined a’priori: 

40. Provisioning of information for the Download Agent SHALL be possible without user interaction.

40.a Existing provisioning mechanisms SHOULD be leveraged for this purpose.

6.1.5 Usability
41. The DLOTA SHALL enable consistent user experiences for downloading of all types of media: e.g. games, melodies, and pictures.

42. The DLOTA SHALL favour the User, meaning even though the installation notification cannot be sent the media object must still be released to the User.
43. The DLOTA SHALL allow for separation of content presentation and commercial transaction management.
6.1.6 Interoperability
44. The DLOTA SHOULD be compatible with other content delivery schemes in the marketplace today.  The DLOTA specifications may include appendices describing interaction with and application to other delivery schemes.

6.1.7 Privacy

No requirements identified.
6.2 Overall System Requirements
45. It SHALL be possible to deploy the DLOTA protocol even if the system includes a WAP Proxy.

6.3 System Elements
<This section identifies the high level requirements, on each system element in the use cases,  identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have a sub-section(s) covering the requirements on interfaces>

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces
<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>
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