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1 Reason for Contribution

OMA DLDRM and 3GPP are collaborating to define the interface between DRM 2.0 and PSS, i.e. mechanisms for DRM protection of PSS media streams and discrete media.

SA4 and DLDRM have come to a shared working assumption outlining the mechanisms for DRM protection of PSS media streams. The working assumption assumes use of an encrypted RTP wrapper payload format, SDP signalling extensions for signalling streaming of encrypted streams, 3GP file format extensions for storage of encrypted streams, key management through OMA DRM 2.0 rights objects, and optional use of standard SRTP integrity protection of streams.

SRTP [1] uses an integrity key which is derived from a master key. This master key is transported in a key management system outside the scope of SRTP. For the purpose of integrity protection of OMA DRM protected PSS streams, it is straightforward and logical to transport the integrity key in the OMA rights object, where also the content encryption key is conveyed. The concept is similar to the transport of information used for integrity protection of DCFs, the ContentHash, which is also conveyed in the RO. The ContentHash field itself cannot be used.

This input proposes changes in the OMA DRM 2.0 specs for support of optional SRTP integrity protection of PSS streams. The only substantial change is a new and optional generic field in the rights object that can be used to transport an integrity master key. We propose this field to be generic so that it can be re-used for the application to other streaming formats than PSS, and other integrity protection mechanisms than SRTP. 

2 Summary of Contribution

This contribution proposes to specify that DRM 2.0 devices may support stream integrity protection using SRTP as proposed by 3GPP SA4 and according to our working assumption. Besides some explanatory additions, the contribution proposes to add a value in the RO that can be used to transport an integrity key to the consuming device.
3 Detailed Proposal

The sub-sections below detail the proposed changes to the DRM 2.0 specs that are necessary to specify the optional feature of integrity protection for streams. This includes minor changes to the DRM, DCF and ARCH specs, and two new elements in the REL spec. Some clerical changes have also been included. All changes and additions are change bared against the latest available (as of February 24, 2004) draft specification versions. 

3.1 Changes to ARCH spec

4.3.3. Streaming of Protected Content

The two previous examples assume that content is packaged and delivered in its entirety. Alternatively, content may be packetised and delivered as a stream. 

In this case, the stream itself is protected (encrypted). OMA DRM does not specify formats for encrypted streams as other standards bodies are specifying this. Streams may be protected with encryption schemes which are different from those specified by OMA for Download, to address possible packet loss, etc. Once the stream has been encrypted, access to it can be controlled through the same procedure as described earlier for non-streamed content. A rights object is generated, the encryption key(s) and (optionally) integrity keys to access the encrypted stream are put in the RO just like a CEK would, and the RO is then bound to a DRM agent. Without the rights object, the protected stream cannot be accessed.
3.2 Changes to DRM spec
4.1.4.  Streaming Media

For distributing protected streams, the streaming token
 is acquired from the Content Issuer portal and the access to the streams is governed by the associated Rights Object. The client, after receiving the session headers, can connect to the Rights Issuer and acquire the necessary Rights Object, which in turn will provide the necessary information for the client to be able to decode the streams and render the content. The interaction diagram below illustrates the flow of events and the technical elements necessary for this solution.
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Figure 1: DRM Protected Streaming Service

1. The client connects to the Content Issuer portal and browses for content of interest. Client selects the streaming service of interest, possibly indicates the payment mode, and downloads the streaming token. 

2. The Client connects to the Streaming server and initiates the streaming session.  After the stream is initiated, the Client will have the stream properties available.  The DRM properties will be included in these stream properties (except for the case of an SDP description token, where the properties are already contained in the token).

3. The Client requests rights by connecting to the Rights Issuer and initiating the Rights Object Acquisition Protocol to acquire the rights for the streamed content. On successful completion of the protocol, the Rights Object for the streaming service is obtained by the client.

4. The client connects to the Streaming server and resumes the streaming session. And, the Protected and optionally integrity protected Streams are delivered to the client. 

Push rights

1. Another mode of delivering streaming services is when the rights are delivered in advance or along side the streaming token. 

2. The client can then connect to the streaming server and initiate the streaming session.  The DRM agent will have rights so the client will be able to immediately start the streaming session instead of going through step 3 above. 

Appendix E.  Application to Services (Normative)

E.1     Application to streaming services

The main scope of  OMA DRM is protection of downloadable objects, which can by their nature be embedded into DCFs and be delivered under DRM control. This is not immediately possible with streaming  media, since streaming media are transported using protocols and mechanisms that do not allow embedding into download DCFs, and also since streams are not per se limited in time and size. Thus, the protected transport of streams and some associated signaling has to be defined separately for streaming media. On the other hand, OMA DRM ROs can be used for streaming services for the definition and transport of rights/permissions, and of content decryption keys.

Thus, the basic concept for the application of OMA DRM to streaming services is that OMA DRM ROs, and the ROAP, are used in the same way as for downloadable objects/DCFs. This is specified in this standard. The exact way of protecting streams, storing streams at a streaming server, and transporting streams to a device (including associated signaling) are not specified in this specification. It is the responsibility of  streaming standardization bodies to define appropriate mechanisms that work seamlessly together with the concept laid out in the DRM specification, especially with the RO concept and format. Fig. XXX explains the principle. 
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Figure 2: Generic principle of application of OMA DRM to streaming services
E.1.1.    Application to the 3GPP Packet-Switched Streaming Service

Editorial note: this section needs to be updated in accordance with the development of the PSS specs for Rel6.
For the special case of the 3GPP Packet-Switched Streaming Service (PSS) Release 6, i.e., the 3GPP streaming standard [reference to PSS specs], OMA and 3GPP have been working together to define DRM protection of PSS media.  The basic principle is the one shown in Fig. XXX, but there are some extensions that consider special features and properties of the PSS standard, namely

· PSS sessions can consist of a mixture of discrete (e.g., JPEG images) and continuous (e.g., H.263 video) media

· There are 3 different methods to initiate a PSS session using different streaming tokens: either a SMIL presentation description, or an SDP session description, or an RTSP URL. A streaming token can get to a device as a download from a server, or by super-distribution from other devices, or by other means like user input of an RTSP URL via the keyboard.

· Time-continuous protected media like audio and video tracks that are stored on a PSS server in the 3GP file format defined by 3GPP can either be downloaded by (progressive) download of the whole 3GP file, or streamed by extraction of protected media tracks from the 3GP file format and transport using real-time transport protocols. OMA has adopted the 3GP file format for protected packetized content as a special DCF, the Packetized DCF (PDCF) [reference to DCF spec]. It should thus be understood that a 3GP file holding encrypted tracks as defined in [3GPP PSS spec] and containing the DRM key management extensions as defined in [DCF} is a valid OMA DRM PDCF [DCF spec]. 

Fig. XXY gives an overview of the involved entities and data flows for DRM protection of 3GPP PSS sessions and media.
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Figure 3: Application of OMA DRM to the 3GPP Packet-Switched Streaming Service (Release 6). References in brackets indicate where the respective data format or protocol is specified

For a protected PSS presentation, the content provider can confidentiality protect and integrity protect discrete media (images etc.) by embedding them into OMA DCFs. Further, he can confidentiality protect continuous media using the mechanisms defined by 3GPP [reference here, with section number], and storing them in a file in the 3GP file format [reference here], i.e., in a PDCF. The DCFs are stored on a content download server, the protected 3GP files = PDCFs on a 3GPP PSS server. Note that the PDCF can later be used for download or streaming of the included tracks/streams ((4a) or (4b) in Fig. XXY). When streaming transport is used, the streams can optionally be integrity protected if the device supports stream integrity protection.
All information needed to generate ROs for the DCFs and PDCFs must be conveyed to the rights issuer; how this is done is outside the scope of this specification. This information includes the used content encryption keys for the discrete and continuous media, the stream integrity keys (if used), and usage rights/permissions.

The required steps to initiate, set up, receive, and render a protected 3GPP PSS session are then the following:

(A) A streaming session is initiated via a streaming token, i.e. a SMIL presentation, SDP file, or RTSP URL [3GPP PSS]. The streaming token can arrive to the device by download from a server/content portal/content storefront (see (1a) in Figure 3 ), or by super-distribution (see (1b) in Figure 3 ), by messaging (MMS), or by other means (e.g. an RTSP URL can be manually entered by the user). The streaming token can optionally be embedded into a DCF.

(B) If the streaming token has been acquired directly from a server or portal, the server can initiate the delivery of one or several ROs to the device that contain the keys and rights for the media referenced by the token (see (2) in Figure 3). In all other cases, the ROs for protected streams are requested during session setup to the streaming server, and the ROs for protected discrete objects after download of the respective DCFs, see (D)

(C) When the user decides to start the PSS streaming session, she or he executes/launches the streaming token which is delivered to the streaming player. The streaming player evaluates the streaming token. 

(D) Depending on the type of streaming token, the following applies:

a. SMIL presentation: Referenced discrete objects are downloaded  from the respective download servers (see (3) and (4a) in Figure 3.). If ROs are not on the device yet they can be acquired at this point, using the RI URL in the DCFs . Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 3.). If ROs are not on the device yet they can be acquired at this point, using the RI URL. Note: SMIL allows to download objects / start streams during a presentation. In this case it may be an implementation optimization to fetch all ROs before starting the presentation.

b. RTSP URL: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 3). If ROs are not on the device yet they can be acquired at this point, using the RI URL.

c. SDP: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 3). If ROs are not on the device yet they can be acquired at this point, using the RI URL.

(E) Discrete objects (DCFs), downloaded PSS content (PDCFs), and PSS streams are decrypted, their integrity is verified (optional for streams), and rendered subject to the terms and permissions of the respective ROs.

(F) The streaming token can be super-distributed to another device. To be able to receive and render the referenced PSS media content, the receiving device must acquire the respective RO(s).

E.1.2    DCF Packaging of Streaming Session Descriptors          (Informative)

The section describes an optional variation of the basic architecture and method for protection of streams using OMA DRM. In this variation, the streaming token / streaming session description is itself packaged into a DCF. This is  illustrated in Figure XXZ. 
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Figure 4: Application of OMA DRM to the 3GPP Packet-Switched Streaming Service (Release 6) with streaming token packaged into DCF. Underlined text denotes differences to Figure 3.

With this method, the typical steps to initiate, set up, receive, and render a protected 3GPP PSS session are similar as described in section E.1.1., with a few differences. The differences are outlined below.

(A) Unchanged, see section E.1.1.

(B) If the streaming token has been acquired directly from a server or portal, the server can initiate the delivery of one or several ROs to the device that contain the keys and rights for the media referenced by the token (see (2) in Figure 4). Otherwise, the device can use the RI URL in the streaming token DCF to request rights objects. If the RO or ROs delivered in response to this request contain the keys and rights for all media elements and streams being part of the PSS session associated with the token, no further RO requests are necessary.

(C) Unchanged, see section E.1.1.

(D) Depending on the type of streaming token, the following applies:

a. SMIL presentation: Referenced discrete objects are downloaded from the respective download servers (see (3) and (4a) in Figure 4). Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 4). 

b. RTSP URL: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 4). Please note that an RTSP URL per se cannot be packaged into a DCF, because there is no MIME type for RTSP URLs. However, a workaround is to package the RTSP URL into a helper file (e.g. a minimal SMIL file), and package the helper file into a DCF.

c. SDP: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS] (see (4b) in Figure 4). 

(E) Unchanged, see section E.1.1.

(F) Unchanged, see section E.1.1.

A difference using the optional method is the point in time when ROs are requested/acquired: it is always (including the super-distribution case) possible to request rights when the DCF containing the streaming token is available on the device, and before streaming of content is initiated. If the RO (or ROs) delivered in response contain rights and keys for all media objects and streams used in the respective PSS presentation, no further RO requests are necessary.

Also, the RI can associate permissions or constraints with the streaming token, in addition to constraints on the referenced media objects or streams. For example, for datetime based restrictions on streams, the same restriction could be imposed on the token. If the user tries to use the streaming token after expiry, this is then recognized when the token is executed, and before any communication with the streaming server is set up. 

All DCF-associated functionality is applicable to a streaming token packaged into a DCF (e.g., integrity protection of DCF, preview rights URL, transaction tracking, etc.).

The described optional method of packaging streaming tokens into DCFs has no implications on the security or protection of the referenced media objects and streams.

3.3 Changes to REL spec

5.7 Security Model

Security constitutes an important part of a DRM system. Even if a particular DRM system is not designed to provide the technically highest possible degree of security (because of other factors such as business models, cost of increased security vs. value of content, etc.) security must be accounted for in the REL used to express rights over DRM Content in this system. The security model enhances the agreement model. It is designed to

1. Enforce the integrity of Rights Objects

2. Ensure the controlled consumption of DRM Content

3. Enforce the integrity of the association between Rights Objects and DRM Content

The ODRL security model, which forms the basis for the security model of this specification, is based on Error! Reference source not found. and Error! Reference source not found..

Editor’s note: We need to decide which parts of the RO security are provided through the RO itself and which through the ROAP protocol.

Note that only the controlled consumption of DRM Content is a normative part of this specification. Ensuring the integrity of rights and of the association of rights and DRM Content is left to future versions of this specification.

5.7.1 Rights Integrity
(Informative)

Integrity protection prevents illegitimately modifying the Rights Object specified for DRM Content, including but not limited to, adding, deleting, and modifying permissions and constraints for DRM Content, references to the DRM Content itself, and Meta information included in the Rights Object.

This specification can easily be extended utilizing functionality from Error! Reference source not found. to ensure the integrity of the Rights Object. Since it is not part of the functionality required by Error! Reference source not found., the description of the corresponding elements and their functionality is not part of this specification.

Editor’s note: We need to decide what security to provide as an integral part of the RO and which through the ROAP protocol. Depending on these decisions, we can remove the above paragraph.

5.7.2 Content Confidentiality

Protecting content confidentiality is an essential part of enforcing consumption control of DRM Content. Enabling an authorized party to consume content is similar to granting this party access to the confidential content. In other words, a party authorized to consume content is let into the exclusive circle of parties deemed trustworthy enough to access the protected content.

This concept is realized in Error! Reference source not found. by i) encrypting the DRM Content Error! Reference source not found., and ii) sharing the key required to decrypt the DRM Content only with those parties that are authorized to consume the content.

Content is encrypted using a symmetric algorithm (AES), i.e., the key used for decryption can be derived from the key used for encryption. Thus, henceforth, the key will be referred to as content encryption key, or short CEK. Encrypting the content defers content confidentiality to controlling the confidentiality of the CEK. Now, the security of the DRM system relies on the control of the CEK that must be kept secret from all unauthorized parties.

Editor’s note: The next paragraph requires reformulation pending decision on the above topics.

Error! Reference source not found. specifies the means of making the key necessary for content decryption available to authorized parties. The CEK is not encrypted and thus its confidentiality is dependent on the delivery mechanism Error! Reference source not found..

The security elements used to achieve the level of security required by Error! Reference source not found. are described next.

5.7.2.1 Element <KeyInfo>

	Element
	<!ELEMENT ds:KeyInfo (ds:KeyValue)>

	Semantics
	The <KeyInfo> element is the starting point for all consumption control, i.e., content encryption, functionality. It contains the <KeyValue> element.

The <KeyInfo> element associates the corresponding protection with the asset governed by the rights.

Note that the <KeyInfo> element MUST NOT be included in the <asset> element if the corresponding DRM Content is not encrypted Error! Reference source not found..


5.7.2.2 Element <KeyValue>

	Element
	<!ELEMENT ds:KeyValue (#PCDATA)>

	Semantics
	The <KeyValue> element contains the content encryption key required for content consumption in plain. The content of this element is base64 encoded.


5.7.3 Rights Object  DRM Content Association Integrity
(Informative)

Editor’s note: This section is also subject to decision on whether to sign/MAC ROs or note

The ability to replace the DRM Content governed by rights amounts to the ability of changing the rights itself. Thus, the integrity of the association between a Rights Object and the corresponding DRM Content must be protected as much as the specified rights.

A reference to a piece of DRM Content is established via the <uid> element contained in the <context> element of the <asset> element. Enforcing the integrity of the association between Rights Object and DRM Content is handled similarly to enforcing the integrity of Rights Objects (section 0), i.e., by signing Rights Objects utilizing functionality from Error! Reference source not found.. This prevents tampering with the content identifier in the Rights Objects. It does not, however, prevent from modifying the corresponding identifier in the DRM Content Error! Reference source not found..

It is possible to provide a way of securing the content-end of the Rights Object - DRM Content association without having to sign the DRM Content. Instead, a hash of the (encrypted) DRM Content is included in the Rights Object. Since this hash value is part of the signed Rights Object, it is as safe from being tampered with, as is the <uid> element in the Rights Object referencing the DRM Content. The integrity of the content-end is guaranteed by the very characteristics of the hash itself: any modifications to the DRM Content automatically invalidate the hash value inside the Rights Object. Note that including the hash of the content in the Rights Object only ensures the integrity of the Rights Object  DRM Content association if the integrity of the Rights Object is protected also, e.g., by signing it.
5.7.4 Content Integrity for Streams

Integrity of content transported DCFs is ensured using the ContentHash. For media streams like 3GPP PSS streams, the ContentHash mechanism is not feasible. If integrity of streams (payload and possibly also packet headers, e.g. RTP packet headers) is to be protected, other mechanisms can be used. In the 3GPP PSS Rel6 specification [26.234], the IETF SRTP protocol is used for optional integrity protection. If it is used, an integrity key (more exactly, a master key from which an integrity key is derived) needs to be conveyed to the SRTP component of the device. If used in conjunction with OMA DRM 2.0, this master key is conveyed in the <IntegrityKeyInfo> element.

Support for the <IntegrityKeyInfo> and <IntegrityKeyValue> elements is optional and is only useful in devices that support protected streaming with integrity protection functionality. However, if a device supports streaming of OMA DRM 2.0 protected 3GPP PSS Rel6 streams, and if it supports integrity protection of the streams, it MUST also support the <IntegrityKeyInfo> and <IntegrityKeyValue> elements. If a device supports streaming of another OMA DRM 2.0 protected streaming format, it MAY support the <IntegrityKeyInfo> and <IntegrityKeyValue> elements. 
If a rights object contains the <IntegrityKeyInfo> and <IntegrityKeyValue> elements, but the stream referenced in the RO ist streamed without applying integrity protection, the elements SHALL be ignored.
5.7.4.1 Element <IntegrityKeyInfo>

	Element
	<!ELEMENT ds:IntegrityKeyInfo (ds: IntegrityKeyValue)>

	Semantics
	The <IntegrityKeyInfo> element contains the <IntegrityKeyValue> element used for integrity protection of streams (i.e. for PDCF streaming).

The <IntegrityKeyInfo> element associates the corresponding integrity protection with the asset (stream) governed by the rights.

The <IntegrityKeyInfo> element MUST NOT be included in the <asset> element if the corresponding DRM Content is not integrity protected..


5.7.4.2 Element <IntegrityKeyValue>

	Element
	<!ELEMENT ds: IntegrityKeyValue (#PCDATA)>

	Semantics
	The <IntegrityKeyValue> element contains the content integrity key or content integrity master key required for content integrity verification. The content of this element is base64 encoded.


3.4 Changes to DCF spec

3.3. Abbreviations
SRTP
Secure Real-Time Transport Protocol
7.3. PDCF Streaming format

Streaming PDCF content is leveraging the protected 3GP file format, and widely deployed standard streaming protocols. This specification uses the 3GPP PSS service protocols [TS26.234] as a reference, but the encrypted payload wrapper format MAY be used in any other streaming service using RTSP streaming, SDP signaling and RTP transport. 

Supporting the PDCF streaming is OPTIONAL, even if PDCF format is supported. A multimedia streaming session MAY consist of protected PDCF tracks and unprotected tracks.

Streaming protected tracks is signaled through SDP parameters, using information contained in the sample format entries of the protected 3GP file. A streaming server derives network packets from a hint track in the media file.  
Although the streaming format and payload are defined in [TS26.234], this specification defines the required additional OMA DRM parameters.

TODO: Check this once we have some 3GPP spec text on streaming payloads

7.3.1.  RTP Payload

The RTP payload format consists of two parts: the encrypted payload wrapper and the actual media payload. The media payload (e.g. H.263 video) is packetized according to the appropriate standard. The encrypted payload wrapper includes a header with additional signaling information, such as selective encryption indicator and initial vector for the packet. With this mechanism, one encrypted payload specification is used to protect any standard RTP payload. Also a benefit of the wrapper format is that the DRM system is fully functional in networks supporting basic RTP profiles, and thus not placing requirements on existing network configurations. 

Note: 3GPP has not yet specified mechanisms for real-time transport of encrypted PSS media, e.g. an encrypted wrapper payload format as described in this section. This specification will be updated according to the 3GPP specifications when the relevant parts are available. 

7.3.2.  Session signaling

For PDCF streaming, the session descriptors (SDP files) MUST include information about the wrapper payload. The format parameters for the wrapper format are used to signal e.g. DRM key management parameters. 

The generic parameters are defined in [TS26.234].  In the Encryption Parameters, PDCF streaming MUST support the AES 128 cipher in counter mode. If the Selective Encryption feature is disabled for a track, the Device MUST discard all packets belonging to this track where the encryption indicator is zero (unencrypted). 

The Key Management Specific parameters MUST include the mandatory OMA DRM headers, as name value pairs. These parameters MUST be derived from the key management box in PDCF.

Table 1: Required OMA DRM specific parameters

	Parameter name
	Purpose

	ContentID
	ContentID for the protected track

	RightsIssuerURL
	The RightsIssuerURL for fetching rights


Other headers MAY be added to the key management specific parameters, and a consuming Device MUST pass them to the DRM Agent. The DRM Agent will then act accordingly and acquire rights for the stream as appropriate. The semantics of the headers are the same as the common headers defined in section Error! Reference source not found..

7.3.3.  Stream integrity protection

The device MAY support integrity protection of streams using SRTP [SRTP], as defined in [26.234]. If a device supports integrity protection of streams and if a received stream is integrity protected, the device MUST use the IntegrityKey transported in the RO for integrity verification. If the device does not support integrity protection of streams, it SHOULD ignore any occurrences of IntegrityKey in ROs. If a rights object contains the <IntegrityKeyInfo> and <IntegrityKeyValue> elements, but the stream referenced in the RO ist streamed without applying integrity protection, the elements SHALL be ignored.     
4 Intellectual Property Rights Considerations

No IPR associated with this proposal is known

5 Recommendation

Add the proposed changes, specifically the <IntegrityKeyInfo> and <IntegrityKeyValue> elements to the OMA DRM V2.0 specification by including the proposed text in the corresponding specification documents.

6 References

[1] SRTP, draft-ietf-avt-srtp-09.txt (RFC number 3711 already assigned, publication as RFC3711 expected March 2004)

[2] 3GPP TS 26.234, Packet Switched Streaming Service; Protocols and Codecs, Rel 6

� A streaming token is a piece of data that the streaming player uses to determine the location of streaming media, possibly also to determine properties of the streaming session or streams, and to set up and start the delivery of streaming media. For the 3GPP Packet-Switched Streaming Service for example, this can either be a SMIL presentation, an SDP session description, or an RTSP URL. 
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