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1 Reason for Contribution

Inclusion of new use cases as part of the next version of the DRM specification that provides a more secure way of notifying to the RI after installation.

To ensure integrity of the installation notification status response sent by a device, i.e. the RI should receive the same status code as what was sent by the device.

2 Summary of Contribution

A device, upon receiving and successfully installing an RO received via a ROAP-ROResponse message in the second pass of a 2-pass ROAP protocol or via the 1-pass protocol, shall send an Install-Notify confirmation to the Install-Notify URL.

3 Detailed Proposal

It is possible that a third party user agent on the device (placed in the user application area) may trap the outgoing “Installation Notification” success status message, alter it to become a ‘failure’ status and then send to the Install-Notify URL.

DRM 2.0 draft specification (Enabler released 21/06/04) does not protect against the above-mentioned scenario.

This has been addressed in the DLOTA 2.0 specification. But, it is not mandatory for the download agent functionality to be based on the DLOTA 2.0 model. Moreover, DLOTA 1.0 scope is not intended towards addressing integrity of the data being delivered.

Approach:

· RI should specify a notifyRequired attribute in the ROAP-ROResponse message (complexType ROPayload) indicating that it expects an Installation Notification from the device via ROAP.

· Introduce a new pass in the existing 2-pass Rights Object Acquisition Protocols. The new pass would send an installationNotification message from the device to the RI. This would be initiated if the value of the notifyRequired attribute is set to “true”.

· If the installationNotification message is sent (as a result of notifyRequired attribute = “true”), the Rights Object Acquisition Protocols would now be the 3-pass ROAP.
Definition of new attribute notifyRequired in the complexType ROPayload is as follows:

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

  <attribute name="notifyRequired" type="boolean"/>

</complexType>

The notifyRequired attribute, when set to “true”, indicates that the RI is expecting an installation notification from the device (E.g. RI would expect the response for billing purposes).
Installation Notification:

	ROAP-InstallationNotification

	Parameter
	Mandatory/Optional

	Status
	M

	Device ID
	M

	RI ID
	M

	RO Info
	M

	Extensions
	O

	Signature
	M


Schema for the installation notification message to the RI is as follows:

<complexType name="installationNotification " abstract="true">

    <attribute name="status" type="roap:Status" use="required"/>

</complexType >

<complexType name="installationNotification">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to inform the installation of RO.

    </documentation>

  </annotation>

  <complexContent>

          <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="roInfo">

        <complexType>

            <sequence maxOccurs="unbounded">

              <element name ="roID" type="ID"/>

              <element name="dcfHash" minOccurs="0">

                <complexType>

                  <sequence>

                    <element name="hash" type="base64Binary"/>

                  </sequence>

                  <attribute name="algorithm" type="anyURI” 

       default="http://www.w3.org/2000/09/xmldsig#sha1"/> 

                </complexType>

              </element>

            </sequence>

          </complexType>

        </element>        

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

Example:

The following example illustrates the sequence of a ROAP-ROResponse message sent by the RI to the device followed by an installationNotification message sent by the device to the RI

ROAP-ROResponse message (with notifyRequired=”true”) sent by the RI to the device:

<?xml version="1.0" encoding="utf-8"?>

<roap:roResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <protectedRO>

        <ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0" notifyRequired=”true”>
            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                        <ds:KeyInfo>

                            <xenc:EncryptedKey>

                                <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>

                            <ds:RetrievalMethod URI="K_MAC_and_K_REK"/>

                        </ds:KeyInfo>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

            <encKey Id="K_MAC_and_K_REK">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

        </ro>

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod 

          Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>

    </protectedRO>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="roap:TransactionIdentifier">

            <id>09321093209-2121</id>

        </extension>

    </extensions>

    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>

InstallationNotification message sent by the device to the RI:
<?xml version="1.0" encoding="utf-8"?>

<roap:installationNotification

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <roInfo>

        <roID>n8yu98hy0e2109eu09ewf09u</roID>

    </roInfo>

    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>

Points to Note:

1. If the value of the notifyRequired attribute is set to “true”, then the device MUST send an installationNotification message to the RI irrespective of whether RO installation was a success or failure.

2. As a result of the newly introduced installationNotification message, the Rights Object Acquisition Protocols would now be the 3-pass ROAP.
Sequence Chart:
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Inclusion of the above-mentioned approach in the next version of Digital Rights Management specification.
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