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1 Reason for Change

The sections of the DRM V2.0 spec that describe the use of silent and preview headers in a DCF are inconsistent with the specification of this functionality in the DCF V2.0 specification. 
The functionality as described in the DRM spec cannot be implemented as currently specified.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None: this change will make the DRM specification consistent with other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Modify the text of the DRM V2.0 specification as detailed below.

6 Detailed Change Proposal

Section 5.2.2 of the DRM Specification specifies the handling of silent and preview headers. The current text calls for the DRM Agent to send a ROAP-RORequest message to the silent or preview URL when attempting to acquire rights silently. In this scenario, however, the DRM Agent does not have the RO ID of the Rights Object it is requesting, so it cannot send a complete RORequest.

Instead, the DRM Agent should send a generic request to the Rights Issuer, which will respond in turn with a ROAP Trigger containing the appropriate RO ID. The DRM Agent can then respond to the trigger with a complete RORequest. 

The text of the DCF Specification already describes this correct behaviour. The following modifications to the DRM Specification will correct the error and align the document with the DCF spec.
1. Make the indicated changes to the text of the third paragraph of Section 5.2.2:

If the DRM Agent has a valid RI Context with the RI, the DRM Agent MAY attempt to acquire Rights silently for the DCF if the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, In this case, the DRM Agent MUST compare the domain name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST silently attempt to acquire the RO for the DCF by sending a request to the silent or preview URL stored in the DCF, and responding to the ROAP Trigger and/or Download Descriptor that will be returned by the Rights Issuer.
2. Make the indicated changes to Section G.2.3:
G.2.3 Silent RO Acquisition Triggered by DCF Headers
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Figure 20: Silent RO Acquisition Triggered by DCF Headers

In this case a DCF is superdistributed to a Device, and the DRM Agent uses DCF headers to initiate a ROAP transaction and download a Rights Object.

· A user receives a DCF from another Device, e.g. through MMS, peer-to-peer, removable media, or some other transfer mechanism.

· If the DCF contains either a Silent header or a Preview header, then the DRM Agent attempts to request a Rights Object automatically. If the DRM Agent has an existing RI Context for the Rights Issuer, and has obtained user consent to request Rights Objects from the Rights Issuer, then the DRM Agent may proceed silently without further user interaction.  

The DRM Agent sends an HTTP GET to the URL specified by the Silent or Preview headers. 
GET /ro.cgi?cid=qw683hgew7d HTTP/1.1

Host: www.acme.com








· The Rights Issuer returns an HTTP response containing a ROAP Trigger.

HTTP 1.1 200 OK

 Server: CoolServer/1.3.12 

 Content-Length: 986

 Content-Type: application/vnd.oma.drm.roap-trigger+xml

... [ROAP Trigger] ...






· The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download a Rights Object.  The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?roID=qw683hgew7d

 Host: www.acme.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml 

 Accept-Charset: utf-8

 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

A previously established RI Context is assumed in the example. If this were not the case, then the ROAP-RORequest would be preceded by a ROAP-Registration transaction.

· The Rights Issuer returns an HTTP response containing a ROAP-ROResponse PDU in the HTTP response body.

HTTP 1.1 200 OK

 Server: CoolServer/1.3.12 

 Content-Length: 986 

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
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