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1 Reason for Change

We concluded from recent discussions on the DRM reflector that the Group ID mechanism, specified in the DCF V2 specification is not completely understood. There is a need for text in the DRM specification to describe the mechanism in general terms and specify how it is to be used. The original Group ID input, OMA-BAC-DLDRM-2003-0286R04_DCF_Group_ID (30 January 2004), included some text for the DRM Specification, which was not included in the Candidate specification.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

This input explains the usage of elements of the DCF specified in the OMA DCF V2 specification, document no. OMA-DRM-DCF-V2_0-20040715-C

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add explanatory text describing the Group ID mechanism to the OMA DRM V2 specification. This does not add new features to the specifications, but merely describes the use of an existing feature.

6 Detailed Change Proposal

Add the following normative section to Chapter 9 (Protection of Content and Rights) of the OMA DRM v2 specification. The proposed text is identical to that proposed in OMA-BAC-DLDRM-2003-0286R04_DCF_Group_ID, with modifications to match the current DCF spec.

9.7 Group ID Mechanism

A content object (DCF) MAY contain an OMADRMGroupID Box that defines the group identity of the DCF, as specified in [DRMCF-v2].

For any DCF that contains a Group ID, a Rights Issuer MAY issue Rights bound to the DCF Content ID or bound to the DCF Group ID. The ROAP assumes that the client will present the correct RO identifier in the RO Info field of the RO Request message.

When a DRM Agent locates a Rights Object bound to the GroupID of any DCF in a group, it MUST obtain the DCF-specific key by decrypting the value of the GroupKey field in the DCF with the Content Encryption Key stored in the Rights Object.


When searching for a valid Rights Object for a DCF that includes an OMADRMGroupID Box, the DRM Agent may find Rights Objects bound both to the DCF GroupID and to the individual ContentID of the DCF. In this case the DRM Agent SHOULD process the Rights Objects as it does in any other case where there are multiple valid Rights Objects for a DCF.

A Rights Object bound to a DCF Group ID MAY NOT include any DCF hash values, as described in Section 8.1. This allows a Rights Issuer to issue group Rights Objects to a client before delivery of content, and without specific knowledge of the group content that a client may acquire.

9.7.1 Group ID and domains

The Group ID mechanism described in this section is independent of the cryptographic binding of the Rights Object to a device or a domain. A Rights Issuer MAY bind a group Rights Object to a device or to a domain.
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