[image: image5.jpg]"sOMaQa

Open Mobile Alliance



OMA-DLDRM-2004-0259-Protecting-Unprotected-Content
Submitted to DLDRM
10 November 2004

OMA-DLDRM-2004-0259-Protecting-Unprotected-Content
Submitted to DLDRM
10 November 2004



Input Contribution

	Title:
	Protecting Unprotected Content
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DLDRM

	Submission Date:
	10 Nov 2004

	Source:
	Kiran Kumar K, LG Electronics
X35503@lge.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

Inclusion of a new use case as part of the DRM Specification that enhances content protection.
2 Summary of Contribution

This input contribution provides a detailed use case “Protecting Unprotected Content” by converting unprotected content into protected content. This, in turn, restricts unauthorised copying of content.
3 Detailed Proposal

Use case
1. User A buys an audio content that is in the form of a compact disc.

2. User A listens to the audio content using his non-OMA-DRM compliant audio player.

3. User A wants to listen to the content on his OMA-DRM compliant Mobile Device. So, he attempts to transfer (copy) the content from the non-OMA-DRM compliant audio player to the OMA-DRM compliant mobile device.
4. The OMA-DRM compliant mobile device indicates to the user that the content he is trying to transfer is unprotected audio content. Hence, it cannot allow the content to be copied. It then prompts the user to fetch rights for the content. This would in turn be an indication to the DRM client on the device to convert the unprotected content into protected content.
5. The OMA DRM Agent on User A’s mobile device shall extract information about the audio content, such as serial number, album, artist etc. and sends these details to the Rights Issuer in the form of a request.
6. The Rights Issuer shall return Content Encryption Key, Content-ID, Rights Object etc. in response to the request sent by User A’s mobile device.

NOTE: The decision of charging the user for rights is under the discretion of the Rights Issuer. E.g. the Rights Issuer may have collaboration with the audio recording company from whom the user has purchased the compact disc having the audio content. Here, it is possible that the Rights Issuer may not charge the user as he has already paid for this content earlier when purchasing from the audio recording company.
7. Before transferring the audio content, the DRM Agent on the OMA DRM mobile device shall convert the content into a suitable OMA DRM protected content (DCF) format using the information received in the response sent by the Rights Issuer.

8. User A shall now have the Rights Object for the newly transferred content and may use the content like any other OMA DRM protected content.

9. User A may super-distribute the content to his friend B.

10. User B, upon receiving the super-distributed content from User A, shall request for rights using the normal 2 pass RO-Acquisition protocol, i.e. User B shall purchase rights for using the content.
Approach

To implement the use case explained above in DRM 2.0, we need to define new messages in the ROAP protocol. Let us call these new messages as <importContentRequest> and <importContentResponse>. The Rights Issuer, upon receiving a <importContentRequest> message shall send a <importContentResponse> message.

The <importContentRequest> message shall have the following fields or parameters using which the Rights Issuer can determine the type of the content.

1. Serial number of the purchased content.

2. Artist name 

3. Album name

4. Copy Right Information, if present in the purchased content.

Fields that are present in the <importContentResponse> message are as given below.
1. Content-Id

2. Content Encryption Key
3. Rights Object
4. Copyright information for the content, if the Rights Issuer is in possession for the particular content.
5. Silent-Header URL that the DRM Agent has to contact for fetching the Rights Object. Request to this URL results in a RO Acquisition ROAP Trigger.

Using the information given above, the DRM Agent on the device constructs an appropriate DCF and stores the DCF in the device. The DRM Agent on the device shall use default algorithms as specified in the DRM 2.0 specification while converting the unprotected content to OMA DRM Content Format (DCF).
When User A super-distributes the content to User B, the DRM Agent on User B’s device would extract the URL from the “Silent-Header” field in the DCF and request for rights from the Rights Issuer as specified in the DRM 2.0 specification.
Schema Definitions

Import Content Request

The <importContentRequest> element specifies the ROAP-importContentRequest message. It has the complex type roap:ImportContentRequest that extends from the basic roap:Request.
<element name="importContentRequest" type="roap:ImportContentRequest "/>
<complexType name=" ImportContentRequest ">

<annotation>

<documentation xml:lang="en">

General PDU for sending import Content Request from a Device to an RI.

</documentation>

</annotation>

<complexContent>

<extension base="roap:Request">

  <sequence>

    <element name="deviceID" type="roap:Identifier"/>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce"/>

    <element name="time" type="roap:dateTimeOrUndefined"/>

    <element name="contentInfo" type="roap:ContentInfo"/>

    <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

    <element name="extensions" type="roap:Extensions" minOccurs="0"/>

    <element name="signature" type="base64Binary"/>

  </sequence>

</extension>

</complexContent>

</complexType>
The following schema fragment defines ContentInfo type.
<complexType name="ContentInfo" use=”required”>

  <sequence>
    <element name=”serialNo” type=”string” minoccurs=”0”>

    <element name=”title” type=”string”>

    <element name=”artist” type=”string” minoccurs=”0”>

    <element name=”album” type=”string” minoccurs=”0”>

    <element name=”copyRightsInfo” type=”string” minoccurs=”0”>

    <element name=” typeOfContent” type=”roap:TypeOfContent” use=”required”>

  </sequence>

<complexType>

The following schema fragment defines TypeOfContent type. Schema for TypeOfContent type has been made extensible to support other data formats such as video, image etc. in future.
<simpleType name=”TypeOfContent”>

<restriction base="string">


<enumeration value="Audio"/>

</restriction>

</simpleType>
Import Content Response
The <importContentResponse> element specifies the ROAP-importContentReponse message. It has the complex type roap:ImportContentResponse that extends from the basic roap:Response.

<element name=" importContentResponse" type="roap:ImportContentResponse"/>
<complexType name=" ImportContentResponse">

<annotation>

<documentation xml:lang="en">

Message sent from RI to Device in response to an importContentRequest message.

</documentation>

</annotation>

<complexContent>

<extension base="roap:Response">

    <sequence minOccurs="0">

      <element name="deviceID" type="roap:Identifier"/>

      <element name="riID" type="roap:Identifier"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>
      <element name="contentID" type="string"/>
      <element name="silentURL" type="roap:anyURI"/>

      <element name="copyRightInformation" type="string" minOccurs="0"/>

      <element name="protectedRO" type="roap:ProtectedRO" maxOccurs="unbounded"/>
      <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>
      <element name="ocspResponse" type="base64Binary" minOccurs="0” maxOccurs="unbounded"/>

      <element name="extensions" type="roap:Extensions" minOccurs="0"/>

      <element name="signature" type="base64Binary"/>

  </sequence>

</extension>

</complexContent>

</complexType>
Import Content Trigger 

The following schema fragment defines the ImportContentTrigger Type.

<element name=" importContentTrigger" type="roap-trigger: ImportContentTrigger"/>
<complexType name=" ImportContentTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

  </sequence>

<attribute name="id" type="ID"/>

</complexType>

Architecture Diagram
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Sequence Diagrams

Diagram 1: 
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Diagram 2:
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Diagram 3:
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Points to note

1. The content owners should work closely with the Rights Issuer in formulating a mechanism to track the serial numbers of the purchased content and the purchaser of the content.

2. The content distributors should also define a mechanism that would provide sufficient information to allow OMA DRM Agents to fetch the <importContentTrigger> from the Rights Issuer.

3. This mechanism may be a URL embedded in the content that is being distributed. The URL could be recognized by the OMA DRM Device and would be used to acquire full rights.

4. Once the user acquires full rights, the Rights Issuer shall not respond to any further <importContentRequest> messages associated with the same serial number.

5. Instead of Device Rights, the RI may also decide to issue domain rights for the content. Using this, the purchaser can use the content on multiple devices which he may possess. The decision of issuing domain or device rights can be at the discretion of the Rights Issuer.

Advantages

1. Content protection is enhanced since it would now be initiated not only by the server (Rights Issuer) but also by an intelligent OMA-DRM compliant client device.

2. Conversion from unprotected content to protected content shall be performed by the DRM Agent while transferring the content to the OMA-DRM device. This would in no way affect the user experience when rendering the content.

3. In case of unconnected OMA-DRM devices, a PC-based DRM Agent plug-in can perform the tasks of fetching rights and protecting the content. The protected content can then be transferred to the unconnected OMA-DRM device via local connectivity. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Inclusion of the above-mentioned use case and related approach in the Digital Rights Management Specification.
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