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1 Reason for Change

This CR is introduced to align the DRM specification with the change in the DCF spec, on the issue of the Free Space box. The change does not add of remove functionality. The change in the DRM spec is mainly cosmetic since the main change has been done in the DCF specification, but the DRM specification makes references to the DCF’s internal structure and needs to be updated too. 

2 Impact on Backward Compatibility

None in terms of the DRM specification. The CR for DCF spec has a minor impact on backwards compatibility. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

N/A.

5 Recommendation

It is recommended that BAC DLDRM approve the proposed changes to the DRM specification. No functionality is added or removed by these changes.

6 Detailed Change Proposal

9.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in [DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended Devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as described in Section Error! Reference source not found. to ensure that only the intended Devices may access the CEK and therefore the Protected Content.

For integrity protection of the DCF, a cryptographic hash value of the DCF is generated and inserted into the Rights Object. This hash value MUST be generated according to the DCF hash calculation procedure specified in section 12.4. . DRM Agents in client Devices MUST verify that the hash value in the Rights Object is identical to the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent MUST prohibit the DCF from being decrypted and used.

12.4 DCF Integrity

Content in an encrypted DCF/PDCF is immutable. However, a Device MAY add, remove or edit a MutableDRMInformation box in a DCF/PDCF, but in this case the MutableDRMInformation box MUST be located after the last OMADRMContainer box in the DCF or after the movie box in PDCF. Devices MAY add or remove Rights Objects in the MutableDRMInformation box and also edit the OMADRMTransactionTracking box if it is present. The integrity check on the DCF/PDCF MUST be carried out from the beginning until the end of the last OMADRMContainer in the DCF (ignoring the MutableDRMInformation box in the end), i.e. the integrity check is always excluding the MutableDRMInformation box, which MAY be present in the DCF/PDCF. If a DCF or PDCF is modified somewhere outside the ignored structure, the integrity check will fail. This applies to all DCFs whether it is a DCF with one or more DRM Container elements within it or a PDCF with media tracks.
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