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1 Reason for Contribution

A list of OMA DRM/OMA BCAST work items was defined at the joint meeting in Seoul. These need to be prioritised in order to give contributors a guideline on the most important areas in which input contributions are needed. 
2 Summary of Contribution

Prioritisation of joint OMA DRM/OMA BCAST work items and dependencies between them. 
3 Detailed Proposal

Using OMA DRM 2.0 in a broadcast environment may require two types of extensions to the existing specifications as follows:  

•
Enabling existing OMA DRM 2.0 functionality in the broadcast environment, e.g. registration for broadcast only devices which do not have a backchannel. 

•
Additions to implement features which are typically available in a protected broadcast environment, e.g. service usage models not enabled by OMA DRM 2.0. 

Priorities 

We feel that the highest priority should be given on those aspects of BCAST-DLDRM that enable the existing functionality and that the second set of extensions are  “nice-to-have” but lower priority than the first set of extensions. Features in the second category introduced initially for the broadcast environment but which can also be used as general purpose DRM features across all content transmission methods might get a higher priority as they could later be folded into a DRM version of OMA DRM. 

The major differences between the context of OMA DRM 2.0 and the broadcast context is the lack of a back-channel in certain broadcast devices and the large number of clients targeted to whom content (and ROs) must be delivered at the same time period. Without resolving these issues, OMA-DRM will not operate effectively in a broadcast environment. Work items which help to resolve these issues, e.g. space-optimised broadcast ROs, are high priority. Included in this level of importance is provided by topics that address the streaming nature of broadcast content, e.g. adapting or extending the PDCF format to allow efficient integrity checking and stream protection. 

The medium level of priorities includes re-keying issues, required to mimic common practice in existing broadcast environments, and message format adaptations. 

Finally, the lowest priority is given to issues to broadcast-specific (from a DRM perspective) usage models such as editing, interaction within non-OMA environments, etc.
Dependencies 
Tasks which are related and dependent on each other are highlighted in the same colour. The relationships between them are explained below. 

• Brown group: Group addressing of rights objects will probably be required in order to reduce broadcast bandwidth used for RO delivery to broadcast-only devices. Information about broadcast group membership could be delivered as part of the registration data in 1-pass registration. Therefore the group addressing issue should be tackled before 1-pass registration. It has not yet been decided whether OMA DRM 2.0 domains will be used for such group addressing. Therefore domain issues are also included in this group. This group contains a mixture of high and medium priority work items. 

• Green Group: Re-keying and key hierarchy issues and how to link multiple keys to the encrypted content stream.  This group contains mainly medium priority issues. 

• Blue group: Issues related to space optimized rights objects for delivery via broadcast transmission and space optimisation of any other ROAP message types. Space optimisation techniques should be consistent so these issues must be considered together. This group contains mainly medium priority issues.

Work Items 
	Task
	Owner
	Expected Outcome
	Relevant Requirements
	Priority

	 
	 
	 
	 
	

	Clarifications and Verifications:
	 
	 
	 
	

	       definition of domains
	BCAST
	Clarification of requirements
	SPCP-5
	MEDIUM (if related to subscription group addressing of ROs) 

	       extension to manage permission strings for a simple case of Export
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-24, SPCP-25
	LOW

	 
	
	
	
	

	ROAP Extensions:
	 
	 
	 
	

	     1-pass registration
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-5
	HIGH

	       off-line registration
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-5
	HIGH

	       pre-provisioning
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-5
	HIGH

	       1-pass domain join and leave
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-5
	MEDIUM

	       reconsider message format
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-11
	MEDIUM

	       efficiency optimization for existing message types
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-11
	MEDIUM

	 
	
	
	
	

	REL Extensions:
	 
	 
	 
	

	       extensions in metadata to accommodate PPV
	BCAST
	       Example applications (PPV and IPPV)
	SPCP-12
	LOW

	       extension of REL for DRM controlled recording and editing
	DLDRM
	Extension of OMA REL v2.0
	SPCP-24, SPCP-25
	LOW

	       extension to REL for recording of pieces of content
	DLDRM
	Extension of OMA REL v2.0
	SPCP-24, SPCP-25
	LOW

	 
	
	
	
	

	New Work Items:
	 
	 
	 
	

	       space-efficient  and bandwidth efficient broadcast DRM objects
	DLDRM
	 
	SPCP-5, SPCP-11
	HIGH

	       subscription group addressing
	DLDRM
	 
	SPCP-5
	MEDIUM

	       carriage of DRM objects in broadcast stream
	BCAST
	       Mapping of key management messages to IP-based streams
	SPCP-5
	LOW

	       authentication of right objects and content for broadcast situations
	DLDRM
	 
	SPCP-5
	HIGH

	       linking between content and DRM objects for streaming applications
	BCAST
&
DLDRM
	       Re-Keying protocol specifications
	SPCP-5
	HIGH

	       DRM v2 extension in context of service keys for time restricted protection
	BCAST
&
DLDRM
	       Number, type, and functionality of keys in each layer
       Format of messages in each layer
	SPCP-12
	MEDIUM

	       DRM v2 extension in context of IPPV
	DLDRM
	Extension of OMA DRM v2.0
	SPCP-12, PROV-4
	MEDIUM

	       encryption of service
	BCAST
	       Service encryption
	 
	MEDIUM

	       space efficient and bandwidth efficient mechanisms for bundling of services into bouquets
	DLDRM
	 
	SPCP-13
	MEDIUM

	       re-keying messages
	BCAST
&
DLDRM
	       Number, type, and functionality of keys in each layer
	SPCP-28
	MEDIUM

	       link re-keying messages across multiple layers
	BCAST
&
DLDRM
	       Key derivation process
	SPCP-28
	MEDIUM

	       link keys to ongoing services
	BCAST
	       Linking keys to ongoing content and services
       Content encryption
       Service encryption
	SPCP-28
	MEDIUM

	       specify re-keying protocols
	BCAST
&
DLDRM
	       Re-Keying protocol specifications
	SPCP-28
	MEDIUM

	       mechanism to report back to right issuer
	DLDRM
	 
	SPCP-5, PROV-4
	MEDIUM

	       roaming support
	BCAST
	       Support for roaming
	PROV-10
	HIGH

	
	
	
	
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be used as a guideline when submitting input contributions related to these work items. 
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