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1 Reason for Change

Section 11 Transport mapping section mandates, that in multipart ROAP Responses, the Content-Type Header has to be set to multipart/mixed. Examples in the appendix section use both “multipart/mixed” and “multipart/related” content types. This CR tries to clear the ambiguity b/w section 11 and examples in appendix section G by using the “multipart/related” in all sections. It also tries to clarify the Accept header field in the examples of appendix G.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights Considerations

None
5 Recommendation

DLDRM group to consider and approve the same.
6 Detailed Change Proposal

Section 11 Transport Mappings
11.2.3 ROAP Requests

· The DRM Agent MUST send ROAP request PDUs as the body of HTTP POST requests. Example:

POST /ro.cgi?roID=qw683hgew7d  HTTP/1.1
Host: ri.example.com
Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
In the above example the DRM Agent is using the Request-URI field for specifying the path component. The absolute URI of the Rights Issuer is specified using the HTTP Host header.

· The DRM Agent SHOULD use persistent connections when sending ROAP requests over HTTP.

· The DRM Agent SHALL indicate to the RI that the message is a ROAP PDU using the HTTP Content-Type header with value application/vnd.oma.drm.roap-pdu+xml. The following is an example of such a header field:

Content-Type: application/vnd.oma.drm.roap-pdu+xml

· The DRM Agent SHALL use the HTTP Accept header to indicate acceptable media types in response to ROAP requests sent over HTTP. The DRM Agent MUST accept at least the following media types:

· application/vnd.oma.drm.roap-pdu+xml
· multipart/related
  Example:

Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related
· HTTP requests from the DRM Agent MUST NOT contain more than one ROAP request message.
11.2.4 ROAP Responses

· The Rights issuer MUST send ROAP response PDUs as the body of HTTP responses.

· The HTTP Content-Type header MUST be set to application/vnd.oma.drm.roap-pdu+xml when a ROAP PDU constitutes the message-body of a response. Example:

Content-Type: application/vnd.oma.drm.roap-pdu+xml
· The Rights Issuer MAY send a ROAP response PDU as one part of a multipart message-body. In this case, the HTTP Content-Type header MUST be set to multipart/related (and include boundary information), and the body-part containing the ROAP response PDU MUST have a Content-Type header set to application/vnd.oma.drm.roap-pdu+xml. The following is an example of the former header:

Content-Type: multipart/related; boundary=”XX---XX”

DRM Agents MUST NOT accept any other HTTP Content-Type header values in responses to ROAP requests and MUST terminate the ROAP session if such responses are received.

· The Rights Issuer MUST NOT include more than one ROAP response PDU in an HTTP response.

· The Rights Issuer MUST include an HTTP Cache-Control header with the value no-transform when sending an integrity-protected ROAP PDU. The no-transform directive prohibits network caches from doing any content transformations. The following is an example of the same:

  

Cache-Control: no-transform

Appendix Section G.2.1
G.2.1 Separate Delivery of DCF and Rights Object

This first example is a basic use case assuming only minimal integration between RI and CI (exchange of CEK and content ID prior to content and Rights Object delivery). 
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Figure 18: Separate Delivery of DCF and RO

· A user browses through a content portal, selects content and so on. 

· A Rights Object is generated for the purchase transaction using some backend interaction between RI and CI.

· RI generates a ROAP Trigger to initiate acquisition of the Right Object and delivers the ROAP Trigger to CI.
· The CI returns an HTTP Response containing a multipart/related. One entity is the content DCF, the other entity is the ROAP Trigger. 

HTTP 1.1 200 OK

 Server: CoolServer/1.3.12 

 Content-Type: multipart/related; boundary=”XX---XX”

--XX---XX

 Content-Length: 1232 

 Content-Type: application/vnd.oma.drm.dcf 

... [DCF] ...

--XX---XX

 Content-Length: 986

 Content-Type: application/vnd.oma.drm.roap-trigger+xml

... [ROAP Trigger XML document] ...

--XX---XX--

· The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download a Rights Object. The DRM Agent issues an HTTP POST to the URL specified by the ROAP Trigger. The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?roID=qw683hgew7d

 Host: www.acme.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related 

 Accept-Charset: utf-8

 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

Appendix Section G.2.2 step 5
5. The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download a Rights Object.  The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?roID=qw683hgew7d

 Host: www.acme.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related 

 Accept-Charset: utf-8

 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

Appendix Section G.2.3 

· The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download a Rights Object.  The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?roID=qw683hgew7d

 Host: www.acme.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related
 Accept-Charset: utf-8

 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

Appendix Section G.3.1 step 7

7. The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download a Rights Object. The DRM Agent issues an HTTP POST to the ROAP Trigger URL. The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST /ro.cgi?tid=qw683hgew7d HTTP/1.1

 Host: ri.example.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related
 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

Appendix Section G.3.2 step 2

2. The ROAP Trigger is used by the DRM Agent on the Device to initiate a ROAP session to download the combined Rights Object and DRM Content. The DRM Agent issues an HTTP POST to the URL specified by the ROAP Trigger. The POST includes a ROAP-RORequest PDU in the HTTP request body.

POST /ro.cgi?tid=g97sd976s90 HTTP/1.1

 Host: ri.example.com

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related
 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
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