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1 Reason for Change

In section 5.2.1 we can read:

"The Rights Issuer MAY authenticate the ROAP Trigger by including a signature of the trigger in the <signature> element (see section 5.3.3 for information on digital signatures). The RI MUST include a <signature> element if a <leaveDomain> element is present. With one exception (see below), Devices MUST verify signed ROAP triggers. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the trigger is a "LeaveDomain" trigger, the Device is not a member of the identified Domain, and the trigger has been authenticated with a MAC based on the Domain Key. In this case, the Device MUST acquire user consent before initiating the ROAP.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute. In the case of a “LeaveDomain” trigger, the <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1".

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above."

This text has very clear requirements for the signature in the LeaveDomain Trigger: the signature is mandatory, the algorithm has been specified and the key has been specified. So this is easy to implement and to test.

On the other hand we read that other ROAP triggers MAYhold signatures (optilnal) and that these SHALL be verified. However, in this case it is not specified what algorithm and what key shall be used. As such, this requirement cannot be implemented.

Moreover, from a security point of view it does not make much sense to validate a signature that is optional.

For these reasons, we propose to remove the requirement that a device SHALL check this signature in case the trigger is not a ROAP LeaveDomain Trigger. Also, we propose to remove the option that a RI MAY include a signature in a ROAP trigger, in case the trigger is not a LeaveDomain trigger.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the DL-DRM group to approve the modification in the DRM2.0 specification as detailed in section 6.

6 Detailed Change Proposal

Section 5.2.1:

 In case a <leaveDomain> element is present, the RI MUST include a <signature> element and,   with one exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the Device is not a member of the identified Domain, and the trigger has been authenticated with a MAC based on the Domain Key. In this case, the Device MUST acquire user consent before initiating the ROAP.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference  the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain>  element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1".

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.
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