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1 Reason for Change

Many ROAP messages contain Nonces but the specification is not completely clear which nonces are mandatory and what the receiver of the message shall do in case the nonce is not present or not correct.

This CR is an attempt to correct this.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to adopt the modifications in the text as detailed in section 6.

6 Detailed Change Proposal

Section 5.2.1 (The Roap Trigger)

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element as described below to determine which ROAP PDU to send: 

· If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a nonceTrigger attribute in the DeviceHello PDU.
· If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a nonceTrigger attribute in the RORequest PDU.
· If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a nonceTrigger attribute in the JoinDomain PDU.
· If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a nonceTrigger attribute in the LeaveDomain PDU.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a <nonce> element in "LeaveDomain" triggers. If the Nonce in the subsequent Leave Domain Request is incorrect, the RI MUST discard the received Leave Domain Request.  RIs MUST follow the guidelines for nonces as expressed in Section Error! Reference source not found. below.

Section 5.3.4 (The request Type)


All ROAP requests are defined as extensions to the abstract Request type. The elements of the Request type therefore apply to all ROAP requests.  A ROAP requests MAY contain a triggerNonce attribute. See further section 5.2.1. 

abstract="true">

   <attribute name="triggerNonce" type="roap:Nonce"/>

</complexType>

Section 5.4.3.2.1 (Message description of RO Response)

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-RORequest. If the Nonce is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU.

Section 5.4.3.2.1 (Message description of Join Domain Response)

Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-JoinDomainRequest. If the Nonce is incorrect, the ROAP-Join Domain Response processing will fail and the Device MUST discard the received Join Domain Response PDU.

Section 5.4.3.2.1 (Message description of Leave Domain Response)

Device Nonce is the nonce sent by the Device. This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-LeaveDomainRequest. If the Nonce is incorrect, the ROAP-Leave Domain Response processing will fail and the Device MUST discard the received Leave Domain Response PDU.
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