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1 Reason for Change

According to the specification, a Client may receive a DCF including a Domain RO. This situation occurs when a Content associated with a Domain RO is super-distributed between 2 DRM Clients for instance. The case is covered by the section 8.6.2.1 that conditioned the installation of the Domain RO on the Client by the following sequence of validation:

1) Check the existence of an RI Context on the DRM Client

2) If RI contexts exists, check the Domain RO Signature using the RI Public Key 

3) If Signature verified, check the existence of a Domain Context corresponding to the domain ID in the Domain RO

4) If Domain Context exists, check if a Domain upgrade is needed

If this validation sequence succeeds, the Domain RO may be installed and the associated content can be open. If not, the DRM Client SHALL use the riURL attribute of the protectedRO element in the Domain RO Payload to send a JoinDomainRequest (case 3 and 4) using HTTP POST, preceded – if the Client hasn’t been registered yet (case 1) – by a DeviceHello request.

Note: (If step 2 fails the RI URL in the DCF is used instead of the riURL in the RO Payload to get a new RO, but this is not related to this CR)

Using the riURL attribute to automatically request a join domain operation to the Right Issuer is problematic, because there’s no good way to pass error conditions from the Server back to the Client other than a DomainFull. However, it is unclear how a Client shall then react.

One important use case is that the Right Issuer may want to identify user before registration or join domain. This is currently not possible with the current specification. Asking the user for confirmation before joining him is also difficult if not impossible because the server might do is send back a join domain response message. 

The flow diagram below illustrates these negative cases.
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To summarize, this CR suggests to make the riURL attribute a “real” RI URL (as the one in the DCF), that is a client SHALL NOT send ROAP requests via HTTP POST but SHALL send HTTP GET request and will receive back either a browsing page or a ROAP trigger for Joining Domain.

As the riURL attribute would then return a sequence of browsing pages, the server should explicitly return a join domain trigger if it wants the Client to join the domain. The Client will not send join domain requests without receiving a trigger.

This is illustrated in the flow diagram below:
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2 Impact on Backward Compatibility

Existing implementations will have to be adapted to comply with the changes proposed within this CR.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that the group should approve this CR and include the revised text within the next version of the OMA DRM v2 specification.

6 Detailed Change Proposal

5.3.9 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted portions of the rights. 

<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XMLDsig] and MUST be present when the RO is a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). Before performing the signature calculation, the Rights Issuer MUST canonicalize all elements the signature shall be made over, in accordance with [XC14N]. See also Section Error! Reference source not found.. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay protection, see further in section Error! Reference source not found..

The <encKey> element is of type xenc:EncryptedKeyType from [XMLEnc]. It consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. If the <rights> element does not contain a <ds:KeyInfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the RO encryption key, KREK, is still required in the <encKey> element but, it is not used. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> elements (if present) inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights Object intended for a Device, the child of the <ds:KeyInfo> element SHALL be of type roap:X509SPKIHash, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate. In the case of a Rights Object intended for a Domain, it will be of the type roap:DomainIdentifier, identifying the correct Domain key. 

Note that the encrypted key material consists of two keys - a MAC key and a Rights Object Encryption key. A Rights Object Encryption key MUST be present, even if it is unused in cases where the <rights> object does not contain a <ds:KeyInfo> element. For further information on packaging the MAC key and the Rights Object Encryption key, see the Key Management discussion in section Error! Reference source not found.. 

The version attribute indicates the version of the ROPayload type. For this version of the OMA DRM specification, the value SHALL be “1.0”. Minor version upgrades must always be backwards compatible. The ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for having different versions is to enable Domain ROs to be shared between Devices with different OMA DRM protocol versions.

The id attribute of the ROPayload type identifies the RO and MUST correspond to an <roID> value in the previous ROAP-RORequest, if there was one. The id attribute is also used as a reference point for the MAC as described in the previous section.

The stateful attribute, when present and set to “true”, indicates that the RO contains stateful rights (i.e. needs replay protection).  The id attribute MUST be globally unique when this attribute is present and set to true, in order to enable a Device to correctly enforce replay protection (Note: one way for an RI to generate globally unique identifiers is to combine an RI-unique and freshly generated nonce with the hash of the RI's public key). If the stateful attribute is not present, or is set to "false", then the RI does not regard the RO as stateful.

The domainRO attribute, when present and set to "true", indicates that the RO is for a Domain. If the domainRO attribute is not present, or is set to "false", then the RO is for a particular Device.

The riURL attribute, if present, SHALL contain a URL that the Device can use to contact the RI. In case of a Domain RO, a HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In case of Device RO, an HTTP GET request to this URL SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger. The value of the riURL MUST be a URL according to [RFC2396], and MUST be an absolute identifier.
8.6.2.1 Installing a Domain RO

When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. An HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. It should be noted that in the event that a JoinDomain ROAP Trigger is returned and the Device does not have a valid RI context then the Device MUST automatically register with the RI (as specified in section 5.2.1
) prior to sending a JoinDomainRequest message.
The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST compare the <domainId> field within the Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainId> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.

2. The <domainId> field matches the first 17 digits of a Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domainId. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the riURL  in the Domain Context. The Device SHOULD perform this action silently, if the user has given permission for silent communication with this RI. If the user has not given permission for silent communication, the Device MUST acquire the user's consent prior to sending the ROAP-JoinDomainRequest, but SHOULD present messages to the user indicating that the ROAP-JoinDomainRequest is for Domain upgrade and not for joining an entirely new Domain. 
If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 

3. The <domainId> field does not match a Domain identifier in any valid Domain Context already established with the RI. 
 If the Domain RO was received as a result of responding to a ROAcquisition ROAP Trigger then the Device MAY attempt to join the Domain directly by sending a ROAP-JoinDomainRequest to the URL as specified in the <roapURL> element of the original ROAcquisition ROAP Trigger.  The Device MUST acquire the user’s consent prior to sending the ROAP-JoinDomainRequest.
Otherwise and if the attempt  to join the Domain failed the Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device MUST acquire the user’s consent prior to sending the HTTP GET request. At the point where the Device sends an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger.  As a result of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the Device to join the Domain or not and SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In the event that the RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a Device RO. 

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). If this verification fails, the Device SHALL NOT install the Domain RO. In this case the Device MAY initiate the process of acquiring a new Rights Object by sending a HTTP GET request to the RightsIssuerURL in the relevant DCF
If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain. 

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the Domain RO, the Device MAY leave the Domain RO as is within the DCF. 
. The Device MAY request a valid RO for the DCF by sending an HTTP GET request to the RightsIssuerURL in the DCF.

9.3.1.3 Installing a Device RO

The Device MUST support receiving a Device RO in a ROAP-ROResponse message.

When a Device receives a Device RO through a successful execution of the RO Acquisition protocol, it MUST proceed as follows:

· Verifications:

· If the Device RO was signed (i.e. the <signature> element is present in the roap:ROPayload), the Device MUST verify the signature using the RI’s Public Key. 

· The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

· The Device MUST verify that the <riID> element of the roap:ROPayload identifies the same RI as signed the roap:ROResponse message.

· The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. Likewise, Device ROs received in unsuccessful executions of the RO Acquisition protocol MUST NOT be installed.

· If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section 9.4.

The Device MAY support receiving a Device RO in other ways than through a successful execution of the RO Acquisition protocol. In this case, the device MUST proceed as follows:

· Verifications:

· The device MUST verify that the signature (i.e. the <signature> element in the roap:ROPayload) is present

· The Device MUST verify the signature using the RI’s Public Key. 

· The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

· The Device MUST verify that the <riID> element of the roap:ROPayload matches the RI Identifier in any valid RI context 

· The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. 

· If the Device RO is received within a DCF and if any of the above verifications fail the Device MAY leave the Device RO as is within the DCF.
  The Device MAY request a valid Device RO for the associated DCF by sending an HTTP GET request to the RightsIssuerURL in the DCF.
· If the <riID> element in the roap:ROPayload of a Device RO does not match the RI Identifier in any valid RI context  the Device MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. At the point where the Device sends an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger. An HTTP GET on the URL specified in the riURL attribute of the roap:ROPayload SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger.  If the Device is unable to register with the RI then the Device MUST NOT install ROs for this RI. The Device MUST acquire the user’s consent prior to inititating the protocol.
· 
· If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section 9.4.

· 









�Note to editor to add this reference as a link!


�The Device may not be able to verify the signature because it can not register (due to connectivity problems for example) therefore it seems to makes sense to allow the device to leave the domain RO as is within the device (so that it can be installed later therefore change this to a MAY.


�The Device may not be able to verify the signature because it can not register (due to connectivity problems for example) therefore it seems to makes sense to allow the device to leave the Device RO as is within the device (so that it can be installed later therefore change this to a MAY.
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