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1 Reason for Change

This CR aims for fixing a bug in ROAP schema missing domainID field and correcting the expression of ‘<domainId>’ in section 8.6.2.1 of OMA-TS-DRM-DRM-V2_0-20050614-C. see the below.
8.6.2.1 Installing a Domain RO
[…]

After the Device verifies the signature of the Domain RO, it SHOULD compare the <domainId> field within the Domain RO with the Domain identifiers for any Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainId> field matches a stored domain identifier. The Device MAY install the Domain RO.

2. The <domainId> field matches the first 17 digits of a stored domain identifier, but the Domain Generation of the RO is greater than the Generation of the stored domainId.
[…]

3. The <domainId> field does not match a stored domain identifier. The Device MAY attempt to join the Domain by sending a ROAP-JoinDomainRequest to the URL specified in the riURL attribute of the roap:ROPayload. 
[…]

According to the above description, Domain RO must have <domainId> element, but the current ROAP schema does not define the element of <domainId> in the roap:ROPayload. (Refer to OMA-DRM-ROAP-V2_0-20050420-C)
<!--  Rights Object Definitions  --> 

 <complexType name="ROPayload">

  <sequence>

   <element name="riID" type="roap:Identifier"/> 

   <element name="rights" type="o-ex:rightsType"/> 

   <element name="signature" type="ds:SignatureType" minOccurs="0"/> 

   <element name="timeStamp" type="dateTime" minOccurs="0"/> 

   <element name="encKey" type="xenc:EncryptedKeyType"/> 

  </sequence>

  <attribute name="version" type="roap:Version" use="required"/> 

  <attribute name="id" type="ID" use="required"/> 

  <attribute name="stateful" type="boolean"/> 

  <attribute name="domainRO" type="boolean"/> 

  <attribute name="riURL" type="anyURI"/> 

 </complexType>
So, in order to satisfy the install mechanism of Domain RO defined in section 8.6.2.1, we need to add the element of <domainID> into the roap:ROPayload and for consistency, we’d better choose the word of ‘<domainID>’ in replacement of ‘<domainId>’ in section 8.6.2.1.
In addition, we need to insert the element of <domainID> into the example of Domain RO in section G.1.8.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to include the text below into the latest DRM specification.

6 Detailed Change Proposal

In the recent ROAP schema (OMA-DRM-ROAP-V2_0-20050420-C), we have to add the element of <domainID> such as following.

<!--  Rights Object Definitions  --> 

 <complexType name="ROPayload">

  <sequence>

   <element name="riID" type="roap:Identifier"/> 
   <element name=”domainID” type=”roap:DomainIdentifier” minOccurs="0"/>
   <element name="rights" type="o-ex:rightsType"/> 

   <element name="signature" type="ds:SignatureType" minOccurs="0"/> 

   <element name="timeStamp" type="dateTime" minOccurs="0"/> 

   <element name="encKey" type="xenc:EncryptedKeyType"/> 

  </sequence>

  <attribute name="version" type="roap:Version" use="required"/> 

  <attribute name="id" type="ID" use="required"/> 

  <attribute name="stateful" type="boolean"/> 

  <attribute name="domainRO" type="boolean"/> 

  <attribute name="riURL" type="anyURI"/> 

 </complexType>
8.6.2.1 Installing a Domain RO
[…]

After the Device verifies the signature of the Domain RO, it SHOULD compare the <domainID> field within the Domain RO with the Domain identifiers for any Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainID> field matches a stored domain identifier. The Device MAY install the Domain RO.

2. The <domainID> field matches the first 17 digits of a stored domain identifier, but the Domain Generation of the RO is greater than the Generation of the stored domainId.
[…]

3. The <domainID> field does not match a stored domain identifier. The Device MAY attempt to join the Domain by sending a ROAP-JoinDomainRequest to the URL specified in the riURL attribute of the roap:ROPayload. 
[…]
G.1.8  Domain RO

The Domain RO may be sent separately, as here, or within a ROAP-ROResponse.

<?xml version="1.0" encoding="UTF-8"?>

<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="1.0"

      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>
    <domainID>Domain-XYZ-001</domainID>
    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.0</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>

             <ds:KeyInfo>
                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>

          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod 

          Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

        <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

  </ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>
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