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1 Reason for Change

This is a first contribution to the subject of an OCSP grace mechanism for a registered broadcast device that is part of the Broadcast Extensions for OMA DRM.

This document describes a new small mechanism to allow a device to have instant access to content after an OCSP response has been expired. In a broadcast environment the OCSP responses should not be transmitted all of the time, just to allow devices to pick up a recent OCSP response message when it is switched on. This CR describes in general the little protocol that is used to allow a device to have instant access to content for a limited grace period and more specifically how the message is delivered and processed. 

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The new OCSP grace period mechanism is intended to be used in a situation with a broadcast channel but without interactivity channel, c.q. in a scenario not applicable to standard OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The new text should be incorporated as a new section of XBS 20050511-D. Detailed instructions are incorporated into the text under the title “Note to the Editor”. For ease of referral cross links to other CRs and/or XBS sections are incorporated in the text under the title “Note to the Reader”. For sake of completeness: these yellow parts are not to be incorporated into XBS.

6 Detailed Change Proposal

6.1 General context 

(Note for the Editor: text between “start snip” and “stop snip” does NOT need to be incorporated into XBS and is more to elaborate to the reader why the precise mechanism is required.)
{start snip}

In OMA DRM DRM v2 the OCSP response has a limited lifespan, often as small as only 48 hours (2 natural days). This is not a problem in case the device has an interactive channel: in that case the device uses the ROAP protocols to get an updated OCSP response.

Now imagine the case when a registered device has no interactivity channel and only a one way broadcast channel to the device. A RI will want to save precious network bandwidth, so he will not transmit the OCSP response (chain) in an endless loop, but scheduled at time intervals of one or more natural days. The device could be switched off for reasons not to be discussed here, but long enough for the OCSP response to expire. When the device is switched on the next OCSP response might well be hours or even more than a natural day away. However, the device will not work with the expired RI context and enter registration mode. It is unacceptably cumbersome for a device owner (i.e. end user) to start a registration session with the particular RI for an otherwise fully entitled and registered device at this particular moment, only to get updated OCSP response information send to the device. Although an RI could do so, would an end user really want to accept this? Remind there are 6 RI context to be supported. The standard needs an extension for the broadcast operation to increase chances that the standard will be widely adopted by the market and embraced by end users.

This CR proposes a new mechanism that allows a registered device to have instant access to content during a limited time  until it receives a normal OCSP response update.  The grace period might be equivalent to the OCSP response lifetime, not exceeding the maximum OCSP response lifetime of 48 hours.
We also suggest that there should be a mechanism (out of scope for this CR) for the provider to indicate that an RI’s certificate was compromised and terminals that were offline during the occurrence must reregister.  This can be achieved with a low-overhead message indicating the time of the attack and the instructions to be followed by terminals.
Finally, there is a concern that high value content may be viewed by the terminal with the OCSP grace period feature. This can be alleviated through other means.  For instance, providers can use ROs to exercise tighter control; we suggest that ROs must take precedence over OCSP-grace period.  Another option is to rekey the service key when the provider finds out about the compromised RI’s certificate.
{stop snip}

A.1 Security considerations

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an Appendix with appendix numbering of own taste. The appendix numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). Goal is to have one point in the document to refer to, since all messages with OCSP responses in there may refer to this section.
A.1.2 Handling OCSP grace period

(Note for the Editor: this may be new subsection of previous section in XBS 20050511-D)
If a device without a return channel inspects a certificate, because the user wants to consume certain content for which he has acquired the RO, and the device finds out that the OCSP response of the certificate chain has expired, then the device is still allowed to use it for a short period of time during which the user has time to set the process in motion through which the device will receive a new OCSP response. This means that the user can enjoy the content he was entitled to consume straight away, at the expense of a slightly increased security risk of being able to use possibly compromised certificates for a somewhat longer time.

A device in broadcast-only mode SHALL implement the grace period mechanism. 

1) The device checks periodically a particular or all RI context for expiration. 

2) If a RI context is expired, the device displays an OCSP response expiry reminder for the associated RI context. The reminder notifies the user that the user needs to get a new OCSP response (of course in terms that a user can understand like “Call this number with this message please”)
3) Until this OCSPresponse expiry reminder is invoked the device will be rendered inoperable, but only in relation with the associated RI (context) as described below:

a. Accessing an ESG for purchase is still allowed.

b. The device SHALL be rendered inoperable for any purchase protocol or playback of future content. The device MAY use stored BCROs to play old content for which the device obtained ROs, but SHALL NOT use these BCROs for new content received after the re-registration request until the device received a fresh OCSP response or is re-registered with the RI.

4) A device SHALL be allowed to use an expired OCSP response for a pre-defined grace period. The grace period SHALL NOT be more than the OCSP response’s lifetime (the difference between the nextUpdate and thisUpdate fields in the OCSP response), and MUST NOT exceed 48 hours.. During the grace period, the device can use the expired OCSP response.
a. The grace period is for a one-time use only.
b. The terminal SHALL support secure DRM time.
c. Rules in ROs SHALL have precedence over the OCSP response grace period usage.
5) If the secure timer (i.e. grace period) expires and a fresh OCSP response has not been received, the device will be rendered inoperable, but only in relation with the associated RI (context) as described below:

a. Accessing an ESG for purchase is still allowed.

b. The device SHALL be rendered inoperable for any purchase protocol or playback of future content. The device MAY use stored BCROs to play old content for which the device obtained ROs, but SHALL NOT use these BCROs for new content received after the re-registration request until the device received a fresh certificate chain or is re-registered with the RI.

A device in broadcast mode MAY implement a mechanism to automatically schedule the certificate chain updates.

1) An update (powerup/powerdown) timeslot is programmed in which the RI will transmit the certificate chain. The timeslot may be obtained from the ESG. The device SHOULD parse the received ESG data to find a time at which it can receive a certificate chain update. Note that it may be the case that certificate chain updates are broadcast continuously. See section (Dear reader: refer to CR2005-0219, Note to Editor: refer to appropriate XBS section) for more details.

2) Upon power down before update the device may display a warning message that the device needs to update it’s device chain. An example might look like: "Do not power off device. Device will perform update during xx:yy h".

The device will be powered up and down in timeslot xx:yy h to pick up the message to update the RI certificate chain (notably the OCSP response).
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