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1 Reason for Change

The Traffic Key Message (TKM) has support for permission categories, as defined in OMA-DLDRM-2005-0268R01-CR-Against-TKM-Authentication-Update. A permission category can be used to select a particular asset from a rights object. This CR provides the support for the permission category in the BCRO. The functionality offered with the permission category can also be use by ROs received over an interactivity channel using ROAP. However, the OMA DRM V2 ROs do not support the permission category. It is the intention to issue another CR for this later on.
2 Impact on Backward Compatibility

Due to the fact that new functionality is introduced, this version is incompatible with the previous version. However, this is a standard under development, so this has no impact.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposal is to make the following changes to section 7.2.2 of OMA-TS-DRM-XBS-V1_0-20050815-D and to add a new section 10.1.5.

6 Detailed Change Proposal

7.2.2 Format of the OMADRMAsset class

class OMADRMAsset


{


int i;


bit(96)
BCI;


bit(1)
key_flag;


bit(3)
reserved_for_future_use;


bit(1)
inherit_flag;


bit(2)
asset_type;


bit(1) permissions_category_flag;


if ( inherit_flag ) 


{



bit(1)
extended_parent_rights_objects_id_flag;



bit(1)
reserved;



if ( extended_parent_rights_object_id_flag == 0 )



{




bit(14)

parent_rights_object_id;



}



else



{




bit(30)

parent_rights_object_id;



}


}

if ( permissions_category_flag == 1 )


{



bit(8)
permissions_category;


}

if ( key_flag == 1 )


{



if ( asset_type == 0x0 )



{




bit(320)
wrapped_encryption_authentication_key;



}



else 



if ( asset_type == 0x1 )



{




bit(192)
wrapped_encryption_key;



}


} 

}

BCI: This 96-bit field is the Binary Content ID. [The encoding of this field might be the SHA1-96 hash of the Content ID in ‘cid’ URI form.]
key_flag:1-bit flag indicating that the asset does contain key material.

inherit_flag: 1-bit flag indicating whether inheritance is used. If set to 1 the asset inherits the rights setting from a parent rights object.

asset_type: 2-bit flag indicating the asset type as defined in the table below. If the asset_type is set to 0 the asset MAY contain a wrapped encryption key and authentication key. If the asset_type is set to 0x1 then the asset MAY contain a wrapped content encryption key.

	Field: asset_type
	Description

	0x0
	Broadcast stream protected IPSec or SRTP as defined in this specification

	0x1
	downloaded file content as defined by OMA

	0x2-0x3
	reserved


permissions_category_flag: 1-bit flag indicating that a permissions_category field is present in this asset object.

extended_parent_rights_object_id_flag: 1-bit flag that when set to 1 indicates that an extended rights_object_id of 30 bit is used to identify the parent rights object. If the flag is set to 0 the parent_rights_object_id has a size of 14 bit. The parent_rights_object_id is only valid within one Rights Issuer context and the parent_rights_object_ids can wrap around.

parent_rights_object_id: 14-bit or 30-bit field specifying the ID of the parent rights object.

permissions_category:  For programme assets, the value of this field (if present) is always zero.  For service assets, the following rule applies. If the value of this field is nonzero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the same value in its permissions_category field.  If the value of this field is zero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the value zero in its permissions_category field, or has value zero for its permissions_flag bit (indicating that there is no permissions_category field in the TKM).  Note that there MAY be multiple assets with the same Service_BCI, in which case typically only one of them contains authentication and/or encryption keys in it asset object(s).  TKM permissions_category field value thus selects the one with the permissions to be applied among the service assets with the same Service_BCI.  The one with the authentication and/or encryption keys is found among the BCROs via inheritance, or by lookup for a BCRO with key material in its assets.

wrapped_encryption_authentication_key: If key_type is set to 0 than this field contains a wrapped concatenated encryption key and authentication key. The field itself is protected using AESWrap. In case of where the BCRO is a domain RO, the domain key is used as the wrapping key. In case of a subscription group BCRO, the key to use depends on the addressing mode of the BCRO.

	Field: address_mode
	Keys used

	0x0 (subscription group addressing / whole group)
	UGK (Unique Group Key)

	0x1 or 0x2 (subscription group addressing / derived keys)
	Deduced decryption key (based on bit_access_mask and subscription group keys)

	0x3 (subscription group addressing / unique device)
	UDK (Unique device key)


wrapped_encryption_key: This field contains a wrapped encryption key (without authentication key). The field is protected using AESWrap. In case of where the BCRO is a domain RO, the domain key is used as the wrapping key. In case of a subscription group BCRO, the key to use depends on the addressing mode of the BCRO.

	Field: address_mode
	Key(s) used to decrypt field

	0x0 (unique group)
	UGK (Unique Group Key)

	0x1 or 0x2 (Subscription group)
	Deduced decryption key (based on bit_access_mask and subscription group keys)

	0x3 (unique device)
	UDK (Unique device key)


7.2.3 10.1.5 On the use and precedence of Programme ROs, Service ROs and permissions_category

An operator can give a user access to a service using a Service RO. The Service RO is typically valid for a longer period, e.g. a month. A Service RO contains permissions and constraints for all programmes in the service.

In the simplest case, the Service RO contains one set of permissions and constraints, which means that all programmes in the service have the same permissions and constraints for users that have received such a Service RO.

An operator might wish to treat certain programmes of a service in a special way. Perhaps the operator wants to sell additional permissions to users for specific programmes. Perhaps the operator wants to put different restrictions to certain programmes for users who just have the subscription (e.g. more restrictions for a new movie, less restrictions for preview type content). There are two mechanisms provided in this specification to do this.

5.2.1.1 10.1.5.1 Use of multiple Programme ROs in addition to a Service RO.

The first mechanism this specification provides for having different permissions and constraints for programmes is to have a Programme RO for each programme for which the permissions and constraints are different from the ones in the encompassing Service RO. Therefore, a Programme RO of a programme SHALL have precedence over a Service RO of the service for which the programme is a part. 

These Programme ROs can be broadcast to broadcast only devices and they can be sent over the interactivity channel to devices that have an interactivity channel. The distribution of these Programme ROs can consume much bandwidth in case there are many programmes for which the permissions and constraints are different from the Service RO.

5.2.1.2 10.1.5.2 Use of permissions_category and Service ROs

The second mechanism this specification provides for having different permissions and constraints for programmes is by using the permissions_category. In this second mechanism, only Service ROs are distributed, which can save considerable bandwidth in comparison with the first mechanism, where multiple Programme ROs are distributed.

It is possible to have more than one set of permissions and constraint for each asset in the Service RO. Each of these sets is identified by an 8-bit number which is called the permissions_category. The Traffic Key Message can contain a permissions_category number. This number in the Traffic Key Message indicates which of the sets of permissions and constraints in the Service RO applies to the programme that is broadcast at the time of reception of the permissions_category number in the Traffic Key Message. The permissions_category SHOULD remain constant over one programme. 

Using the permissions_category number functionality, it is possible to have a service with programmes with different permissions and constraints by just distributing a Service RO containing multiple sets of permissions and constraints, each set indexed by permissions_category.

The RO as defined in OMA DRM V2 does not have the permissions_category functionality. Therefore, this specification contains an enhancement that defines this functionality.

5.2.1.3 10.1.5.3 Use of Programme ROs without a Service RO

An operator can give access to the user on a programme by programme basis using Programme ROs, without using a Service RO. This may be useful in e.g. Pay-Per-View business models.

5.2.1.4 10.1.5.4 Precedence of permissions and constraints in Programme and Service ROs.

The permissions and constraints in a Programme RO for a programme in a service SHALL have precedence over any set of permissions and constraints in any Service RO applicable to that service. This is also independent on whether or not a set of permissions and constraints is indicated for that programme in the Traffic Key Message by the permissions_category field.

In the absence of a Programme RO for a programme in a service, the set of permissions and constraints that is indicated for that programme  in the Traffic Key Message by the permissions_category field SHALL have precedence over any other set of permissions and constraints in any Service RO that is applicable to the service of which that programme is a part.

If the above two cases do not apply, all permissions and constraints in a Service RO that is applicable to the service of which the programme is a part, and which permissions and constraints do not have a permissions_category field, or have a permissions_category field with the value 0, SHALL have precedence over any other set of permissions and constraints in any Service RO that is applicable to the service of which that programme is a part.

If the above three cases do not apply, all permissions and constraints in the Service RO that is applicable to the service of which the programme is a part apply for that programme i.e. the device can select any permission together with its constraint.
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