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1 Reason for Contribution

This is a use case that is submitted for inclusion in the Requirements Document (RD) for the approved SCE WID, number 0130. 
2 Summary of Contribution

This use case describes revoking Local Download Agent from meta-domain (described in the Pre-conditions section).  The contribution also lists the derived requirements from the use case.
3 Detailed Proposal

1.1 Revocation of Local Download Agent
Jacob’s set top box is compromised and its key set revealed to an attacker. This loss is reported to the appropriate authorities, and the STB is prevented from subsequently sharing content with devices.
1.1.1 Actors

	Remote Authorizer
	Server  component that authorizes use by specific User

	Local Download Agent
	Server component that generates and stores encrypted content and generates associated OMA rights

	Registration Authority
	Server component that registers device in Meta-Domain

	User
	Interacts with the Remote Authorizer, Local Download Agent and Registration Authority


1.1.2 Actor Specific Issues
Local Download Agent converts non-OMA DRM protected content received from Upstream Operator into OMA protected content, where allowed by non-OMA license, and generates OMA rights.  Remote Authorizer validates translation of content allowed for designated User. Registration Authority handles joining/leaving of devices in meta-domain, under possible constraints from the Remote Authorizer.
1.1.3 Actor Specific Benefits
User prevents STB from managing meta-domain. 

1.1.4 Pre-conditions
Jacob owns a set-top box (STB) and multiple OMA handsets. Jacob also operates his own home multimedia server which is connected to the Internet via a high-speed, always-on connection. 

Jacob’s home multimedia server, STB, handsets and PDA all support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob has the ability to play his content on a designated group of devices. We refer to this group of devices as a “meta-domain”. 

Jacob subscribes to a cable television service through which he can purchase video and audio, or Jacob subscribes to other Internet-based multimedia services (news, broadcast, etc.) which he can access via his home multimedia server.

The Meta-domain is managed by the Registration Authroity - either the STB, the multimedia server, or a server that belongs to the cable television service operator or to the Internet-based multimedia services provider.

1.1.5 Post-conditions
STB no longer can distribute content to the meta-domain.
1.1.6 Normal Flow  
1. User contacts Remote Authorizer to revoke Local Download Agent.
2. Remote Authorizer instructs Registration Authority to revoke Local Download Agent from meta-domain.
3. Registration Authority (in case meta-domain is implemented using OMA domains) accomplishes revocation by OMA domain upgrade, excluding the Local Download Agent.
4. Optionally, User is notified when Local Download Agent is revoked from managing meta-domain.
1.1.7 Alternate flow

Remote Authorizer revokes the certificate of the Local Download Agent.
1.1.8 Derived Requirements

It SHALL be possible for Remote Authorizer to revoke Local Download Agent permission to distribute content.

It SHOULD be possible for Remote Authorizer to notify User when Local Download Agent permission to distribute content is revoked.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

  We recommend that the use case and the derived requirements be included in appropriate sections of the RD.
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