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1 Reason for Change

This CR proposes initial text for Section 4 (Introduction) of the Secure Content Exchange (SCE) requirements document.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the text below in the SCE RD.
6 Detailed Change Proposal

.

4. Introduction
(Informative)

The goal of the Secure Content Exchange (SCE) work is to extend OMA DRM v2.0 to enable seamless sharing of purchased content between multiple devices, including all the devices owned by a subscriber (phone, PC, home electronics system, car audio system, etc) and the temporary sharing of content on any device that is in close proximity to the subscriber’s device (e.g., a television set at a friend’s house or in a hotel room while the user is travelling).  Because there will be no single DRM system deployed across all these different devices, the SCE work will also enhance the interoperability between OMA and non-OMA DRM systems by defining an Import function for OMA DRM.
The enhancements developed by the SCE work provide the following benefits to subscribers, content providers and operators:

· Subscribers benefit from increased flexibility to share and render their content in ways that were previously not possible.  They perceive a level of convenience in their digital media service which rivals the user experience offered by physical media such as CDs and DVDs, which can be played on any device available to their owner.

· Content providers benefit from an increase in content purchases, while enjoying the protection against content piracy that DRM provides.

· The added appeal of flexible sharing to subscribers makes the operator’s mobile digital media service competitive with wireline-based services and physical media, resulting in an increase in the number of service subscribers and content purchases (and hence an increase in operator revenue).

The SCE work consists of two main tasks, which are described in more detail below: Flexible rights transfer and DRM domain management, which involves enhancements to OMA DRM V2.0 for flexible sharing of content between OMA DRM-compliant devices; and DRM interoperability, which addresses content exchange between OMA DRM and non-OMA DRM compliant devices.  These two tasks are complementary, since they address different aspects of secure content exchange, and it is expected that some of the technical solutions developed by the SCE work will be used for both tasks.
1.1 Flexible Rights Transfer and DRM Domain Management 

This task eliminates restrictions of the current OMA DRM v2.0 and enables more flexible sharing of content.  To understand the current restrictions, it may be helpful to review the current status of OMA DRM.

In OMA DRM v1.0, content could only be purchased for use on a single device.  OMA DRM v2.0 relaxes this restriction by introducing domains to enable the purchase of content for use on multiple devices.  Each device to be included in a domain registers itself with a Rights Issuer, executes a domain join protocol, and receives a domain key in return.  When a subscriber purchases content for a particular domain, they receive a domain rights object that can be used together with the domain key by any device in the domain to render the content.  

OMA DRM v2.0 domains have a number of limitations that prevent the kinds of seamless sharing described above:

· Domains must be created at each Rights Issuer from which a subscriber purchases domain content.  In cases where a subscriber wants to buy content from multiple Rights Issuers, he must re-create the domain at each of the Rights Issuers, which requires a great deal of effort.

· Because domains are maintained at Rights Issuers in the network, each device joined to a domain must have wide-area network connectivity to execute the domain join protocol (or have access to a WAN-connected device that can be used as a proxy for communication with the Rights Issuer).  This makes it difficult to include unconnected devices in a domain.

· Temporary sharing scenarios are typically spontaneous, and the identities of the devices involved are not known in advance.  This makes it cumbersome to have each device execute the domain join protocol with a Rights Issuer before sharing can take place.  

Thus, this task is to eliminate these restrictions and enable more flexible sharing of content by providing the following capabilities:
· Devices should be able to create sharing groups, add members to them, and issue rights objects to group members without the involvement of a Rights Issuer in the network.

· Providing a mechanism for the definition of content sharing policies, so that content providers can specify the extent to which a device is allowed to share a content item (e.g. maximum size of a sharing group, permitted changes to group membership, etc.)
· Enabling users to share content on a temporary basis when their devices are in close proximity.  
· Allowing users to copy and move rights between devices (e.g., a user purchases 10 plays of a song and gives five of the plays to a friend)
1.2 DRM Interoperability
OMA DRM v2.0 already defines an Export function but has no corresponding Import function.  This task defines an Import function for OMA DRM.  As background, it may be helpful to review the current definition of Export in OMA DRM v2.0.  After downloading OMA DRM protected content, a User may wish to render that content on another Device that has a different DRM protection format.  Export (from OMA DRM) is an operation in which the DRM content and corresponding Rights Object are transferred to a DRM system or content protection scheme other than the OMA DRM system.  Import (into OMA DRM) is the corresponding function, where DRM content and corresponding Rights Object (or other form of content rights) are transferred from a DRM system or content protection scheme other than the OMA DRM system.  In both Export and Import, the content rights should be transcribed securely and consistently and the content should be transferred securely.

Without specifying Import, devices that have different DRM protection formats must implement the entire functions and protocols of an OMA DRM Rights Issuer, and must format content in OMA DRM format, to be able to export to devices that have OMA DRM protection.  This requirement may be excessive on the exporting devices and may prohibit inter-operability between OMA DRM and other DRM protection schemes.  As an example, the source of content may be a Digital Video Recorder (DVR) with content obtained from cable or satellite provider and locally protected by a non-OMA DRM system. The (non-protected form of this) content may be transcoded such that it can be consumed by a mobile handset. The content protection must also be translated from the non-OMA DRM system to OMA DRM based on the assumption that the handsets support only the OMA DRM system. The transcoding and translation will be performed by a stand-alone Media Accessory (MA) that receives the original content from the DVR and distributes it to one or more handsets within the user’s “personal domain” or home network.  Regardless of physical configuration, the MA is not considered to be part of the handset’s (OMA) DRM Agent.
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