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1 Reason for Change

This contribution proposes to include Location based constraint in the Rights Object. This will enable restricting the consumption of the Media/ Content in a predefined geographical area.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Samsung recommends accepting this contribution and adding the changes proposed in section 6 to the SCE RD.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

Use Case 6: Sharing of Content Between Users Bound Socially and by Location
Short Description

Emma buys a movie online on her OMA DRM enabled home entertainment system and in the evening she watches the movie with her husband. Since the movie is long they decide to watch the end in their bedroom. In the bedroom she switches the OMA DRM enabled television set and restarts the movie.

The next day her son wants to watch the movie on his new OMA DRM enabled computer, so he connects to the home entertainment system and starts the movie.

Later that day a friend visits and he shows off his newest OMA DRM enabled gaming console. To check the quality of the device they decided to watch a part of the movie that was bought by Emma.  He connects the device to the in-house wireless network and fetches the content from the media centre and plays a part.
After the friend leaves Emma’s house, he is no longer able to view the movie.
Actors

	DRM Agent
	A DRM Agent embodies a trusted entity in the OMA DRM compliant rendering device. 

	Authenticator
	Uses several parameters e.g. location and/or other information (subscriptions, times, registered addresses, …) to securely allow for content consuming according to criteria set by the Rights Object for extending the group of users for a particular piece of content.

	User
	A user is the human consumer of Protected Content. Users can only access Protected Content through a DRM Agent. 


Actor Specific Issues

DRM Agent and Authenticator interact with each other temporarily in order to enable secure rights transfer/share from one device to another device and allow for conditionally consuming content.

Rights Issuer should issue RO which contains information about temporary sharing, and the information can contain constraints (e.g., maximum count of sharing, maximum number of concurrent sharing, valid until when, what permissions to be shared, location in which rights be shared/consumed etc.)

DRM Agent on Device 1 (device with content to be shared) should be able to process temporary sharing permission, generate temporary rights object, and authenticate DRM Agent on Device 2 (device that receives shared content).

DRM Agent on Device 2 should be able to authenticate DRM Agent on Device 1 and detect whether the network to Device 1 is reachable.

Actor Specific Benefits

It will be possible for a User to render the purchased OMA DRM Protected Contents at other OMA compliant rendering devices without any user interaction, orchestrated by a external trusted authenticator who uses a combination of actual “residential” location and other information e.g. subscription info.

The orchestration done by the authenticator role allows for flexible application of DRM to different scenarios without interaction with the user, making DRM transparent to use and as such lowers the barrier for consumers whilst at the same time upholding the specific requirements set by the content owner. 

Right Issuer can control whether and how and in what locations rights are temporarily shared. 
Emma can control where her friend can view the movie by specifying the location of consumption in the temporary RO.
Pre-conditions

User has bought various OMA DRM Protected Contents and Rights Objects to one or more OMA DRM enabled devices.

Location of all devices involved can be unambiguously determined.

Content is downloaded to DRM Agent on Device 1 from Content Issuer.

Post-conditions

Device 1 can consume the Content when it is in the location specified in the Rights Object for the Content say location 1. Device 1 can share the Content when it is in the location specified in the Rights Object for the Content say location 2. Location 1 could be same as Location 2 or could be different.
Device 2 can render the OMA DRM Protected Contents when it is within the location specified by the temporary RO generated by device 1. Beyond that range, the Device 2 fails to render the Content.
Normal Flow

1. User 1 has purchased and downloaded OMA DRM Protected Content and Rights Object to Device 1. The Rights Object contains a location-based constraint which allows the Device 1 to consume the Content in the location 1. Rights Object contains temporary sharing permission to exchange the Content only within certain area say Location 2. Also Device 1 has permission to decide the location in which the Device 2 can consume the content.
2. User 2 wants to consume the same DRM protected content on Device 2, another than the content was purchased on.

3. DRM Agents on Devices 1 and 2 mutually authenticate each other and establish a secure session if needed.

4. DRM Agent on Device 1 generates a temporary RO which can be consumed by the DRM Agent on Device 2, and then super-distributes DRM Content and transfers the temporary RO to Device 2. This RO contains location based constraints to restrict the usage of the Content in an area that Device 1 decides.
5. Device 2 checks with the Authenticator whether it can dynamically render the content obtained from Device 1.

6. Device 2 “temporarily” has rights to play the content as long as the preconditions set by the Authenticator apply.
7. Device 2 plays the content as long as it is within the area defined in the RO received from Device 1. When the Device 2 moves out of the location set in the RO, it is unable to consume the content.
 

Alternative Flow

· Device 2 does not obtain the temporary rights.

· Device displays dialog for rights refusal and buying. (Today’s DRM scenario)

· DRM Agent on Device 2 revokes the temporary RO when the network connection to Device 1 is broken.

Change 2:  Another change

<insert change info here>

Change 3:  etc

<insert change info here>
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