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1 Reason for Contribution

The purpose of this contribution propose initial descriptions of the components and interfaces of the SCE Architecture. 

R01 more explicitly mentions the relation of te DEA  and the DA in the proposed first step.  
R02 addresses the comments made on the July 6th conference call:

· Explicity mention the DEA (instead of the previsouly implied bombination), such as not to contradict the requirements.

· Rename ROAP-1.1 to ROAP-SCE, to decouple from the versioning discussions for 2.1
2 Summary of Contribution

Architectural descriptions for DRM Agent, CI, RI, DA and LRM and their interfaces. 

3 Detailed Proposal

5. Architectural Model

5.1 Functional Components and Interfaces

5.1.1 DRM Agent

The main responsibility of the DRM Agent is unchanged compared to OMA DRM 2.0:

A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc.

Compared to OMA DRM 2.0, new functionality for the DRM Agent is that it will specify during the purchasing process to the RI to which User Domain  the content should be bound. 

5.1.2 Content Issuer

The main responsibility of the Content Issuer is unchanged compared to OMA DRM 2.0:

The content issuer is an entity that delivers DRM Content. OMA DRM defines the format of DRM Content delivered to DRM Agents, and the way DRM Content can be transported from a content issuer to a DRM Agent using different transport mechanisms. The content issuer may do the actual packaging of DRM Content itself, or it may receive pre-packaged content from some other source.

5.1.3 Rights Issuer (RI)

The main responsibility of the Rights Issuer (RI) is unchanged compared to OMA DRM 2.0:

The rights issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints associated with a piece of DRM Content. Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.

Compared to OMA DRM 2.0, the new functionality for RI’s is that it will provide Rights Objects for a User Domain, as defined by a Domain Authority and/or provide Rights Objects for DCF’s created by an LRM from Import-ready data. 

5.1.4 Domain Authority (DA)

The main responsibility of the Domain Authority is to define a User Domain for a User and ensure towards RI’s that the extend of the User Domain is limited to the limits as specified in an agreed Domain Policy. The ultimate goal is to enable a User to define a set of devices once with the DA and aquire Rights for this set of devices from various sources: RI’s or LRM’s. In this way the User is assured that content purchased for his/her User Domain can be freely exchanged between his/her devices and accessed on all of them, regardless of where the content was purchased. 


5.1.5 Local Rights Manager (LRM)

The main responsibility of the Local Rights Manager (LRM) is to create RO’s and DCF’s from Import-ready data. The created RO’s will only be accesible to a specific device, a specific OMA DRM 2.0 domain or a specific User Domain. 

5.1.6 ROAP-SCE
The ROAP-SCE protocol is an extended version of the ROAP 1.0 protocol as specified in OMA DRM 2.0:

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for registration of a Device with an RI and two protocols by which the Device requests and acquires Rights Objects (RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). The ROAP suite also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave Domain protocol.

As in OMA DRM 2.0, the basic function is deliver RO’s from an RI to a DRM Agent. The extensions are related to being able to request and deliver RO’s for a User Domain. The ROAP 1.0 protocols for domain management are still relevant to allow OMA DRM 2.0 devices to join a User Domain. 

5.1.7 LRMP-1

The Local Rights Manager Protocol LRMP-1 protocol is used to enable an LRM to import content into a OMA DRM 2.0 domain, as managed by an  RI in the network. Possible robustness rules and backward compatibility issues (see section on Security considerations) require that importing content into a OMA DRM 2.0 domain is partly implemented in the LRM on a device and partly implemented in the network in an entity very similar to an RI. The Local Rights Manager Protocol LRMP-1 protocol is used to enable the required split in deployment and collaboration between RI and LRM.

5.1.8 LRMP-2

The Local Rights Manager Protocol LRMP-2 is used to allow an LRM to import content into a User Domain. 

5.1.9 DMP-1

The Domain Management Protocol DMP-1 is used by the DA to manage the User Domain. Using this protocol, the DA will add and remove Devices to/from the User Domain. Functionally the DMP-1 protocol is quite similar to the domain management calls  in the OMA DRM 2.0-ROAP 1.0 protocol. New functionality will be to allow a DA to specify to a device which RI’s and LRM’s it has authorized to provide content for the User Domain. 
5.1.10 Domain Authority (DA)

[to be filled in]
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5 Recommendation

We recommend that this text is added to chapter 5 of the initial draft for the SCE Architecture.
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