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1 Reason for Change

The CR-2005-0313R02 (OMA-DLDRM-2005-0313R02-CR-File-Extensions-for-ROAP-PDU-and-ROAP-Triggers.doc) has proposed file extensions for saving ROAP PDU and ROAP Trigger on Device. The CR-2005-0313R02 has been reflected to OMA-TS-DRM-DRM-V2_0-20060303-A as follows in Section 5.2.1:

The MIME type for the ROAP Trigger is “application/vnd.oma.drm.roap-trigger+xml”.    The file extension for the ROAP trigger is “.ort” for the ROAP Trigger when the ROAP Trigger is stored on the device as a file.  The file extension for the ROAP PDU is “.oru” for the PDU when the ROAP PDU is stored on the device as a file.

This CR proposes to clarify the RI action regarding the stored ROAP Trigger. 

If the ROAP Trigger is stored on the Device so that the Device is able to use it later to initiate a ROAP session, RI needs to store some state information about the issued ROAP Trigger. However, RI would not be able to keep the state information forever for each issued ROAP Trigger and RI will need to delete the unused ROAP Trigger after some period. This Expiration Period may be defined by RI policies (e.g.: 3 days, 10 days, etc). The ROAP Trigger could be RegistrationRequestTrigger, ROAcquisitionTrigger, or DomainTrigger (join/leave).
If the Device initiates a ROAP session using the stored ROAP Trigger since the state information has been deleted by RI because the stored ROAP Trigger has been expired on RI (i.e. it has not been used until the Expiration Period), RI needs to respond a proper error message to the Device.
Also, because a ROAP Trigger can be stored on a Device, it is also possible for a user to modify a stored ROAP Trigger on a Device for an inappropriate purpose. For this case, the RI should ignore the ROAP session that is initiated by the modified ROAP Trigger as long as RI is able to verify that.

This CR proposes to define the proper error message for these ROAP Trigger usages in Section 5.3.6:

<simpleType name="Status">


<restriction base="string">



<enumeration value=”TriggerExpiredOrInvalid”/>

</restriction>

</simpleType>

2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the proposed DRM 2.1 specification.

6 Detailed Change Proposal

Change 1:  Section 5.3.6 The Status type
5.3.6 The Status type

The Status simple type enumerates all possible error messages.   

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                                                         <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>



<enumeration value=”RightsExpired”/>


<enumeration value=”TriggerExpiredOrInvalid”/>

</restriction>

</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

When possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 오류! 참조 원본을 찾을 수 없습니다..

These error messages are valid in all ROAP-Response messages unless explicitly stated otherwise.

Abort indicates that the RI rejected the Device’s request for unspecified reasons.
NotSupported indicates that the Device made a request for a feature currently not supported by the RI.

AccessDenied indicates that the Device is not authorized to contact this RI.
[…….]
RightsExpired indicates that the requested rights are no longer available (for this device). It is only valid in a ROAP-RO-Response message. This response code indicates to the device that it SHOULD NOT make further attempts to acquire these rights. If the session was initiated by a HTTP GET to a DCF Preview rights URL or a DCF Silent rights URL the DRM Agent SHOULD NOT attempt further requests to the initiating URL (for the current media object). If the session was initiated by a ROAP Trigger the trigger SHOULD be discarded. The results of any implicit ROAP transactions MUST remain in effect. The device MAY ignore this status code.
TriggerExpiredOrInvalid indicates that the ROAP Trigger, from which a ROAP session is initiated by the Device, is Expired or Invalid. The Device may be able to store a ROAP Trigger as a file as described in Section 5.2.1. When a ROAP Trigger is issued by an RI, RI will save some state information about the ROAP Trigger in RI. When a ROAP session is initiated by a Device using this ROAP Trigger which was stored on the Device, RI will check the saved state information to verify if this ROAP session is valid. But, RI would not be able to keep this information forever on RI and RI would like to delete this information if the ROAP Trigger is not used for some defined period. This period could be defined by each RI policies (e.g.: 3 days, 10 days, etc).  After this period, if the Device tries to initiate the ROAP session using the stored ROAP Trigger, RI will respond with TriggerExpiredOrInvalid error. Also, because a ROAP Trigger can be stored on a Device, it is also possible for a user to modify a stored ROAP Trigger on a Device for an inappropriate purpose. For this case, the RI SHLOULD ignore the ROAP session that is initiated by the modified ROAP Trigger as long as RI is able to verify that. When the Device gets this error message in both cases – Trigger Expiration and/or Trigger Invalid, the Device SHOULD delete the stored ROAP Trigger file on the Device. Also, Device may show the error message to the user and indicate that user needs to get the ROAP Trigger again.
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