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1 Reason for Contribution

OMA DRM V2 supports “Domains” that are managed by an RI. This Input Contribution proposes a method that would allow “Ad Hoc” Domains to be created using DRM V2 Domains. This document assumes that documents OMA-DLDRM-2006-0075R03-DRM-2_0-Usage-of-Domain-ROs-after-Domain-expiry and OMA-DLDRM-2006-0152-SCE-Sharing-Terminology are approved.
2 Summary of Contribution

QUALCOMM proposes a method of creating Ad Hoc Domains using OMA DRM V2 Domains.
3 Detailed Proposal

Distinctions

There are several distinctions between a “permanent” Domain and an Ad Hoc Domain:

· Permanent Domains typically will have long lifetimes, usually several years.

· Permanent Domains are used to purchase Content that will be shared among members of the Domain.

· Ad Hoc Domains have very limited lifetimes, usually a few hours maximum.

· Ad Hoc Domains are NOT used to purchase Content but to share already purchased Content.

· Ad Hoc Domains may be triggered by the proximity of two Devices.

Background

The following diagram illustrates one possible method for a Device to join a DRM V2 Domain.
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Figure 1, Joining a Domain
The following steps describe the method illustrated above.

1. Using a Web Browser, the User requests a list of Domain types from the RI. The RI has different Domain types, generally based on size.

2. The RI returns the list of Domain types and their corresponding IDs.

3. The User selects the Domain he/she wants to join.

4. The RI sends a joinDomain ROAP Trigger to the Device.

5. The Device (via the DRM Agent) sends a Join Domain Request to the RI.
6. The RI adds the Device to the selected Domain and sends the Join Domain Response to the Device.

An alternative method is illustrated in the following figure.
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Figure 2, Alternate Joining a Domain

The following steps describe the alternate method illustrated above.

1. The Domain ID is received out-of-band and provided to the Device. This will be the case when a User is adding a new Device to his/her already existing Domain as the User will know the Domain ID.
2. The Device (via the DRM Agent) sends a Join Domain Request to the RI with the Domain ID.

3. The RI adds the Device to the selected Domain and sends the Join Domain Response to the Device.

After a Device has joined a Domain, it can acquire new Domain ROs and render DRM Content for that Domain. If the Domain already existed, then the Device can get the existing Domain ROs to render existing DRM Content for the Domain. Note: how a Device gets the existing Domain ROs is not described or addressed by OMA DRM V2.
Proposed Method for Ad Hoc Domains
The following diagram illustrates one possible method for two Devices to create an Ad Hoc Domain.
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Figure 3, Creating an Ad Hoc Domain

The following steps describe the method illustrated above.

1. Using a Web Browser, the User 1 requests a list of Domain types from the RI. This time the RI has different Domain types, based on size and expiry. The Ad Hoc Domains will have an expiry of a few hours.
2. The RI returns the list of Domain types and their corresponding IDs.

3. The User selects an Ad Hoc Domain he/she wants to join.

4. The RI sends a joinDomain ROAP Trigger to Device 1.

5. Device 1 (via the DRM Agent) sends a Join Domain Request to the RI.

6. The RI adds the Device to the selected Ad Hoc Domain and sends the Join Domain Response to Device 1. This Ad Hoc Domain would expire in a few hours.
7. Device 1 and 2 discover each other through some process such as Universal Plug and Play.

8. Device 1 sends Device 2 a joinDomain ROAP Trigger which includes the Domain ID for the Ad Hoc Domain.

9. Device 2 sends Join Domain Request to the RI with the Ad Hoc Domain ID.

10. The RI adds Device 2 to the Ad Hoc Domain and sends the Join Domain Response to Device 2.
11. Device 1 and 2 can now share Content that has the Share permission.

Note that steps 1 – 6 are almost identical to steps 1 – 6 of Figure 1. Also, steps 7 and 8 can be eliminated if Device 2 has the option of receiving a Domain ID out-of-band as described in the alternative method of Figure 2.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please provide your thoughts and comments to this proposal.









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

_1208959586.vsd
Text


Device


Rights Issuer


DRM
Agent


[1] Domain ID


[2] Join Domain Request


[3] Join Domain Response



_1208959701.vsd
Text


Device 1


Rights Issuer


[1] Request List of Domain Types


DRM
Agent


[2] List of Domain Types and IDs


[3] Select Domain ID


[4] ROAP Trigger {joinDomain}


 [5] Join Domain Request


[6] Join Domain Response


Done via
a Browser


Device 2


DRM
Agent


[8] ROAP Trigger {joinDomain}


[9] Join Domain Request


[10] Join Domain Response


[7] Discovery


[11] Share Content



_1208959536.vsd
Text


Device


Rights Issuer


[1] Request List of Domain Types


DRM
Agent


[2] List of Domain Types and IDs


[3] Select Domain ID


[4] ROAP Trigger {joinDomain}


[5] Join Domain Request


[6] Join Domain Response


Done via
a Browser



