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1 Reason for Change

In the process of defining the SCE requirements, the notion of the DEA was introduced after the use cases and some requirements about the DA and User Domain were accepted. Also in the area of Rendering some changes were discussed. The CR proposes three sets of changes to reflect the final situation.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Both DA and DEA may be deployed locally and both SHALL be able to use local discovery mechanisms

	SCE-DOM-001
	The Domain Enforcement Agent SHALL be able to use local device discovery mechanisms (e.g. UpnP) to facilitate the designation of devices for the User Domain.
	SCE V1.0


Change 2:  Some updates of use case 3, to specifically include the Domain Enforcement Agent

7.1 Use Case 1: Sharing in User Domains

7.1.1  ASK  \* MERGEFORMAT Short Description

John likes to purchase multimedia content with both his mobile device (via his wireless subscription) and his PC (via his broadband Internet connection).  John has a networked Home Media Center entertainment system and a number of handheld devices with varying degrees of network connectivity (mobile phone, portable player, etc.)  John would like to play any of his content (regardless of where it was purchased) on any of his devices and home electronics equipment.

7.1.2 Actors

	User
	Owns a set of devices on which he want to access his content

	ContentShop
	Rights Issuer to provide Rights Objects with permissions for the User Domain.

	Operator
	Domain Authority to specify limits on the membership of devices in the User Domain.

	Mobile 
	Domain Enforcement Agent to faciliate the designation of devices to be added to the User Domain and render Content

	PC
	Device used to purchase content for the User Domain and render content

	Portable Player
	Device added to the User Domain after network discovery 

	Home Media Center
	Device added to the User Domain upon receiving content with permissions for the User Domain. 


7.1.3 Actor Specific Issues

The Content Provider would like to offer a compelling content download service but prevent unauthorized use of their content.

The User wants as few restrictions as possible on the distribution and consumption of content on his own devices. Also the user wants as little management tasks as possible. 

7.1.4 Actor Specific Benefits

The User needs to add devices to his User Domain only once, may use any Device in his User Domain to purchase content for the User Domain from any Content Provider and is able to freely replicate and consume his content on his handheld devices and home equipment. 

The Content Provider can allow free replication and consumption of content amongs the limited set of users devices in the User Domain and limit distribution and consumption to devices outside the User Domain. This feature increases the attractiveness of the content download service, increases usage rates and increases the number of content purchases.

7.1.5 Pre-conditions

The user owns a number of OMA DRM conformant mobile and home electronics devices. These devices are networked in a way that allows the content on each device to be browsed, copied and rendered from other devices.

The  Content Provider offers a service that allows users to replicate and consume content on a set of devices. 

7.1.6 Post-conditions

The user has created a user domain, that includes his devices.

The user has purchased and downloaded the content on one of the devices in his user domain.

The user is able to copy the content and rights to all devices in the user domain and render it on all devices.

7.1.7 Normal Flow

1. The User uses his Mobile to discover the other devices on the home network. This includes a PC and a Portable Music Player. 

2. The User selects all discovered devices and requests them to be added to a User Domain. 

3. The Mobile determines that the request of the user falls within acceptable limits as set by the Operator, creates a User Domain and adds the selected devices via local connectivity of the Mobile.

4. The User browses the website of ContentShop using his PC and indicates he want to purchases a certain piece of content with rights that allows him to play the content on all devices in his User Domain.
5. The PC request a Rights Object from the Content Provider for the User Domain. 

6. The Content Provider determines that it trusts the User Domain and is able to provide content for the requested domain and related domain limits. The Content Provider creates a Rights Object for the requested domain. 

7. The Rights Object and Content are delivered to the PC. The Content is consumed on the PC.

8. 
9. The Rights Object and Content are copied from the PC to a Home Media Center. The Home Media Center requests from the Mobile to be added to the User Domain. This is successful and the content is played on the Home Media Center.

7.1.8 Alternative Flow

Alternative Step 3: The Mobile determines that the request of the user does not fall within acceptable limits. The User must selects a different set of devices.

Alternative Step 6: The Content Provider determines that it can NOT provide content for the User Domain. The user is notified of this.

Alternative step 8: The Rights Object and Content is copied from the Mobile to a Home Media Center. The Home Media Center request from Operator to be added to the User Domain. This is unsuccessful, because the new size of the User Domain is greater then that allowed by the Operator.

7.1.9 Alternative Roles 

In Steps 1-3: A Home Media Center (i.s.o the Mobile Phone) is used to setup the User Domain and the Domain Authority is deployed on the Home Media Center.

In steps 4-7: A Mobile Phone (i.s.o the PC) is used  to purchase the content.

Change 3:  Update of use case 5, to better reflect final requirements and definitions for accessing User Domain Content via remote rendering and user tokens

7.2 Use Case 2: Play Outside of User Domain 

7.2.1  ASK  \* MERGEFORMAT Short Description

John has created a User Domain that includes his mobile phone as a Device and his User Identity Module (UIM) as User Token. He also owns an internet connected Home Media Center. In his rented car, he would like to render the content from his Mobile to the (unconnected and resource limited) Car Stereo. While staying in a hotel room that has an internet connected, DRM-enabled television, John would like to render videos on this television that he purchased for his User Domain. 

7.2.2 Actors

	John
	User that interacts with the devices to request rendering of content

	Car Stereo
	Render Client used to render the content stored on the Mobile

	Home Media Center
	A device that stores Content and Rights Objects and from which the content can be accessed via internet.

	User Identity Module (UIM)
	User Token (e.g SIM) that represents the User.  When the User Token is in proximity to a Device, any User Domain content can be rendered on that Device (regardless of where the content is stored).

	Hotel Television
	Device use to render video’s stored on the Home Media Center

	Mobile
	Device that belongs to the User Domain and hosts the UIM.


7.2.3 Actor Specific Issues

7.2.4 Actor Specific Benefits

The Car Stereo is not neccesarily a full OMA client and does not neccesarily have internet connectivity. 
7.2.5 Pre-conditions

John has created a User Domain, that includes his mobile phone, and his SIM.
John has received rights to video content, such that the videos are usable inside the User Domain and can be rendered on devices outside of the User Domain when John’s User Domain devices or User Token are in proximity.

John has downloaded the videos and associated rights to his mobile phone and his Home Media Center
7.2.6 Post-conditions

John is able to render the videos on the television in his hotel room from both his mobile phone and his Home Media Center.
John is able to render the music stored from his Mobile on the Car Stereo. 
7.2.7 Normal Flow

1. John uses the Mobile to discover the Car Stereo and establish a connection.

2. John interacts with the Mobile  to request transport and rendering of a audio track (stored on the Mobile) to the Car Stereo.

3. The Car Stereo renders the audio
4. In his hotel room, John remembers that he has a video stored on his Home Media Center (but not on his mobile phone) that he would like to play on the Hotel Television.

5. John uses his Mobile to discover the Hotel Television and establish a connection.

6. John authenticates with the UIM on the Hotel Television.  The Hotel Television is now enabled to allow temporary access to User Domain content.

7. John interacts with the Hotel Television to connect via the Internet to his Home Media Center at home.

8. John interacts with the Hotel Television to request transport and rendering of a video that is stored on his Home Media Center.

9. The video is streamed over the Internet from the Home Media Center to the Hotel Television, which renders the video.

7.2.8 Alternative Flow

Alternative step 1: The discovery and connection set-up is initiated from the side of the Car Stereo. 

Alternative step 3: The Mobile determines that for the selected piece of content it is NOT allowed to render outside the User Domain via local connectivity. The user is notified. 
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