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1 Reason for Contribution

Comments from Vodafone to the formal review of SCE RD: OMA-RD-SCE-V1_0-20060522-D. 

2 Summary of Contribution

Comments for the formal review of the SCE RD.

3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	Y
	General
	Inconsistent use of device & Device, domain and Domain, rights & Rights and other defined terms.
	Status: OPEN

	
	
	Y
	General
	It is hard for people who are not involved in the detailed discussions to distinguish the differences between a Domain and a User Domain and Sharing and Ad hoc Sharing. Would it be possible to have an informative diagram which attempts to clarify the differences? We feel this would greatly improve the RD and the ability for readers to unambiguously interpret the requirements.
	Status: OPEN

	
	
	Y
	3.2
	Definition of Import-Ready-Data:
Suggest removing “with functionality”
	Status: OPEN

	
	
	Y
	3.2
	Definition of Proximity-Limited Domain:
The device in which a DEA is situated does not necessarily have to include a DRM Agent, hence the definition of DEA does not include a capitalised version of “Device”, however, the definition of Proximity-Limited Domain refers to “a Device on which the Domain Enforcement Agent resides”, suggest being consistent with terms between these two definitions
	Status: OPEN

	
	
	
	3.2
	Definition of User Domain:
By including the term “Rights Issuer” in this definition it seems to imply that only the RI can issue/create User Domain ROs, is this the intention?
	Status: OPEN

	
	
	Y
	4
	RD states:
“The Ad Hoc Sharing part of the SCE Enabler is based on Permissions or Constraints, e.g. a device that is in close proximity to the subscriber’s device.”

This is implementation specific and not very clear!

Suggest rewording to:

“The Ad Hoc Sharing part of the SCE Enabler enforces temporal and proximity based restrictions that are defined by the RI/DA e.g. content can only be shared with a Device that is in close proximity to the subscriber’s Device.”
	Status: OPEN

	
	
	
	4.1
	This section mentions unconnected devices which is a defined  term in DRMv2.0, this should be capitalised and the definition for Unconnected Devices included in the definitions section.
	Status: OPEN

	
	
	
	5.1
	This section mentions that it is possible to move Rights from one Device to another.  Given that the use case explicitly allows the source Device and recipient Devices to belong to different Domains, we interpret this as including the ability to move a Rights issued from the source Device to the recipient Device and include the case where the recipient Device does not belong to the same User Domain as the source Device.  
In general we believe that it should be possible to do the same with User Domain ROs as with Device ROs.  
	Status: OPEN

	
	
	
	5.2
	This use case seems to include both Import and Domain Management functionality and therefore it is complex to understand.
In Alternative 2 does the term “group of authorised devices” refer to a User Domain or Domain or both?  
If so then what is the difference between Alternative 3, if not then why do we need to introduce another logical grouping of devices when we already have Domain and User Domain?
	Status: OPEN

	
	
	
	5.2.8
	Alternative 2:

This alternative uses the term “Home Network Server” this is not defined as an actor in section 5.2.2. Also in the description it states that the STB authorises the access to content but in the step 4 it states that the Home Network Server authorises the STB etc
	Status: OPEN

	
	
	
	5.2.8
	Alternative 4:

RD states “User is informed of the OMA Handsets’ authorisation to access non-OMA DRM video”.  Does the LRM need to be informed of this too? 
	Status: OPEN

	
	
	Y
	5.3.7
	Home Media Center:

This actor is defined as  “Device added to the User Domain upon receiving content with permissions for the User Domain”

Content does not have permissions, Rights and Rights Objects have permissions.
	

	
	
	
	5.3.7
	Step 3, shouldn’t the DEA be responsible for determining if the request falls within the acceptable limits set in the Domain Policy? 
We suggest rewording this use case to include DEA.  

For consistency we suggest replacing the term Operator with RI, DA, DEA etc.  

For completeness we suggest stating that the DA can be a separate entity from the RI (with several RIs issuing content for Domains defined by one DA) and also that there can be more than one DA, this could be part of an overview diagram (see previous comment).
	Status: OPEN

	
	
	
	5.3.9
	Is this implying that the DA is deployed on the Home Media Center or should it be the DEA?

Change i.s.o to instead of?
	Status: OPEN

	
	
	
	5.4
	Does Ad hoc sharing include the concept of Sharing User Domain ROs (and content) as well as Device ROs?  If so then should we explicitly mention this?
	Status: OPEN

	
	
	Y
	5.4.3
	RD states:
“Jacob’s set top box stores non-OMA DRM Content, provides OMA DRM conformant content to Jacob’s handset, and authorizes Jacob’s handset to receive OMA-conformant DRM content that was originally protected by OMA DRM.”

Shouldn’t this be

“Jacob’s set top box stores non-OMA DRM Content, provides OMA DRM conformant content to Jacob’s handset, and authorizes Jacob’s handset to receive OMA-conformant DRM content that was originally protected by non-OMA DRM.”
	Status: OPEN

	
	
	
	5.4.5
	RD states:
“Jacob owns an OMA DRM handset.  Jacob also owns a set-top box (STB) that stores non-OMA DRM Content.  The handset is authorized to receive content protected by non-OMA DRM and stored in the STB.”

Who authorises Jacobs handset to receive content protected by non-OMA DRM? 
	Status: OPEN

	
	
	
	5.4.7
	RD states (step 4):

“Mary’s mobile discovers the devices of her friends at the party and is authenticated to enable Ad Hoc Sharing of content. “
Who authenticates Mary’s mobile?  Is this mutual authentication, if so then suggest stating this?
Also to be consistent use Device or device rather than mobile or mobile phone.

Also pay attention to capitilised terms.
	Status: OPEN

	
	
	
	5.5
	RD States:

“John has created a User Domain that includes his mobile phone, a User Token, and his home media center.”

This seems to imply that his User Token is a member of his User Domain, shouldn’t a User Token be associated with or used to gain access to a User Domain rather than a member of a User Domain?
	

	
	
	
	5.5.7
	RD states (step 5):
“John uses his User Token to discover the Render Client and establish a connection”

Does John really use his User Token to discover the Render Client?  Definition of User Token seems to imply that this is only used for authentication purposes.

Step 6:

“John authenticates with the User Token on the Render Client.  The Render Client is now enabled to allow temporary access to User Domain content.”

Suggest rewording this to:

“John uses his User Token to identify and authenticate himself and his User Domain to the Render Client. The Render Client is temporarily authorised to access content and Rights from Johns’ User Domain.”
	Status: OPEN

	
	
	
	5.5.8
	RD States:
“The Remote Render Server determines that for the selected piece of content it is NOT allowed to render outside the domain via local connectivity.”

Should this be a User Domain? 
	Status: OPEN

	
	
	
	5.6
	General:
Is this use case needed?  It seems that much of the functionality associated with this use case is already included in other use cases. Also the flow does not seem to relate to the overall description, suggest removing or at least aligning with the description.
	Status: OPEN

	
	
	
	5.6.2
	Why introduce Authenticator as a new actor.  For consistency we should use the terms defined in the definition section.
	Status: OPEN

	
	
	
	5.6.4
	What is an external trusted authenticator?
	Status: OPEN

	
	
	
	5.6.7
	RD states:
“Device 2 checks with the Authenticator whether it can dynamically render the content obtained from Device 1.”

Shouldn’t the Device determine if it can render the content based on the Rights rather than checking with the Authenticator?
	Status: OPEN

	
	
	
	6
	General:

The requirements should be reordered to group similar/related requirements together for example there are several requirements that refer to the DEA but these are spread out in the Domain Requirements.
	

	
	
	
	6.1
	SCE-HL-004:
How can a device reliably know if its DRM time is up-to-date unless it goes on-line to check?  We would suggest rewording this requirement to reflect the fact that the Devices DRM Time should be checked and synchronised at every opportunity when connected to the RI/DA.
	Status: OPEN

	
	
	
	6.2
	SCE-SYS-003:

Suggest rewording to:

“The SCE enabler SHALL provide a mechanism to securely synchronize DRM Time between Unconnected Devices that support DRM Time.”
	

	
	
	
	6.2
	SCE-SYS-004:

Suggest rewording to:

“The SCE enabler SHALL permit a Device to use local discovery mechanisms (e.g. UPnP), in a mechanism-independent manner, to browse the Content and Rights available on other Devices for Sharing.”
	

	
	
	
	6.2
	SCE-SYS-005:
Is “permissions” the rights word?  Suggest changing to:

“The SCE enabler SHALL include the means for a Device receiving Shared Rights to acquire a version of the associated DRM Content in a format suitable for rendering on that Device.”
	Status: OPEN

	
	
	
	6.3
	Since we believe it should be possible to move Rights issued for one User Domain to an other User Domain we believe that we need a requirement that describes a mechanism to disable/revoke Rights within a User Domain when these Rights are moved to another User Domain.
	Status: OPEN

	
	
	
	6.3
	SCE-MOVE-009:

The spec states:

“The SCE enabler SHALL allow a Device to reduce the number of times the Rights can be Moved.”

This requirement needs to state under which circumstances the Device can do this.

We would suggest changing this to:

“The SCE enabler SHALL allow a Device to reduce the number of times that Rights can be Moved as a result of successfully Moving those Rights.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-003:

Why is the play permission explicitly mentioned here?

The (in a Rights Object) also seem to be implementation specific.  Also the l requirement does not specify what is transferred. 
Also the SHALL include seems to restrictive and does not make sense to have a copy permission and a move permission since in OMA DRM v2 REL the default is that if a permission is not explicitly included in the RO then a permission is not granted.” 

Suggest rewording to:

“The SCE enabler SHALL enable a Rights Issuer to specify  usage permissions for consumption of Rights on and transfer of Rights between Devices that are NOT members of the User Domain. These permissions MAY include copy and move”.
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-004:

According to the definitions it is the DEA that enforces the Domain Policy not the DA.

Suggest rewording to:

“The SCE enabler SHALL enable a Domain Authority to define limits on the size of the user domain in the Domain Policy.
Also suggest updating SCE-DOM-012 to include enforcing the Domain Policy.
	Status: OPEN

	
	
	Y
	6.5
	SCE-DOM-005:

Shouldn’t this be the DEA rather than the DA?
	Status: OPEN

	
	
	Y
	6.5
	SCE-DOM-006:

Capitalisation (devices(Devices etc)
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-007:

Purchasing Device is not a defined term. “Purchasing” should be replaced with “purchasing”
Also “content” does not come from an RI.

Suggest rewording to:

“It SHALL be possible for a purchasing Device to request Rights from a Rights Issuer with usage permissions for a certain User Domain.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-008:

Same as comment above.

Suggest rewording to:

“It SHALL be possible for the Rights Issuer to respond to the purchasing Device that the Domain Policy associated with the User Domain for which the Rights are requested is not supported and why.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-012:
Suggest rewording to:

“The SCE enabler SHALL enable the Domain Enforcement Agent to enforce the Domain Policy and to perform User Domain management according to the Domain Policy specified by the Domain Authority.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-014:

Suggest rewording to:

“The SCE enabler SHALL enable a Device in a User Domain to provide acquired Rights to other members of the User Domain to enable those Device to render the associated Content.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-016:
A User Token does not belong to a Domain (it is not have DRM Agent) however it can be associated with a Domain, therefore suggest rewording to:

“The SCE enabler SHALL enable a User to associate a User Token(s) with his/her User Domain.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-017:
Similar to above and should refer to a “User Domain” rather that a “Domain”. Also should include the term mutual authentication,
therefore suggest rewording to:

“The SCE enabler SHALL allow a Domain Authority to specify in its Domain Policy that User Domain Content can be rendered on Devices that are not members of the User Domain after successful mutual authentication with a User Token associated with the User Domain.”
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-018:

Isn’t this requirement is covered by SCE-DOM-012?
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-019:

Suggest rewording to:

“A Device that is not a member of a User Domain SHALL NOT be able to Consume DRM Content based on Rights Objects that were issued for that User Domain.“
	Status: OPEN

	
	
	
	6.5
	SCE-DOM-022:

We suggest rewording to:

“The SCE enabler SHALL enable mutual authentication of a Device and a Domain Enforcement Agent.”
	Status: OPEN

	
	
	
	6.5
	We suggest adding a requirement that allows a Device and DEA to use revocation information as part of the mutual authentication along the lines of what is described in SCE-SEC-006 i.e. we suggest adding the following requirement:
SCE-DOM-023:

“Devices and Domain Enforcement Agents SHALL be able to use revocation information as part of mutual authentication between Devices and Domain Enforcement Agents.”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-001:

Suggest rewording to:

“The SCE enabler SHALL make it possible for a Device that acquires DRM Content to request from the Rights Issuer the ability to Share that Content within an Ad Hoc Domain.”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-003:

Requirement states:

“The SCE enabler SHALL provide a means for Devices to mutually authenticate each other, if this mutual authentication fails then Ad Hoc Sharing between these Devices MUST not be enabled..”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-006:

Since the DEA can reside on a device which does not have a DRM Agent then the requirement should be changed as below:

“The Domain Enforcement Agent SHALL allow a Device to participate in a Proximity-Limited Domain only when that Device is in proximity to the device on which the Domain Enforcement Agent resides.”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-008 states:

“The SCE enabler SHALL allow the specification of the Rights to be granted to a recipient of content shared via Ad Hoc Sharing, independently of the Rights on the source Device.”

This is not clear, suggest rewording to:

“The SCE enabler SHALL allow Rights to be granted to the recipient of content shared via Ad Hoc Sharing, independently of the Rights on the source Device.”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-009:
Suggest rewording to:

“The SCE enabler SHALL allow initiation of Ad Hoc Sharing of Content by a source Device to be conditional upon previously initiated Ad Hoc Sharing of that Content, e.g. by specifying limits on the number of recipients that can simultaneously share the Content within a specific period of time.”
	Status: OPEN

	
	
	
	6.6
	SCE-SHR-011:

What are these Rights limited with respect to?

Suggest rewording to:

“The SCE enabler SHALL allow Rights Issuers to define the Rights or parts thereof that can be shared during Ad Hoc Sharing.”
	Status: OPEN

	
	
	
	6.7
	The RD states:

“The SCE enabler SHALL allow an LRM that creates an Imported-Rights-Object to identify itself within the Imported-Rights-Object as the source of the Imported-Rights-Object.”

Suggest rewording to:

“Within the SCE enabler an LRM that creates an Imported-Rights-Object SHALL identify itself within the Imported-Rights-Object as the source of the Imported-Rights-Object.”
	

	
	
	
	6.6
	SCE-SHR-013:

Suggest rewording  to:

“The SCE Enabler SHALL allow a source Device to generate Shared Rights (based on existing Rights) but only when the Rights Issuer has explicitly given the permission for the source Device to do so.”
	Status: OPEN

	
	
	
	6.8
	SCE-LEN-001:

The use of in the Rights Object seems to be implementation specific, since this terminology is not used in the other associated requirements we suggest rewording to:

“The SCE enabler SHALL enable Rights Issuers to specify  the conditions under which the Device is allowed to share DRM Content using Lending.”


	Status: OPEN

	
	
	
	6.8
	SCE-LEN-003:

Suggest rewording to:

“It SHALL be possible to define a time limitation on the lent Rights so that after the specified time the Rights are no longer valid on the recipient Device..”
	Status: OPEN

	
	
	
	6.8
	SCE-LEN-005:

Should this requirement be in the section 6.6. It also uses the term Temporary Sharing rather than Ad hoc Sharing.
	Status: OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We request that the comments be incorporated into the RDRR for document Enabler Package: OMA-ERP-DLOTA-V2_0-20060516-D 
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