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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.
The scope of the document is to define test requirements for the OMA Download OTA version 2 Enabler. The test requirements will provide a high level view of the OMA Download OTA functionality that must be tested.  In most cases this will reflect the minimum functionality described in the Static Conformance Requirements.
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Release Document for DLOTA”, Open Mobile Alliance™,
OMA-ERELD-DLOTA-V2_0. URL:http://www.openmobilealliance.org/

	[DLOTAv2-TS]
	“Download Over the Air Specification”, Open Mobile Alliance™, OMA-TS_DLOTA-V2_0.  http://www.openmobilealliance.org/


2.2 Informative References

	[DLOTAv2-AD]
	“Download Over the Air Architecture”, Open Mobile Alliance™, OMA-AD_DLOTA-V2_0.  http://www.openmobilealliance.org/

	[DLOTAv2-RD]
	“Download Over the Air Requirements”, Open Mobile Alliance™, OMA-RD-DLOTA-V2_0.  http://www.openmobilealliance.org/ 

	[OMADM]
	“OMA Device Management version 1.2”, Open Mobile Alliance™.  http://www.openmobilealliance.org/

	[UAProf]
	“OMA User Agent Profile version 2.0”, Open Mobile Alliance™.  http://www.openmobilealliance.org/

	[Push]
	“OMA Push version 2.1”, Open Mobile Alliance™.  http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	AD
	Architecture Document

	DLOTA
	Download Over the Air

	OMA
	Open Mobile Alliance

	OTA
	Over the Air

	RD
	Requirements Document

	TS
	Technical Specification


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Download Over the Air (DLOTA) version 2.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA DLOTA version 2.0 Requirement Document: Specifying the requirements for the DLOTA
· OMA DLOTA version 2.0 Architecture Document: Specifying the architectural details of DLOTA
· OMA-DLOTA version 2.0 Technical Specification: Specifying the technical details of DLOTA
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for OMA DLOTA version 2.0.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler OMA DLOTA version 2.0.
5. Test Requirements
The OMA Download Over-the-Air (DLOTA) Enabler defines procedures for enabling the downloading of Media Objects hosted on a server to a client. The enabler consists of a requirements document [DLOTAv2-RD], an architecture document [DLOTAv2-AD] and a technical specification [DLOTAv2-TS] that defines the technical details.

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler OMA DLOTA version 2.0.
The following sections (Mandatory and Optional test requirements) could also be separated for client and server test requirements.

5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server
5.1.1.1 Client
	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Separate Delivery
	Required to test whether the Download Descriptor and the Media Objects are downloaded separately.

	
	Use of Content-Type parameter to notify the Download Descriptor media type
	Required to test whether the media type of the Download Descriptor is properly advertised.

	
	Download Descriptor processing rules
	Required to test whether the Download Descriptor is properly parsed and properly processed.

	
	Capability checking
	Required to test whether the Download Agent has enough available memory resource, is capable of using and rendering the Media Objects.

	
	User confirmation
	Required to test whether user confirmation is processed properly.

	
	Status report mechanism (Successful Notification)
	Required to test whether status report mechanism is processed properly in case of a success installation.

	
	Media Object installation
	Required to test whether the Media Object is installed properly.

	
	Prevent access to Media Object until status report succeeds (at least one well-intentioned attempt)
	Required to test status report mechanism in case there is no server reply (i.e. “Well-Intentioned Attempt”).

	
	Navigate browser to nextURL
	Required to test whether Navigate browser to nextURL is processed properly.

	
	Advertise the support of the media type of the Download Descriptor.
	Required to test whether the media type of the Download Descriptor is properly advertised.

	
	Proper formatting of status report
	Required to test whether status report is formatted properly.

	
	Proper formatting of Download Descriptor
	Required to test whether Download Descriptor is formatted properly.

	
	HTTP digest authentication
	Required to test whether HTTP digest authentication is processed properly.

	
	Server Authentication
	Required to test whether Server Authentication is executed properly.

	
	White list
	Required to test whether white list is processed properly.

	
	Confidentiality protection
	Required to test whether confidentiality protection is processed properly.

	
	WAP TLS Profile (mandatory cipher suites)
	Required to test whether Download Descriptors and Media Objects are downloaded properly by using WAP TLS Profile mandatory cipher suites.

	
	Support for DLOTAv1 for backwards compatibility
	Required to test whether the Download Client supports DLOTAv1 Download Descriptors.

	ERROR FLOW
	Download Descriptor version validation
	Required to test whether the version of the Download Descriptor is supported by the Download Agent.

	
	Status report mechanism (Unsuccessful Notification)
	Required to test whether status report mechanism is processed properly in case of an unsuccessful installation.


Table 1: Applicability Table for Enabler Client Specific Mandatory Test Requirements
5.1.1.2 Server

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Separate Delivery
	Required to test whether the Download Descriptor and the Media Objects are delivered separately.

	
	Multiple Media Objects grouped as a Product
	Required to test whether multiple Media Objects grouped as a Product are defined properly.

	
	Multiple Media Objects grouped as a Compound Product
	Required to test whether multiple Media Objects grouped as a Compound Product are defined properly.

	
	Multiple Products
	Required to test whether multiple Products are defined properly.

	
	Use of Content-Type parameter to notify the Download Descriptor media type
	Required to test whether the media type of the Download Descriptor is properly advertised.

	
	Status report mechanism (Successful Notification)
	Required to test whether status report mechanism is processed properly in case of a success installation.

	
	Advertise the support of the media type of the Download Descriptor.
	Required to test whether the media type of the Download Descriptor is properly defined.

	
	Proper formatting of status report
	Required to test whether status report is formatted properly.

	
	Proper formatting of Download Descriptor
	Required to test whether Download Descriptor is formatted properly.

	
	HTTP digest authentication
	Required to test whether HTTP digest authentication is processed properly.

	
	Server Authentication
	Required to test whether Server Authentication is executed properly.

	
	Confidentiality protection
	Required to test whether confidentiality protection is processed properly.

	
	WAP TLS Profile (mandatory cipher suites)
	Required to test whether Download Descriptors and Media Objects are provided properly by using WAP TLS Profile mandatory cipher suites.

	ERROR FLOW
	Status report mechanism (Unsuccessful Notification)
	Required to test whether status report mechanism is processed properly in case of an unsuccessful installation.


Table 2: Applicability Table for Enabler Server Specific Mandatory Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested.

5.1.2.1 Client
	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Multiple Media Objects grouped as a Product
	Required to test whether multiple Media Objects grouped as a Product are processed properly.

	
	Multiple Media Objects grouped as a Compound Product
	Required to test whether multiple Media Objects grouped as a Compound Product are processed properly.

	
	Multiple Products
	Required to test whether multiple Products are processed properly.

	
	Use of MMS to fetch Download Descriptors
	Required to test whether Download Descriptors can be fetched by using MMS.

	
	Co-Delivery of Download Descriptor and Media Objects
	Required to test whether co-delivery of Download Descriptor and Media Objects is processed properly.

	
	Download timing reservation
	Required to test whether download timing reservation is processed properly.

	
	Media Object update using objectID/objectVersion
	Required to test whether the Media Object is updated properly.

	
	Media Object update using Etag
	Required to test whether Media Object update using Etag is processed properly.

	
	Pause and resume Media Object retrieval
	Required to test whether Pause and resume Media Object retrieval is processed properly.

	
	Chunked Media Object retrieval
	Required to test whether Chunked Media Object retrieval is processed properly.

	
	Media Object retrieval from multiple servers
	Required to test whether Media Object retrieval from multiple servers is processed properly.

	
	License Retrieval
	Required to test whether License Retrieval is processed properly.

	
	Post License
	Required to test whether the download of Post License is processed properly.

	
	Download completion notification
	Required to test whether Download completion notification is processed properly.

	
	Download Confirmation
	Required to test whether download confirmation to the user is processed properly.

	
	Navigate browser to support URI
	Required to test whether Navigate browser to support URI is processed properly.

	
	Deletion Notification
	Required to test whether Deletion Notification is processed properly.

	
	Server initiated automatic download
	Required to test whether Server initiated automatic download is processed properly.

	
	Environment element
	Required to test whether the Environment element is processed properly.

	
	Progressive Download
	Required to test whether Progressive Download is processed properly.

	
	GAA
	Required to test whether user agent authentication using GAA is processed properly.

	
	WAP TLS Profile (optional cipher suites)
	Required to test whether Download Descriptors and Media Objects are downloaded properly by using WAP TLS Profile mandatory cipher suites. 

	
	MIDP extension
	Required to test whether MIDP JAD parameters are embedded properly. 

	
	
	


Table 3: Applicability Table for Enabler Client Specific Optional Test Requirements
5.1.2.2 Server

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	]
	Co-Delivery of Download Descriptor and Media Objects
	Required to test whether co-delivery of Download Descriptor and Media Objects is processed properly.

	
	Download timing reservation
	Required to test whether download timing reservation is processed properly.

	
	Media Object update using objectID/objectVersion
	Required to test whether the Media Object is updated properly.

	
	Media Object update using Etag
	Required to test whether Media Object update using Etag is processed properly.

	
	Pause and resume Media Object retrieval
	Required to test whether Pause and resume Media Object retrieval is processed properly.

	
	Chunked Media Object retrieval
	Required to test whether Chunked Media Object retrieval is processed properly.

	
	License Retrieval
	Required to test whether License Retrieval is processed properly.

	
	Download completion notification
	Required to test whether Download completion notification is processed properly.

	
	Deletion Notification
	Required to test whether Deletion Notification is processed properly.

	
	Server initiated automatic download
	Required to test whether Server initiated automatic download is processed properly.

	
	Environment element
	Required to test whether the Environment element is defined properly.

	
	GAA
	Required to test whether user agent authentication using GAA is processed properly.

	
	MIDP extension
	Required to test whether MIDP JAD parameters are embedded properly.


Table 4: Applicability Table for Enabler Server Specific Optional Test Requirements
5.2 Backwards Compatibility

OMA DLOTA version 2.0 is an evolution of OMA DLOTA version 1.0. The purpose of Download OTA version 2.0 is to add functionality that was missing from version 1.0. Backward compatibility can be achieved by also adding support for the version 1.0 Download Descriptor to the Download Agent.
5.3 Enabler Dependencies

OMA DLOTA version 2.0 is dependent on following Enablers.
· User Agent profile (UAProf) [UAProf]: The OMA DLOTA version 2.0 enabler is dependent upon the UAProf enabler for advertising device capabilities.  The DLOTA specific UAProf attributes are outlined in [DLOTAv2-TS].
· Device Management [OMADM]: The OMA DLOTA version 2.0 enabler is dependent upon the OMA Device Management enabler for provisioning the white list.
· Push [Push]: The OMA DLOTA version 2.0 enabler is dependent upon the Push enabler for pushing the Download Descriptor.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	DLOTA version 1.0 has no ETR


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	OMA-ETR-DLOTA-V2_0-20060208-D
	8 Feb 2006
	All
	First Draft

	OMA-ETR-DLOTA-V2_0-20060317-D
	17 Mar 2006
	All
	Second Draft. The following CR is incorporated.
· OMA-DLDRM-2006-0083-DLOTAv2-ETR-Table-Update

	OMA-ETR-DLOTA-V2_0-20060412-D
	12 Apr 2006
	All
	Third Draft. The following CR is incorporated.
· OMA-DLDRM-2006-0128-Changes-needed-in-DLOTAv2-ETR-after-ETR-Review-Report

	OMA-ETR-DLOTA-V2_0-20060428-D
	28 Apr 2006
	All
	Forth Draft. The following CR is incorporated.
· OMA-DLDRM-2006-0146-DLOTAv2-ETR-Second-Changes
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