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1 Reason for Change

The latest version of the SCE RDRR (OMA-DLDRM-2006-0212R06) includes the following comment from Vodafone:
	SCE-RD-095
	2006.06.08
	N
	General
	Source: Vodafone
Form: OMA-DLDRM-2006-0222
Comments

It is hard for people who are not involved in the detailed discussions to distinguish the differences between a Domain and a User Domain and Sharing and Ad hoc Sharing. Would it be possible to have an informative diagram which attempts to clarify the differences? We feel this would greatly improve the RD and the ability for readers to unambiguously interpret the requirements.
	Status: OPEN


This contribution addresses review comment SCE-RD-095 by providing a table and some explanatory text that attempts to explain the new sharing features introduced in the SCE RD and the situations in which each feature can be used.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR.
6 Detailed Change Proposal

Change 1:  Add the following subsection to the SCE RD Introduction 
4.1.1 Overview of SCE Content Sharing Features


This section provides a brief overview of the new sharing features that SCE introduces into OMA DRM.  As shown in Table 1, these new features (shown in bold text) can be categorized according to their intended uses.  Planned sharing involves the sharing of rights among a set of devices whose identities are known in advance (e.g. all the devices owned by members of the same family), while unplanned sharing refers to situations in which the devices receiving shared rights can be arbitrary OMA DRM-compliant devices.   Unplanned sharing can be further categorized based on whether a device shares its own rights or has a separate set of sharing permissions and constraints; in the latter case, sharing can be between a pair of devices or among a group of devices.  In addition, SCE adds several sharing support functions that are described at the end of this section.
	Planned Sharing
	Unplanned Sharing

	User Domain

Domain Split and Join

	
	Device-to-Device Sharing
	Group Sharing

	
	Device Shares Own Rights
	Move,   Lending
	N/A

	
	Device Shares Separate Set of Rights
	Ad Hoc Sharing
	Ad Hoc Domain


Table 1 SCE Sharing Features
SCE provides an enhanced version of OMA DRM V2.0 Domains known as User Domains to enable planned sharing of rights among devices whose identities are known in advance.  The main difference between a User Domain and an OMA DRM V2.0 domain is that the membership of a User Domain can be managed by the user instead of by the rights issuer.  SCE introduces the following entities that allow rights issuers to delegate domain management to users, while defining limits on the management operations that users can perform:
· The Domain Policy determines the allowed changes to the User Domain, including its maximum number of device members and the number of changes in a given time period.
· The Domain Authority is the entity that sets the Domain Policy.  A Domain Authority can define Domain Policies that are honoured by multiple rights issuers.  When the user establishes a User Domain that adheres to a Domain Policy, they can then purchase content for that User Domain from these rights issuers, without having to create the User Domain at each rights issuer, as is required in OMA DRM V2.0.
· The Domain Enforcement Agent (DEA) is the entity which ensures that any changes to the User Domain adhere to the Domain Policy.  The DEA can reside either in the network or on a user’s device.
In addition, SCE will allow an existing User Domain to be split into multiple domains, and will also allow multiple User Domains to be joined into a single User Domain, with the rights purchased for each such domain modified accordingly.  

As shown in Table 1, unplanned sharing in SCE is categorized according to whether a source device shares its own rights with recipient devices, or whether the device has a set of rights governing unplanned sharing in addition to its own rights.  SCE provides two features, Move and Lending, that allow a device to share its own rights.  The Move feature enables a device to share some or all of its rights with a recipient device; for example, a device that has 7 plays of a song remaining can give one of these plays to the recipient and keep the remaining 6 for itself.  Lending allows a source device to assign its rights temporarily to a recipient device; the recipient can then consume the rights, which are not usable on the source device until the lending period expires or the recipient returns them.
Move and Lending are somewhat limited in the flexibility of sharing that they allow.  For example, it is difficult to use the Move operation when the rights of the source Device are not stateful: if the source Device has unlimited rights, then it cannot share a part of these rights via a Move (since “parts” of unlimited rights can also be unlimited).  Ad Hoc Sharing is another form of sharing that is useful in unplanned situations, and which allows a greater variety of sharing scenarios.  The rights of a source device in Ad Hoc Sharing include a set of permissions and constraints that determines the sharing that is allowed with recipient devices.  These sharing rights are separate in the sense that an instance of Ad Hoc Sharing does not diminish the source device’s own rights to render the associated DRM content.  Ad Hoc Sharing makes it possible for a rights issuer to specify constraints on the ability of a source device to engage in Ad Hoc Sharing (for example, whether proximity between the source and recipient devices is required for sharing, and limits on the number of times the rights to a particular content item can be shared), and constraints on the rights that can be granted to a recipient device (for example, the recipient might receive only a single play of a song, and the rights could expire with an hour or two of when they are received).
Ad Hoc Sharing can occur either on a device-to-device basis or among a group of devices.  In the latter case, SCE provides the notion of an Ad Hoc Domain to make it easier for a group of devices to share content.  Once a device joins an Ad Hoc Domain, it can share rights with any other member of the Domain via Ad Hoc Sharing, without requiring a separate device-to-device interaction for each source device and set of shared rights.  Ad Hoc Domains are useful in situations where a group of devices are sharing rights for multiple content items, for example a group of friends at a party that are browsing the content available for sharing on each others’ devices.   As with User Domains, Ad Hoc Domains are governed by a Domain Policy that is enforced by a DEA.
In addition to the above sharing features, SCE will define the following supporting functions that help to enable seamless sharing among devices:

· Allowing a user to request additional sharing rights from the rights issuer after the initial purchase of a set of rights (this is especially useful a DRM V2.0 user upgrades to SCE and wants to SCE features to share rights purchased under DRM V2.0)

· Enabling a recipient device to browse the rights available for sharing on a source device, and to acquire the associated content file from a content server.  This is useful in cases where the source device stores a number of rights objects but does not store the corresponding DRM content files for each one.  If the source device’s sharing rights allow, the recipient device can also request the DRM content in a format suitable for display on that device.
· Allowing rendering devices with limited capabilities to render DRM content (even if these devices are not able to process the permissions and constraints in a rights object, they can acquire a content decryption key by other means and render a DRM content item).
· Allowing a user to access their content on any device by means of a User Token (e.g. a SIM card) that represents the user.  When the User Token is associated with a given device, that device can share and render any content that the user owns (e.g. any content purchased for their User Domain, even if the device is not a member of the User Domain).
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