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1 Reason for Change

We introduce additional requirements for Security Requirements to address RD Review Comments SCE-RD-185, 186, 187, 188, 189, and 191.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR.
6 Detailed Change Proposal

Change 1:  Add the following Security Requirements
The following six proposed requirements correspond to RD Review comments SCE-RD-185, 186, 187, 188, 189, and 191 respectively.      
6.1.1 Security

	Label
	Description
	Enabler Release

	SCE-SEC-0xx
	The SCE enabler SHALL allow Rights Issuers to require that the integrity of DRM Content and associated Content Encryption Key(s) be verified against an RI-generated Rights Object by recipient Devices. 
	SCE V1.0

	SCE-SEC-0xx
	The SCE enabler SHALL ensure the confidentiality of Content Encryption Key(s) during transfer to recipient Devices.
	SCE V1.0

	SCE-SEC-0xx
	The SCE enabler SHALL allow Rights Issuers to require that source Devices digitally sign the RO ID and other critical elements in order to successfully Move Rights to recipient Devices. 
	SCE V1.0

	SCE-SEC-0xx
	The SCE enabler SHALL ensure that source Devices that lack knowledge of associated Content Encryption Key(s) cannot successfully Move Rights to recipient Devices.
	SCE V1.0

	SCE-SEC-0xx
	The SCE enabler SHALL ensure that recipient Devices respond appropriately to retransmitted messages.
	SCE V1.0

	SCE-SEC-0xx
	The SCE enabler SHALL ensure that operations that Move Rights do not result in the simultaneous availability of such Rights to source and recipient Devices.
	SCE V1.0


Table 1: High-Level Functional Requirements – Security Items
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