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1 Reason for Change

This CR gives initial draft of Provisioning of Rights Object to SRM, to the latest Secure Removable Media Technical Specification. This document acts as a starting point for discussing the solution for Provisioning of Rights Object to SRM Use Case. Updates to this initial draft can be made in future as considered appropriate.
SRM is assumed to have security operation capability on calculation of MAC value, generation and validation of signature, encryption and decryption, and generation of random number. But, SRM is assumed to have limitation on XML parsing, security operation on big argument due to limitation of memory (e.g. sign a big message). Due to such limitation of some SRM regarding processing power, we should consider using of limited PKI operations in SRM Agent.
Hence this CR proposes the role of each entity. RI issues protectedRO that contains KREK/KMAC bound to SRM. DRM Agent sends RORequest with indication that RO should be bound to SRM, and receives ROResponse and verifies mac of protectedRO. SRM Agent installs RO.
This CR provides protocol description for interface between DRM Agent and Rights Issuer. Protocol description for interface between DRM Agent and SRM Agent should be described later CR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG to review and approve this CR.
6 Detailed Change Proposal

5.6.6 On-Line Rights Provision in SRM
This section describes how Rights bound to a Secure Removable Media are issued from a Rights Issuer to the Secure Removable Media through the host device. The overall steps consist of ROAP Trigger from the Rights Issuer to the host device, RO Request from the host device to the Rights Issuer, RO Response to the request, transferring of obtained Rights Object bound to the Secure Removable Media from the host device to the SRM Agent, and installation of the Rights Object in the Secure Removable Media.
5.6.6.1 ROAP Trigger
ROAP trigger is the first step in the provisioning of Rights Object in Secure Removable Media. Rights Issuer has to indicate to the DRM Agent in host device that the Rights Object downloaded by the DRM Agent, in the subsequent RO Response has to be installed onto the Secure Removable Media. Rights Issuer SHALL include <srmID> element in the ROAP RO acquisition trigger. DRM Agent on receiving ROAP RO acquisition trigger with <srmID> element MUST interact with Secure Removable Media that have identifier matching with <srmID> element, to extract the necessary information used to build the ROAP RO request message, and consequently send the built ROAP RO request message to the Rights Issuer. For the “roap:SRMID” type, refer to the section 5.6.6.2.3. If there is no established session between the host device and the SRM Agent, the host device mutually authenticates and establish session with the SRM Agent before identifying SRM ID.
The schema below depicts the additional element to the RO acquisition trigger schema.
<complexType name="ROAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

   <element name="riAlias" type="string" minOccurs="0"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier"

             minOccurs="0"/>

   <element name="domainAlias" type="string" minOccurs="0"/>

    <sequence maxOccurs=”unbounded”>

      <element name="roID" type="ID"/> 

      <element name="roAlias" type="string" minOccurs="0"/>

      <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

      <element name="srmID" type="roap:SRMID" minOccurs="0"/>

    </sequence>
  </sequence>

<attribute name="id" type="ID"/>

</complexType>
5.6.6.2 Extensions to RO Request

For Rights Issuer to reliably determine, that the Secure Removable Media is involved in the transaction the DRM Agent MUST send the following extensions in the corresponding ROAP RO request message as soon as it receives the RO acquisition trigger with <srmID> element.
5.6.6.2.1 SRM Certificate Chain extension
This extension MUST contain the certificate chain of Secure Removable Media including the Secure Removable Media’s certificate. The SRM certificate MUST be the first certificate in the certificate chain, and subsequent certificates in the list SHOULD directly certify the one preceding it. The certificate chain MUST NOT include the root certificate. The DRM Agent MAY acquire the certificate chain from the Secure Removable Media which is connected to the Device, after or during authentication procedure with Secure Removable Media. It is assumed that the Secure Removable Media is in contact with the Device. If the Device is not in contact with the Secure Removable Media, the DRM Agent MUST immediately abort the ROAP transaction.

<complexType name="SRMCertificateChain">

  <complexContent>

    <extension base="roap:Extension">

        <sequence maxOccurs="unbounded">

          <element name="certificate" type="base64Binary"/>

        </sequence>

    </extension>

  </complexContent>

</complexType>

5.6.6.2.2 SRM ID extension
The schema representation of the SRM ID extension is given below. SRMID uniquely identifies Secure Removable Media. The computation of the SRM ID follows DRM 2.0 Device ID, hash computed over the DER-encoded subjectPublicKeyInfo value from the applicable certificate. The value of <identifier> element SHALL be same with previous <srmID> element in the ROAPTrigger.

<complexType name="SRMID">

  <complexContent>

    <extension base="roap:Extension">

        <sequence>

          <element name="identifier" type="roap:KeyIdentifier"/>

        </sequence>

    </extension>

  </complexContent>

</complexType>

5.6.6.2.3 SRM Info extension

In case of provisioning of Rights Object in the Secure Removable Media, it is important for the Rights Issuer to verify the identities of both the Secure Removable Media and the DRM Agent who are involved in the transaction.  This would ensure Rights Issuer that the both DRM Agent and Secure Removable Media involved in the transaction are not revoked and valid.
SRM Info extension is used by the Rights Issuer to uniquely identify the presence of Secure Removable Media in the transaction. SRM Info extension consists of a base64 encoded RSA PSS signature computed by the Secure Removable Media using its private key over the trigger nonce value, of the ROAP RO acquisition trigger. Rights Issuer MUST verify the signature value using the public key of the Secure Removable Media’s. Rights Issuer receives the Secure Removable Media’s public key via the <SRMCertificateChain> extension.
<complexType name="SRMInfo">

  <complexContent>

    <extension base="roap:Extension">

        <sequence>

          <element name="srmInfo" type="base64Binary"/>

        </sequence>

    </extension>

  </complexContent>

</complexType>
5.6.6.3 Extension to RO Response
5.6.6.3.1 SRM ID extension

SRM ID extension in RO Response message represents a Rights Issuer’s intent to issue Rights Object to SRM. If SRM ID extension is used in the RO Response message, DRM Agent MUST check whether the Secure Removable Media that has same identifier with the value of SRM ID extension is ready to receive Rights Object. If SRM is not ready, DRM Agent SHOULD keep the Rights Object for later installation of Rights Object in proper SRM. For the detail of SRM ID extension, refer to the section 5.6.6.2.3.
5.6.6.3.2 Processing RO Response

After a successful verification of the RO request from the DRM Agent, the Rights Issuer sends a RO Response to the Device. While issuing Rights Object to the Secure Removable Media, Rights Issuer finely binds the RO Response message to both the DRM Agent and also to Secure Removable Media. The DRM Agent not only acts like a conduit between Rights Issuer and the Secure Removable Media in the transaction, but also verifies a part of the RO Response as defined in the processing rules described below. The protection of the CEK is a vital aspect of this approach.
To safeguard the interests of the Rights Issuer, DRM Agent MUST perform the following operations when it receives a RO Response <protectedRO> element is bound to Secure Removable Media. The RO Response may contain multiple <protectedRO> elements bound to the Device, DRM 2.0 Domain or Secure Removable Media.
Processing RO Response Rule is as follows:
a) Processing the security elements apart from the <protectedRO> element in the RO Response message remains unchanged from DRM 2.0 specification [DRM 2.0].

b) In case of a Rights Object intended for the Secure Removable Media, the <roap:X509SPKIHash> element of <ds:KeyInfo> element, the child of the <encKey> element MUST identify the Public Key of the Secure Removable Media. The computation of SRMID follows the same pattern of device id of the Device. It is a hash computed over the DER-encoded subjectPublicKeyInfo value from the SRM certificate. The host DRM Agent MUST confirm this association while processing the <protectedRO> element.

c) The DRM Agent MUST interact with the SRM Agent to retrieve the MAC key KMAC by sending the cipher value in the <xenc:CipherValue> element under <encKey> element to the SRM Agent. SRM Agent MUST decrypt the cipher value into KMAC.
d) After decrypting the KMAC, the Secure Removable Media SHALL return only the KMAC using secure session with confidentiality protection, but not the KREK as the <protectedRO> is bound to Secure Removable Media.
e) The retrieved KMAC is used by the host DRM Agent to verify the <mac> element present in the <protectedRO> element.

f) After successful verification of the <mac> element in the <protectedRO> element, the host DRM Agent moves the RO to the Secure Removable Media. SRM Agent MUST install the transferred RO in the Secure Removable Media. 
If any of the steps fail, the host DRM Agent MUST stop further processing of the <protectedRO> element and discard the <protectedRO>, and MAY display proper error message to user of the host device. It is assumed that before interacting with Secure Removable Media the host DRM Agent and the SRM Agent MUST complete any necessary authentication and revocation checks.
A.4 Examples Online Provisioning of Rights Object

A.4.1 ROAP Trigger
The example below is an RO Acquisition trigger sent from the Rights Issuer to the Device for provisioning of Rights Object to the Secure Removable Media. The portion in brown indicates the additional element or changes to RO acquisition trigger compared to DRM 2.0.

<roap-trigger:roapTrigger 

  xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.1"    

  xmlns:roap="urn:oma:bac:dldrm:roap-1.1" version="1.1">

<roap:roAcquisition id="10025">

<riID>

  <keyIdentifier xsi:type="roap:X509SPKIHash">

    <hash>a+eqmhcx5U+B4WrVo80n5nDUIak=</hash> 

  </keyIdentifier>

</riID>

<nonce>aemjH80tTSmFVHBDp6X9TQoJClQ=</nonce> 

<roapURL>http://example.ri.com?id=toSRM</roapURL> 

<roID>ae+eMyabcDeggf</roID> 

<contentID>CONTENTID@example.ri.com</contentID>

<srmID>
       <identifier xsi:type="roap:X509SPKIHash">

<hash>aer+yhnjdkuiolkfjsmlphnm=</hash> 

       </identifier>
</srmID>
</ roap:roAcquisition>

</roap-trigger:roapTrigger>
A.4.2 RO Request
Below example shows a sample RO request sent from the DRM Agent to the Rights Issuer in response to the RO acquisition trigger with <srmID> element. The highlighted portion in red indicates the addition of new elements from DRM 2.0 RO request.
<roap:roRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.1"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T14:20:00Z</time>

    <roInfo>

        <roID>n8yu98hy0e2109eu09ewf09u</roID>

    </roInfo>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>
<!-- extensions for SRM​​ ID -->
   <extensions>

     <extension xsi:type="roap:SRMID">

       <identifier xsi:type="roap:X509SPKIHash">

<hash>aer+yhnjdkuiolkfjsmlphnm=</hash> 

       </identifier>


     </extension>

<!-- extensions SRM Info -->

   <extensions>

     <extension xsi:type="roap:SRMInfo">

        <srmInfo>aex+emfasdfljasdflajdlfioejoladfalkdfjladfjlajsdlfjalsdfjlaioaladfaslll+aAslmklj</srmInfo>

     </extension>

<!-- extension SRM Certificate chain -->

   <extensions>

     <extension xsi:type="roap:SRMCertificateChain">

        <certificate>Axbmmillblfjldfjlasjldfiasmnwydsk=</certificate>

        <certificate>Bsdasdfljoepwedfasldffkasdfjlafjd=</certificate>

    </extension>
  </extensions>

 <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:roRequest>

A.4.3 RO Response

The example RO Response shown below is sent from the Rights Issuer issuing Rights Object intended for the Secure Removable Media. Highlighted portion in red indicates the difference from the DRM 2.0 RO Response message.
<roap:roResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.1"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>
    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <roap:protectedRO>

        <roap:ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0" >

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                        <ds:KeyInfo>

                            <xenc:EncryptedKey>

                                <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                                <ds:KeyInfo>
                                    <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

                                </ds:KeyInfo>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>

                        </ds:KeyInfo>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

            <encKey Id="K_MAC_and_K_REK">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>
                        <hash>aer+yhnjdkuiolkfjsmlphnm=</hash>

                    <roap:X509SPKIHash>
                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

        </roap:ro>

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                          <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                  <ds:Transforms>

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                    </ds:Transforms>
                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>sIo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>

    </roap:protectedRO>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>
    <extensions>

        <extension xsi:type="roap:SRMID">

            <identifier xsi:type="roap:X509SPKIHash">

                <hash>aer+yhnjdkuiolkfjsmlphnm=</hash>

            </identifier>

        </extension>

    </extensions>
    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>
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