Doc# OMA-DLDRM-2006-0421-CR_RI_Public_Key_in_Domain_Context.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2006-0421-CR_RI_Public_Key_in_Domain_Context.doc
Change Request



Change Request

	Title:
	DRM 2.0 – DCF Hash Verification Clarification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC DLDRM

	Doc to Change:
	OMA-TS-DRM-DRM-V2_0-20060303A

	Submission Date:
	15 October 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sulaiman Thompson, Beep Science AS, sulaiman.thompson@beepscience.com

	Replaces:
	n/a


1 Reason for Change

The DRM 2.0 TS currently requires a DRM Agent to store the RI Public Key within its domain context. The reason given for storing the RI public key in the domain context is ambiguous and in fact incorrect. This CR proposes to clarify the need for an RI public key on a device after joining a domain.

OMA-TS-DRM-DRM-V2_0-20060303A, section 5.4.4.1.1 states:

The Domain Context SHALL also contain the RI Public Key for the case when the Domain Context Expiry Time extends beyond the RI Context Expiry Time.
Certainly it is true that the DRM Agent must have the RI Public Key to validate the signature on Domains ROs that may be superdistributed inside a DCF or otherwise. For devices that do not support "certificate caching" it may indeed be necessary to store the RI Public Key in the domain context itself. For devices that do support certificate caching probably the RI Public Key can be stored in the RI Context.
The RI Context Expiry provides no good reason why the Public Key should be stored in the Domain Context. Indeed, the RI Context Expiry must be enforced when installing new Domain ROs, as per section 8.7.2.1:

When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload.  

It is understood that RI Context Expiry has no impact on Domain RO consumption. Therefore the DRM Agent should only pay attention to the RI Context Expiry when installing a new Domain RO. At the time of RO installation we can be sure the RI Context will be valid. The HTTP GET will likely return a Join Domain trigger, and from this trigger the DRM Agent will initiate 4-pass registration to “re-new” it’s RI Context.

Historically, it was agreed in the Conference Call of December 9 2003 that the "device must store RI public key and cert as a result of domain join." No mention of RI Context Expiry was made in that decision.

 

This CR proposes to reword the requirement in section 5.4.4.1.1 as follows:

As Domain ROs are signed the DRM Agent needs to have the RI Public Key to validate distributed Domain ROs. Devices supporting Domains MUST store the RI Public Key in either the Domain Context or RI Context.
To summarize:

· RI Public Key is needed to validate signature on Domain ROs distributed outside of ROAP.

· RI & Domain Context Expiry only affects RO installation.

· Both a valid RI & Domain Context are necessary to install new Domain ROs.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  Section 5.4.4.2 Join Domain Response

5.2.1.1 Join Domain Response

The ROAP-JoinDomainResponse message is sent by an RI to a Device in response to a ROAP-JoinDomainRequest message. This message is the second message in the 2-pass protocol to join a Device to a Domain.

5.2.1.1.1 Message description

	Parameter
	ROAP-JoinDomainResponse



	
	Status = “Success”
	Status  ≠ “Success”

	Status
	M
	M

	Device ID
	M
	-

	RI ID
	M
	-

	Device Nonce
	M
	-

	Domain Info
	M
	-

	Certificate chain
	O
	-

	OCSP Response
	O
	-

	Extensions
	O
	-

	Signature
	M
	-


Table 8: Join Domain Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code as specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-JoinDomainRequest message that triggered this response.

RI ID identifies the RI. The value returned here MUST equal the RI ID sent by the Device in the preceding ROAP-JoinDomainRequest message.
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-JoinDomainRequest. If the Device Nonce is incorrect, the ROAP-Join Domain Response processing will fail and the Device MUST discard the received Join Domain Response PDU. 

Domain Info: This parameter carries Domain keys (encrypted using Device’s public key) as well as information about the maximum lifetime of the Domain. Devices MAY use a shorter lifetime than suggested by the RI.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain.  The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-JoinDomainRequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.

Extensions: The following extension is currently defined for the ROAP-JoinDomainResponse message:

· Hash Chain Support: When this extension is present it indicates that the RI is using the technique of generating Domain Keys through hash chains described in the Domains Section. The RI MUST NOT include this extension in the ROAP-JoinDomainResponse unless the same extension was received in the preceding ROAP-JoinDomainRequest. If the Device receives the Hash Chains Support extension then it needs only store the latest Domain Key for a given Domain.

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3.

· The result of the canonicalization, d, is considered as input to the signature operation

· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The Device MUST verify this signature. A Device MUST NOT accept the Join Domain protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the Join Domain protocol failed the Device MUST NOT store a Domain Context, otherwise the Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain Generation), the Domain Context Expiry Time, the riURL (as stored in the associated RI Context), and, if applicable, an indication that the RI supports hash-chained Domain Keys. . If the process of joining a domain has started with a Domain Trigger that contained the <domainAlias> element, the Domain Context SHALL also contain the Domain Alias. If the Device and RI both support hash chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known generation, otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. As Domain ROs are signed the DRM Agent needs to have the RI Public Key to validate distributed Domain ROs. Devices supporting domains MUST store the RI Public Key in either the Domain Context or the RI Context.

A Device MUST NOT install any Domain ROs for a Domain whose Domain Context has expired. In the case of Unconnected Devices that do not support DRM Time, the Domain Context does not expire and hence has a value that is infinite, as indicated in the DomainInfo:NotAfter element.

NOTE: Rights Issuers should carefully consider the security implications of using the value “Infinite” for Devices that support DRM Time.

A Device MAY have several Domain Contexts with an RI.
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