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1 Reason for Change

Three attribute values are missing from the WBXML Attribute Code Table in section 16:

· “#K_MAC”

· “K_MAC”

· “http://www.w3.org/2001/04/xmlenc#kw-aes128”
New codes are added to the attribute table to represent these values.

Additionally there are a few mistakes in the translation of the XML to WBXML in the ROAP Trigger Example in G.7.
2 Impact on Backward Compatibility

The WBXML encoding is not backward compatible with the encoding used in OMA DRM v1.0. The mime types are sufficient to distinguish between the two. In addition, the object identifier to be used in the header of each WBXML encoded OMA DRM v2.1 document is to be different from the one used in OMA DRM v1.0.
OMA DRM v2.0 Devices and Rights Issuers have no normative requirement to support messages in WBXML format. Hence, sending a WBXML encoded message to an OMA DRM v2.0 recipient will not work. Implementations that do use WBXML should be aware that recipients may not be able to decode WBXML and be able to detect this, and recover from this.

3 Impact on Other Specifications

No impacts on other specification have been identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The working group is encouraged to review this proposal, and to agree it to establish a base line for further work on efficient encoding of XML messages.

6 Detailed Change Proposal

Change 1:  Section 16 – Compact Encoding

16.1 Introduction [Informative]

WBXML 1.3 [WBXML] is a simple method that allows compacting XML documents in a loss-less manner. A WBXML decoder processes a WBXML encoded document by interpreting it byte-by-byte. Some bytes represent decoding instructions, some represent XML element start tags, attribute names or attribute values. The decoding process is stateful. The decoder maintains one global state, which determines whether it is processing elements, or attributes. Within each state, the decoder maintains an independent notion of a selected code page.

16.1.1 Code Pages

Code pages in WBXML have 256 entries. There are 256 separate tag code pages for element processing, and 256 separate attribute code pages for attribute processing. 

Tag code pages are divided into 4 blocks of 64 entries each. The first 5 entries of each block are reserved for processing instructions. These allow, for example, to switch between tag code pages, signal the literal encoding of an element tag unknown to the WBXML encoder, etc. The remaining 59 entries in each block are associated with a particular XML element tag.

The four blocks each have a specific interpretation. The tag entries in the first block have codes 5 to 63 (inclusive). A code from this range is used to signal an XML element without child elements (i.e. no content), and no attributes. For example: <tag></tag>.

The tag entries in the second block have codes 69 to 127 (inclusive). A code from this range signals an XML element  with children elements, but no attributes. For example: <tag><child></child></tag>

The tag entries in the third block have codes 133 to 191 (inclusive). A code from this range signals an XML element  without children elements, but with an attribute list. For example: <tag attribute=value></tag>

Finally, tag entries in the fourth block have codes 197 to 255 (inclusive). A code from this range signals an XML element with children elements as well as an attribute list. For example: <tag attribute=value><child></child></tag>

The attribute code pages are divided in four blocks as well. As with tag code pages, the first 5 entries of each block represent processing instructions. The codes from the first two blocks, with codes 5 to 63 and 69 to 127 all represent attribute names. The codes from the last two blocks, with codes 133 to 191 and 197 to 255 represent attribute values.

16.1.2 String Table

In contexts that use many fixed valued character strings, the WBXML string table is useful. It allows referencing a certain fixed valued string with two bytes. In the OMA DRM context, fixed valued strings are not often used, except as attribute values. Because attribute values have a dedicated representation, the string table is not used.

WBXML Document Format

A WBXML starts with a header signaling:

· the version of the WBXML specification used,

· a document type identifier

· the character set used to encode strings

· a string table.

For this specification, WBXML 1.3 is used. This is signaled by the version byte value 0x03. The document type identifier is different from the one used in OMA DRM v1.0. The identifier “-//OMA//DRM 2.1//EN” is registered by OMNA, and is signaled as the single byte value 0x13 [Note: this value is the next unassigned public identifier from the list (see http://www.openmobilealliance.org/tech/omna/omna-wbxml-public-docid.htm). A formal request to register this number for OMA DLDRM for use in the OMA DRM v2.1 specification must be made].
The character set to be used is UTF-8, signaled as the one byte value 0x6a.

The string table is always empty, this is signaled as four byte values 0x00 (representing a string table length of 0).

Following the header, there is a body. This is a sequence of codes from the code pages, signaling processing instructions, element tags, attribute names and values. The decoder starts with tag code page 0, and attribute code page 0.

16.2 Attribute Code Pages

There is one attribute code page defined. This holds attribute names and attribute values.

	“-//OMA/DRM 2.1//EN” – Attribute Code Page 0

	Attribute Name
	WBXML Attribute Code
	
	Attribute Value
	WBXML Attribute Value Code

	xsi:type
	5
	
	"urn:oma:bac:dldrm:roap-1.0"
	85

	xmlns:roap
	6
	
	"http://odrl.net/1.1/ODRL-EX"
	86

	xmlns:xsi
	7
	
	"http://odrl.net/1.1/ODRL-DD"
	87

	xmlns:xenc
	8
	
	"http://www.openmobilealliance.com/oma-dd"
	88

	xmlns:ds
	9
	
	"http://www.w3.org/2000/09/xmldsig#"
	89

	xmlns:o-ex
	A
	
	"http://www.w3.org/2001/04/xmlenc#"
	8A

	xmlns:o-dd
	B
	
	"http://www.w3.org/2001/XMLSchema"
	8B

	xmlns:oma-dd
	C
	
	"roap:X509SPKIHash"
	8C

	version
	D
	
	"http://www.w3.org/2000/09/xmldsig#sha1"
	8D

	proxy
	E
	
	"http://www.w3.org/2001/10/xml-exc-c14n#"
	8E

	id
	F
	
	"http://www.w3.org/2000/09/xmldsig#hmac-sha1"
	8F

	Id
	10
	
	http://www.w3.org/2001/04/xmlenc#kw-aes128
	90

	algorithm
	11
	
	"1.0"
	91

	Algorithm
	12
	
	"2.0"
	92

	URI
	13
	
	"2.1"
	93

	
	
	
	"K_MAC"
	94

	
	
	
	"#K_MAC"
	95


All attribute code pages 1 to 127 in the context of the public identifier “-//OMA//DRM 2.1//EN” are reserved for future use by OMA. Within that same context, and within attribute code page 0, attribute name codes from the range 21-3F and 45-7F as well as attribute value codes from the range BA-BF  and C5-FF are reserved for future use by OMA.

16.3 Tag Code Pages

16.3.1 ROAP Trigger Context

The element tag code page defined in this section is to be used together with attribute code page 0 to encode and decode ROAP Triggers. Since decoding starts with tag code page 0, this means that for ROAP Triggers, no switch is required to its specific code page.

	“-//OMA/DRM 2.1//EN” – Tag Code Page 0

	
	WBXML Tag Codes

	Tag Name
	No content

No attributes
	Content

No attributes
	No Content

Attributes
	Content

Attributes

	roap:roapTrigger
	5
	45
	85
	C5

	registrationRequest
	6
	46
	86
	C6

	roAcquisition
	7
	47
	87
	C7

	joinDomain
	8
	48
	88
	C8

	leaveDomain
	9
	49
	89
	C9

	signature
	A
	4A
	8A
	CA

	encKey
	B
	4B
	8B
	CB

	riID
	C
	4C
	8C
	CC

	riAlias
	D
	4D
	8D
	CD

	nonce
	E
	4E
	8E
	CE

	roapURL
	F
	4F
	8F
	CF

	domainID
	10
	50
	90
	D0

	domainAlias
	11
	51
	91
	D1

	roap:domainID
	12
	52
	92
	D2

	roID
	13
	53
	93
	D3

	roAlias
	14
	54
	94
	D4

	contentID
	15
	55
	95
	D5

	roap:X509SPKIHash
	16
	56
	96
	D6

	keyIdentifier
	17
	57
	97
	D7

	hash
	18
	58
	98
	D8

	ds:SignedInfo
	19
	59
	99
	D9

	ds:SignatureValue
	1A
	5A
	9A
	DA

	ds:KeyInfo
	1B
	5B
	9B
	DB

	ds:CanonicalisationMethod
	1C
	5C
	9C
	DC

	ds:SignatureMethod
	1D
	5D
	9D
	DD

	ds:Reference
	1E
	5E
	9E
	DE

	ds:RetrievalMethod
	1F
	5F
	9F
	DF

	ds:Transforms
	20
	60
	A0
	E0

	ds:DigestMethod
	21
	61
	A1
	E1

	ds:DigestValue
	22
	62
	A2
	E2

	ds:Transform
	23
	63
	A3
	E3

	xenc:EncryptionMethod
	24
	64
	A4
	E4

	xenc:CipherData
	25
	65
	A5
	E5

	xenc:CipherValue
	26
	66
	A6
	E6

	meteringReport
	27
	67
	A7
	E7

	identificationRequest
	28
	68
	A8
	E8

	
	
	
	
	


In the context of the public identifier “-//OMA//DRM 2.1//EN”, within tag code page 0, tag codes from the range 27-3F, 67-7F, A7-BF and E7-FF are reserved for future use by OMA.

16.4 Processing

16.4.1 MIME Type

ROAP Triggers encoded in WBXML format are identified with the following mime type:

· application/vnd.oma.drm.roap-trigger+wbxml
(DRM ROAP Trigger)

16.4.2 Binary Data Representation

Binary data is not used in Exclusive Canonical ROAP Triggers. However Rights Issuers MAY use opaque data to represent whitespace in the canonical XML

16.4.3 base64Binary Representation

Some elements in Exclusive Canonical ROAP Triggers hold base64Binary data. Such data is encoded in the WBXML form directly as a literal string. This does not achieve maximum efficiency but intended to simplify the processing of the WBXML decoder.

16.4.4 Rights Issuer

Rights Issuers MAY support WBXML encoding of ROAP Triggers. 

Rights Issuers are recommended not to embed whitespace between elements in ROAP Triggers that are to be WBXML encoded.

16.4.5 Device

Devices MUST support WBXML decoding of ROAP Triggers.

If a Device supports WBXML decoding of ROAP PDUs, it must signal this in the HTTP Accept header of any of its requests by including the applicable mime type (application/vnd.oma.drm.roap-trigger+wbxml).

16.4.6 Normal Processing and Transcoding

After receiving a message in WBXML format, and if that message in WBXML format is supported by the recipient, that recipient MUST decode the message into Exclusive Canonical XML format before any other processing is applied. 

Change 2:  G.7.1 ROAP Trigger

This example shows the annotated WBXML encoding of a ROAP Trigger. Note that the trigger is in Exclusive Canonical form.  To improve the readability, whitespace has been added between the elements, but it should be understood that the trigger that is encoded into WBXML has no whitespace between the elements (should whitespace be present, then that would be encoded as opaque data). 

<roap:roapTrigger xmlns:roap="urn:oma:bac:dldrm:roap-1.0" version="1.0">

  <leaveDomain>

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>IMUjt0T7l2mSweqebvQyZp89fqI=</hash>

      </keyIdentifier>

    </riID>

    <nonce>SnVzdCBBIE5vbmNlICE=</nonce>    

    <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

    <domainID>Domain-XYZ-001</domainID>

  </leaveDomain>

  <signature>

    <ds:SignedInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:CanonicalizationMethod>

      <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"></ds:SignatureMethod>

      <ds:Reference URI="#de32r23r4">

        <ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:Transform>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></ds:DigestMethod>

        <ds:DigestValue>e9lNNPV9OzBDdAkkvnSYLVUqg5o=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">Tm8gSE1BQy1TSEExIHJlc3VsdCE=</ds:SignatureValue>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:RetrievalMethod URI="#K_MAC"></ds:RetrievalMethod>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"></xenc:EncryptionMethod>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <roap:domainID>Domain-XYZ-001</roap:domainID>

    </ds:KeyInfo>

    <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

      <xenc:CipherValue>Tm90IGEgd3JhcHBlZCBNQUMga2V5ISEh</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap:roapTrigger>

This is encoded to the following WBXML document:

	WBXML code 
(hexadecimal)
	Description

	03
	WBXML version number – WBXML version 1.3

	13
	Public identifier (-//OMA// DRM 2.1//EN)

	6A
	Charset = UTF-8

	00
	String table length = 00 (empty string table)

	C5
	<roap:roapTrigger

	06
	xmlns:roap=

	85
	"urn:oma:bac:dldrm:roap-1.0" (attribute value)

	0D
	version=

	91
	"1.0" (attribute value)

	01
	>

	C9
	<leaveDomain

	0F
	id=

	03
	STR_I (inline string followed by a terminator)

	22 64 65 33 32 72 32 33 72 34 22 00
	"de32r23r4" + string terminator

	01
	>

	4C
	<riID>

	D7
	<keyIdentifier

	05
	xsi:type=

	8C
	"roap:X509SPKIHash"

	01
	>

	58
	<hash> 

The <hash>…</hash> value is base64 encoded and is encoded as an inline string.

	03
	STR_I (inline string followed by a terminator)

	49 4d 55 6a 74 30 54 37 6c 32 6d 53 77 65 71 65 62 76 51 79 5a 70 38 39 66 71 49 3d 00
	Base64binary hash value: ‘IMUjt0T7l2mSweqebvQyZp89fqI=’

	01
	</hash>

	01
	</keyIdentifier>

	01
	</riID>

	4E
	<nonce>

	03
	STR_I (inline string followed by a terminator)

	53 6e 56 7a 64 43 42 42 49 45 35 76 62 6d 4e 6c 49 43 45 3d 00
	Base64binary \nonce value: ‘SnVzdCBBIE5vbmNlICE=’

	01
	</nonce>

	4F
	<roapURL>

	03
	STR_I string literal, followed by a terminator

	68 74 74 70 3a 2f 2f 72 69 2e 65 78 61 6d 70 6c 65 2e 63 6f 6d 2f 72 6f 2e 63 67 69 3f 74 69 64 3d 71 77 36 38 33 68 67 65 77 37 64 00
	http://ri.example.com/ro.cgi?tid=qw683hgew7d

	01
	</roapURL>

	50
	<domainID>

	03
	STR_I string literal, followed by a terminator

	44 6f 6d 61 69 6e 2d 58 59 5a 2d 30 30 31 00
	Domain-XYZ-001

	01
	</domainID>

	01
	</leaveDomain>

	4A
	<signature>

	D9
	<ds:SignedInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	90
	<ds:CanonicalisationMethod

	12
	Algorithm=

	8E
	"http://www.w3.org/2001/10/xml-exc-c14n#"

	01
	></ds:CanonicalisationMethod> 

Note that because this tag was started as ‘No content, with attributes’, it means that the termination of the attribute list also signals the termination of the element, hence the presence of the end tag in the canonical XML document.

	91
	<ds:SignatueMethod

	12
	Algorithm=

	8F
	"http://www.w3.org/2000/09/xmldsig#hmac-sha1"

	01
	></ds:SignatureMethod>

	DE
	<ds:Reference

	13
	URI=

	03
	STR_I (inline string followed by a terminator)

	22 23 64 65 33 32 72 32 33 72 34 22 00
	"#de32r23r4" + string terminator

	01
	>

	60
	<ds:Transforms>

	A3
	<ds:Transform

	12
	Algorithm=

	8E
	"http://www.w3.org/2001/10/xml-exc-c14n#"

	01
	></ds:Transform>

	01
	</ds:Transforms>

	A1
	<ds:DigestMethod

	12
	Algorithm=

	8D
	"http://www.w3.org/2000/09/xmldsig#sha1"

	01
	></ds:DigestMethod>

	62
	<ds:DigestValue>

	03
	STR_I (inline string followed by a terminator)

	65 39 6c 4e 4e 50 56 39 4f 7a 42 44 64 41 6b 6b 76 6e 53 59 4c 56 55 71 67 35 6f 3d 00
	Equivalent to the base64Binary ‘e9lNNPV9OzBDdAkkvnSYLVUqg5o=’

	01
	</ds:DigestValue>

	01
	</ds:Reference>

	01
	</ds:SignedInfo>

	DA
	<ds:SignatureValue

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	03
	STR_I (inline string followed by a terminator)

	54 6d 38 67 53 45 31 42 51 79 31 54 53 45 45 78 49 48 4a 6c 63 33 56 73 64 43 45 3d 00
	base64Binary signatureValue: ‘Tm8gSE1BQy1TSEExIHJlc3VsdCE=’

	01
	</ds:SignatureValue>

	DB
	<ds:KeyInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	9F
	<ds:RetrievalMethod

	13
	URI=

	95
	"#K_MAC"

	01
	></ds:RetrievalMethod>

	01
	</ds:KeyInfo>

	01
	</signature>

	CB
	<encKey

	10
	Id=

	94
	"K_MAC"

	01
	>

	A4
	<xenc:EncryptionMethod

	12
	Algorithm=

	90
	"http://www.w3.org/2001/04/xmlenc#kw-aes128" 

	01
	></xenc:EncryptionMethod>

	DB
	<ds:KeyInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	52
	<roap:domainID>

	03
	STR_I string literal, followed by a terminator

	44 6f 6d 61 69 6e 2d 58 59 5a 2d 30 30 31 00
	Domain-XYZ-001

	01
	</roap:domainID>

	01
	</ds:KeyInfo>

	E5
	<xenc:CipherData

	08
	xmlns:xenc=

	8A
	"http://www.w3.org/2001/04/xmlenc#"

	01
	>

	66
	<xenc:CipherValue>

	03
	STR_I string literal, followed by a terminator

	54 6d 39 30 49 47 45 67 64 33 4a 68 63 48 42 6c 5a 43 42 4e 51 55 4d 67 61 32 56 35 49 53 45 68 00
	base64Binary cipherValue:  ‘Tm90IGEgd3JhcHBlZCBNQUMga2V5ISEh’

	01
	</xenc:CipherValue>

	01
	</xenc:CipherData>

	01
	</encKey>

	01
	</roap:roapTrigger>


This trigger in WBXML format requires 346 bytes. In Exclusive Canonical form, it requires 1656 bytes. This compact representation achieves a savings of around 79%.
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