Doc# OMA-DLDRM-2007-0007R01-CR_SRM_CRLInfo_Exchange.doc[image: image6.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2007-0007R01-CR_SRM_CRLInfo_Exchange.doc
Change Request



Change Request

	Title:
	SRM CRL Information Exchange
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SRM-V1_0-20070202-D.doc

	Submission Date:
	2 Mar 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Yunsang Oh, Samsung Electronics, yunsang.oh@samsung.com
Atsushi Minemura, Panasonic, minemura.atsushi@jp.panasonic.com
Bill Scales, Panasonic, scales@ts-group.com

	Replaces:
	n/a


1 Reason for Change

Before exchanging CRLs, DRM Agent and SRM Agent compare CRL numbers to determine if a CRL supersedes another. This CR proposes a protocol to recognize it. When a threshold reaches, this protocol can be used in order to replace CRL(s) with newer CRL(s).
This revision includes OCSP processing step to deliver DRM time information to SRM so that SRM Agent checks the freshness of received CRL(s).
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes in the SRM TS.
6 Detailed Change Proposal

Change 1:  5.5.5.1 CRL Information Exchange
5.5.5 Revocation Status Checking
The revocation status checking is performed based on the following principles.
· During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL).
· The functions defined in chapter 오류! 참조 원본을 찾을 수 없습니다. are allowed until a particular threshold is reached.
· Trust model sets thresholds.
· Once a threshold is reached, one or more of the functions in chapter 오류! 참조 원본을 찾을 수 없습니다. can be blocked.
· When the entity (DRM Agent or SRM Agent) receives a fresh CRL, then it resets its threshold counters. Once the threshold counters are reset, the blocked functions of chapter 오류! 참조 원본을 찾을 수 없습니다. are unblocked.
Editor’s Note:

Mutual authentication will be defined

Protocol to realize the certificate revocation status checking will be defined

Unblocking procedures, including receiving fresh CRL, will be defined.

Types of thresholds will be defined

For the DRM Agent and SRM Agent to replace old CRL with new CRL, this document specifies protocols for the following purposes:

· CRL Information Exchange (Refer to 5.5.5.1)
· The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in Device supersede CRL(s) in SRM or vice versa.
· OCSP Nonce (Refer to 5.5.5.2)

The DRM Agent requests a nonce from the SRM Agent. The DRM Agent uses the nonce for the OCSP request so that the SRM Agent can be provided with the current DRM time and check the revocation status of the Device.
· OCSP Response Processing (Refer to 5.5.5.3)

The DRM Agent to pass an OCSP response to the SRM Agent that includes the revocation status of the DRM Agent and the DRM time
· CRL Delivery from Device to SRM (Refer to 5.5.5.4)

The DRM Agent sends its CRL(s) to the SRM Agent. The SRM Agent replaces the CRL(s) stored in the SRM itself with the received CRL(s).

· CRL Delivery from SRM to Device (Refer to 5.5.5.5)

The DRM Agent retrieves CRL(s) in SRM, and replaces its stored CRL(s) with the retrieved CRL(s).

A trust authority may determine whether the OCSP responder provides the revocation status of Devices. If the OCSP responder provides the revocation status of Devices, the DRM Agent SHOULD support the following:

· Communication protocol between the OCSP responder and DRM Agent (The protocol is defined by a trust authority)
· OCSP nonce request in chapter 5.5.5.2
· OCSP request generation with the OCSP nonce
· OCSP response processing message between the DRM Agent and SRM Agent in chapter 5.5.5.3
If the OCSP responder provides the revocation status of Devices, the SRM Agent SHOULD also support the following:

· OCSP nonce request in chapter  5.5.5.2
· OCSP response processing in chapter 5.5.5.3
The CRL(s) are updated by the following procedures.
· Step 1: The CRL information exchange function in chapter 5.5.5.1 is executed.
· Step 2: If the DRM Agent supports the OCSP responder – DRM Agent communication, then the DRM Agent MAY pass the OCSP response to the SRM Agent by using the OCSP Nonce request function in chapter 5.5.5.2 and OCSP response processing function in chapter 5.5.5.3.
· Step 3: If the CRL information exchange function finds that CRL(s) must be updated, then the CRL delivery function in chapter 5.5.5.4 or 5.5.5.5 is used.
If CRL(s) are updated by the above procedures or CRL(s) need not be updated, then all the threshold counters are reset.
5.5.5.1 CRL Information Exchange

[image: image1.emf]DRM Agent SRM Agent

1

CRLInformationExchangeRequest

CRLInformationExchangeResponse


Figure 1: Sequence Diagram – CRL Information Exchange
The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in the Device supersede CRL(s) in the SRM or if CRL(s) in the SRM supersede CRL(s) in the Device. The parameters of the request are defined in Table 1.
Table 1: Parameters of CRLInformationExchangeRequest
	Parameters
	Protection Requirement
	Description

	List of CRL Information
	No
	CRL Information is a pair of CRL Issuer ID and CRL Number. The List of the CRL Information contains CRL Information of all CRLs in a device.

CRL Issuer ID is the 160-bit SHA-1 hash of the public key corresponding to the private key used to sign the CRL (i.e. the keyIdentifier field of the authorityKeyIdentifier component in the CRL). The default hash algorithm is SHA-1.

CRL Number is the value contained in the CRL number extension of the referenced CRL. This value is used to determine when a particular CRL supersedes another CRL.


Upon receiving the CRLInformationExchangeRequest, the SRM Agent compares each element in the List of CRL Information received from the Device with the SRM’s list. If the CRL Issuer IDs are identical, then the CRL numbers are compared to determine if the Device’s CRL supersedes the CRL stored in the SRM.

After the completing the action, the SRM Agent sends the CRLInformationExchangeResponse to the DRM Agent. The parameters of the response are defined in Table 2.
If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the CRLInformationExchangeResponse contains the error cases in Table 3.
Table 2: Parameters of CRLInformationExchangeResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 3

	List of CRL Information
	No
	CRL Information is a pair of CRL Issuer ID and CRL Number. The List of the CRL Information contains CRL Information of all CRLs in the SRM.

CRL Issuer ID is the 160-bit SHA-1 hash of the public key corresponding to the private key used to sign the CRL (i.e. the keyIdentifier field of the authorityKeyIdentifier component in the CRL). The default hash algorithm is SHA-1.

CRL Number is the value contained in the CRL number extension of the referenced CRL. This value is used to determine when a particular CRL supersedes another CRL.


Table 3: Error Code of CRLInformationExchangeResponse
	Error Code
	Description

	No Error
	No error

	CRL Update Needed
	The SRM Agent recognized that CRL(s) in the SRM is older than CRL(s) in the Device. When the DRM Agent receives this error code, the DRM Agent SHOULD send the new CRL(s) to the SRM by using the CRL delivery protocol in chapter 5.5.5.4.

	Unknown Error
	The SRM Agent fails to retrieve the CRL Information.


Upon receiving the CRLInformationExchangeResponse, the DRM Agent compares each element in the List of CRL Information received from the SRM with the Device’s list. If the CRL Issuer IDs are identical, then the CRL numbers are compared to determine if the SRM’s CRL supersedes the CRL stored in the Device or if the Device’s CRL supersedes the CRL stored in the SRM.
If the DRM Agent finds that a CRL in the Device supersedes a CRL in the SRM from the same CRL issuer, the DRM Agent SHOULD transfer the new CRL to the SRM using the CRL delivery function as specified in chapter 5.5.5.4.

If the DRM Agent finds that a CRL in the SRM supersedes a CRL in the Device from the same CRL issuer, the DRM Agent SHOULD transfer the new CRL to the Device using the CRL delivery function as specified in chapter 5.5.5.5.
5.5.5.2 OCSP Nonce
This chapter is valid for only the DRM Agent that supports the OCSP responder – DRM Agent communication.
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Figure 2: Sequence Diagram - OCSP Nonce
The DRM Agent sends the OCSPNonceRequest to request the SRM Agent to generate a nonce. There are no parameters included in this request
Upon receiving the OCSPNonceRequest, the SRM Agent generates a nonce (i.e. OCSP Nonce) and returns the value by sending the OCSPNonceResponse to the DRM Agent. The parameters of the response are defined in Table 4. 
If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the OCSPNonceResponse contains the error cases in Table 5.
Table 4: Parameters of OCSPNonceResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 5

	OCSP Nonce
	No
	This is a number randomly generated by the SRM Agent.

	OCSP Responder Key Identifier: 


	No
	This parameter identifies a trusted OCSP responder key stored in the SRM. If the identifier matches the key in the certificate used by the Device’s OCSP responder, the DRM Agent MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the SRM.


Table 5: Error Code of CRLInformationExchangeResponse
	Error Code
	Description

	No Error
	No errors during the action

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	Unknown Error
	The SRM Agent fails to generate the OCSP nonce.


Upon receiving the response, the DRM Agent generates a nonce based OCSP request for its own certificate (using the OCSP nonce provided by the SRM Agent) and sends it to the OCSP responder. The OCSP nonce is identified by the object identifier id-pkix-ocsp-nonce, while the extnValue is the value of the nonce. 
If the DRM Agent fails to receive the response, or finds an error by referring to the Error Code, then the DRM Agent aborts this function.
If the SRM doesn’t support the OCSP response processing, it MUST return the error code - OCSP Not Supported. In this case, the DRM Agent MUST NOT send an OCSP request to the OCSP responder and MUST NOT perform the OCSP response processing in chapter 5.5.5.3.
5.5.5.3 OCSP Response Processing

This chapter is valid for only the DRM Agent that supports the OCSP responder – DRM Agent communication.
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Figure 3: Sequence Diagram - OCSP Processing
Upon receiving the OCSP response from the OCSP responder, the DRM Agent sends the OCSPProcessRequest to pass the response to the SRM Agent. The parameters of the request are defined in Table 6.
Table 6: Parameters of OCSPProcessRequest
	Parameters
	Protection Requirement
	Description

	OCSP Response
	No
	OCSP Response contains the revocation status of the DRM Agent, the current DRM time, and the OCSP Nonce transferred by the OCSPNonceResponse as specified in chapter 5.5.5.2.


Upon receiving OCSPProcessRequest, the SRM Agent verifies the OCSP response. The SRM Agent MUST verify that the OCSP-provided status of all revocable certificates in the Device certificate chain is good. The SRM Agent MUST be able to detect that an OCSP responder certificate is non-revocable through the use of the id-pkix-ocsp-nocheck extension as specified in [OMADRMv2]. The determination of which certificates in a Device certificate chain are revocable is deemed to be part of the trust model of the root of trust of that chain. In case the root of trust does not specify such a policy, the SRM SHALL assume a default model. In the default model only the Device certificate is revocable and requires an OCSP response to prove its status.
SRM Agents MUST be able to match a nonce sent for OCSP purposes in the OCSPNonceResponse (in chapter 5.5.5.2) with a nonce in the received OCSP Response.
With the OCSP response, the SRM Agent is able to verify the revocation status of the DRM Agent certificate during the MAKE process in chapter xx and can check the freshness of the CRL(s) during the CRL Delivery from the Device in chapter XX based on the time in the OCSP response.
The SRM Agent then sends the OCSPProcessResponse. The parameters of the response are defined in Table 7.
Table 7: Parameters of OCSPProcessResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 8


If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the OCSPProcessResponse contains the error cases in Table 8.
Table 8: Error Code of OCSPProcessResponse
	Error Code
	Description

	No Error
	OCSP response is verified successfully.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	OCSP Response Verification Failed
	The SRM Agent fails to verify the OCSP response.

	Invalid OCSP Nonce
	The OCSP nonce in the OCSP response is not identical with the OCSP nonce generated by the SRM Agent.

	Unknown Error
	Other errors


If the DRM Agent fails to receive the response, or finds an error by referring to the Error Code, then the DRM Agent aborts this function.
If the SRM doesn’t support the OCSP response processing, it MUST return the error code - OCSP Not Supported.

5.5.5.4 CRL Delivery from Device to SRM
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Figure 4: Sequence Diagram – CRL Delivery from Device to SRM
The DRM Agent sends the CRLUpdateRequest to replace the current CRL in the SRM with the CRL in the Device. The parameters of the request are defined in Table 9.
Table 9: Parameters of CRLUpdateRequest
	Parameters
	Protection Requirement
	Description

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to 오류! 참조 원본을 찾을 수 없습니다.


Upon receiving the CRLUpdateRequest, the SRM Agent verifies the signature over the CRL. If the signature of the CRL is valid, and the received CRL is newer than the CRL of the SRM, then the SRM Agent replaces the current CRL in the SRM with the received CRL. The CRL numbers are compared to determine if the received CRL supersedes the CRL stored in the SRM.
The SRM Agent can recognize the CRL issuer by referring to the authorityKeyIdentifier component in the CRL.
In case the SRM Agent received a valid OCSP response as specified in chapter 5.5.5.2 and 5.5.5.3, the SRM Agent checks if the producedAt time of the OCSP response is between the thisUpdate time and nextUpdate time of the received CRL. 
The SRM Agent then sends the CRLUpdateResponse. The parameters of the response are defined in Table 10.

Table 10: Parameters of CRLUpdateResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 11


If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the CRLUpdateResponse contains the error cases in Table 11.
Table 11: Error Code of CRLUpdateResponse
	Error Code
	Description

	No Error
	CRL is updated in SRM successfully

	Old CRL
	CRL in the request is older than the CRL in SRM, or the nextUpdate time of the received CRL is older than the producedAt time of the OCSP response.

	CRL Verification Failed
	The verification of the signature over CRL is failed.

	Unknown Error
	Other errors


5.5.5.5 CRL Delivery from SRM to Device
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Figure 5: Sequence Diagram – CRL Delivery from SRM to Device

The DRM Agent sends the CRLRetrievalRequest to retrieve the CRL in the SRM. The parameters of the request are defined in Table 12.
Table 12: Parameters of CRLRetrievalRequest
	Parameters
	Protection Requirement
	Description

	CRL Issuer ID
	No
	The 160-bit SHA-1 hash of the public key corresponding to the private key used to sign the CRL (i.e. the keyIdentifier field of the authorityKeyIdentifier component in the CRL).


Upon receiving the CRLRetrievalRequest, the SRM Agent retrieves the CRL stored in the SRM that corresponds to the CRL Issuer ID.
The SRM Agent then sends the CRLRetrievalResponse to carry the result of the action. The parameters of the response are defined in Table 13.

Table 13: Parameters of CRLRetrievalResponse
	Parameters
	Protection Requirement
	Description

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to 오류! 참조 원본을 찾을 수 없습니다.

	Error Code
	No
	Refer to Table 14 


Upon receiving the CRLRetrievalResponse, the DRM Agent verifies the signature over the CRL. If the signature of the CRL is valid, and the retrieved CRL is newer than the CRL of the Device, then the DRM Agent replaces the current CRL in the Device with the retrieved CRL. The CRL numbers are compared to determine if the received CRL supersedes the CRL stored in the Device.
The Error Code parameter of the CRLRetrievalResponse contains the error cases in Table 14.
Table 14: Error Code of CRLRetrievalResponse
	Error Code
	Description

	No Error
	CRL is retrieved from SRM successfully

	CRL Not Found
	There is no CRL corresponding to the CRL Issuer ID.

	Unknown Error
	Other errors
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