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1 Reason for Change

This CR document aims to add digital signature parameter in the MeteringReportResponse PDU.
If there is no signature on the response message, the RI cannot be authenticated and message’s integrity cannot be verified by the device. Hence other malicious third entity can pretend Rights Issuer, and this presumably will lead to lack of security. Especially since the metering report information will be removed by reception of success MeteringReportResponse, it’s import to check if valid RI sent the response.
Also, to verify the added signature of MeteringReportResponse message, freshness of RI certificate should be guaranteed. But in the case where device doesn’t have CRL or cached OCSP response for the RI certificate, it cannot verify signature properly. Hence OCSP Response is required at the device’s perspective. We propose to obtain such OCSP Response for RI certificate from RI through the MeteringReportResponse message.
Changes in the R01: The reportNonce parameter is removed. Since the purpose of reportNonce is to check authenticity of RI and signature does this, there’s no need to have the reportNonce parameter.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM SWG to agree this document and properly incorporate into TS document.
6 Detailed Change Proposal

Change 1:  Change the section 5.4.6
5.4.6 The 2-pass Metering Report Protocol

The Metering Report protocol is the protocol by which a Device submits Metering Reports to the RI. The protocol assumes an existing RI Context with the RI that issued the ROs for which the associated Metering Information will be reported.  
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Figure 9: The 2-pass Metering Report Protocol
Change 2:  Change the section 5.4.6
5.4.6 Metering Report

5.4.6.1 MeteringReportSubmit

The ROAP-MeteringReportSubmit message is sent from a Device to an RI to send a Metering Report. This message is the first message of the 2-pass Metering Report protocol.

5.4.6.1.1 Message description

	ROAP-MeteringReportSubmit

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Report Time
	M

	MeteringReport
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 14: Metering Report Submit Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1.

RI ID identifies the RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.12.

Report Time is the current DRM Time, as seen by the Device.

MeteringReport: contains the encrypted Metering Report. 

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. 

Extensions: 
Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.
Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

The message except the Signature element is canonicalized according to Section 5.3.3.

The result of the canonicalization, d, is considered as input to the signature operation. 

The RI MUST verify the signature on the ROAP-MeteringReportSubmit message.  A RI MUST NOT accept the Metering Information stored in a Metering Report if it can not verify the signature,

5.4.6.1.2 Message syntax

The <meteringReportSubmit> element specifies the ROAP-MeteringReportSubmit message. It has complex type roap:MeteringReportSubmit, which extends the basic roap:Request type.

<element name="meteringReportSubmit" type="roap:MeteringReportSubmit"/>

<complexType name="MeteringReportSubmit">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to submit a metering Report.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="dateTime"/>

        <element name="meteringReport">

          <complexType>

            <sequence>

              <element name="encryptedMeteringReport" type="xenc:EncryptedDataType”/>

              <element name="encKey" type="xenc:EncryptedKeyType"/>

              <element name="mac" type="base64Binary"/>

            <sequence>

          </complexType>

        </element>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The <deviceID> element is of type roap:Identifier and SHALL identify the issuing Device.

The <encKey> element of the <meteringReport> element is of type xenc:EncryptedKeyType from [XML-Enc]. It consists of a wrapped concatenation of a MAC key, KMAC and a Metering Encryption Key, KMEK. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> element inside the <encryptedMeteringReport> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. For further information on packaging the MAC key and the Metering Encryption key, see the Key Management discussion in section 7.  The <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying the RIs Public Key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in the RIs Certificate
The <mac> element MUST be present.  The <mac> element provides key-confirmation through a MAC on the canonical version according to Section 5.3.3 of the <meteringReport> element (excluding the <mac> element) using the MAC key KMAC wrapped in the <encKey> element, the MAC algorithm SHALL be the same algorithm that was negotiated as part of the registration with the RI i.e. the MAC algorithm stored in the RI Context.

The following schema fragment defines the meteringReportType, which holds the Full Metering Report (formatted as defined in section 11.4) and  SHALL be encrypted using [XML-Enc], the resultant encrypted data will be present in the <encryptedMeteringReport> element of the MeteringReportSubmit message.

<complexType name="meteringReportType">

  <sequence>


    <element name="rawMeteringReportData" type=" string"/>

    <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

  <sequence>

</complexType>

Future versions of OMA DRM MAY define additional metering information to be located in the <meteringReportType> after the <rawMeteringReportData> element (validating against the <any/> element). Unknown elements MUST be disregarded.

5.4.6.2 MeteringReportResponse

The ROAP-MeteringReportResponse message is sent from the RI to the Device in response to a ROAP-MeteringReportSubmit message.

5.4.6.2.1 Message description

	Parameter
	ROAP-MeteringReportResponse



	Status
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	
	

	Certificate Chain
	O

	OCSP Response
	O

	Extensions 
	O

	Signature
	M


Table 15: Metering Report Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the ROAP-MeteringReportSubmit message that triggered this response.

RI ID identifies the RI. The value MUST equal the RI ID sent by the Device in the preceding ROAP-MeteringReportSubmit message. 

Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-MeteringReportSubmit. If the Device Nonce is incorrect, the ROAP-MeteringReportResponse processing will fail and the Device MUST discard the received MeteringReportResponse PDU. 


Certificate Chain: This parameter MUST be present unless a preceding ROAP-MeteringReportSubmit message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain.  The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-MeteringReportSubmit (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.

Extensions: The following extensions are currently defined for the ROAP-MeteringReportResponse message:

Post Response URL: This allows an RI to bind a subsequent RO acquisition or other ROAP session to the execution of the Metering Report protocol.
Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

The message except the Signature element is canonicalized according to Section 5.3.3.

The result of the canonicalization, d, is considered as input to the signature operation

The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The Device MUST verify this signature. A Device MUST NOT accept the Metering Report protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good.
5.4.6.2.2 Message syntax

The <MeteringReportResponse> element specifies the ROAP-MeteringReportResponse message. It has complex type roap:MeteringReportResponse, which extends the basic roap:Response type.

<element name="meteringReportResponse" type="roap:MeteringReportResponse"/>

<complexType name="MeteringReportResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a meteringReportSubmit message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="deviceNonce" type="roap:Nonce"/>


<element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

<element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

<element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the Post Response URL extension:

<complexType name="postResponseURL">

  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <element name="prURL" type=”anyURI”/>

      <sequence>

    </extension>

  </complexContent>

</complexType>
prURL specifies a URL.  The value of the <prURL> element MUST be a URL according to [RFC2396].  A successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger. If the value of the <prURL> element is a HTTP URL, the Device MUST send an HTTP GET request to the URL, if the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.

The critical attribute SHALL be present and the value of the attribute SHALL be “true” and this extension MUST be supported by the Device.

Change 3:  Change the section 11.2
11.2 Processing of ROAP-MeteringReportSubmit Message

If the RI receives a ROAP-MeteringReportSubmit message then the RI MUST respond with an appropriate ROAP-MeteringReportResponse message.  

If the RI receives a ROAP-MeteringReportSubmit message it MUST first check that it has a valid Device Context with the Device sending the Metering Report by checking the value of DeviceID element of the ROAP-MeteringReportSubmit message.  

If the RI does not have a valid Device Context the RI MUST: 

· Return a ROAP-MeteringReportResponse message with the value of the <status> element equal to NotRegistered. 

If the RI has a valid Device Context it MUST:

· Check the Device Time as sent in the <time> element of the ROAP-MeteringReportSubmit message.  If the RI does not consider this to accurate the RI MUST: 

· Return a ROAP-MeteringReportResponse with the status set to an appropriate value i.e. ‘DeviceTimeError.’

· If the RI considers the Devices DRM Time to be accurate the RI MUST Validate the signature on the MeteringReport.  

· If the RI can not validate the Device signature on the ROAP-MeteringReportSubmit message the RI MUST: 

· Return a ROAP-MeteringReportResponse with the status set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’. 

· If the RI can validate the Device signature the RI MUST validate the MAC on the Metering Report. 

· If the RI successfully validates the MAC the RI MUST decrypt the contents of the Metering Report as specified in section 11.4.2. In this case the value of the <status> element MUST be ‘Success’.  If the RI can not decrypt the Metering Report the RI MUST return a ROAP-MeteringReportResponse with the value of the <status> element  set to UnableToDecryptMeteringReport
· If the RI is unable to validate the MAC on the Metering Report the RI MUST return a ROAP-MeteringReportResponse with the value of the <status> element  set to UnableToValdiateMeteringReportMAC
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Figure 15: RI Processing of ROAP-MeteringReportSubmit Messages

Change 4:  Change the section 11.3
11.3 Processing of ROAP-MeteringReportResponse Message

If DRM Agent receives a ROAP-MeteringReportResponse message it MUST check the value of the <DeviceNonce> element, if this value does not match the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST: 

· Discard the ROAP-MeteringReportResponse and MUST continue to record Metering Information.
If the value matches the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST 
11. 
verify signature of the ROAP-MeteringReportResponse message. If the verification of the signature was not successful the Device MUST:
· Discard the ROAP-MeteringReportResponse and MUST continue to record Metering Information.
If the signature verification was successful the Device MUST check the value of the <status> element.    

· If the value of the <status> element is equal to ‘Success’ the DRM Agent MUST

· Delete any existing Metering Information that corresponds to the data sent in the Metering Report.

· Consider the attempt to send the Metering Report as successful.  

· 
· 
· 
· 
· If the Post Response URL extension is present the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity.

· If the value is equal to ‘NoCertficateChain’ and the DRM Agent did not include its Certificate Chain in the corresponding ROAP-MeteringReportSubmit message the DRM Agent MUST resend the ROAP-MeteringReportSubmit message but include the appropriate Device Certificate Chain.

· If the value is not equal to ‘Success’ or ‘NoCertficateChain’, the DRM Agent MUST 

· Follow the rules specified in section 5.3.6
· Consider the attempt to send the Metering Report as successful.

· NOT delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information.

If the DRM Agent does not receive a ROAP-MeteringReportResponse message in response to sending a ROAP-MeteringReportSubmit message the DRM Agent MUST NOT: 

· consider the attempt to send the Metering Report as successful.

· delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information until it receives a Metering Report ROAP Trigger.

The following figure shows this diagramtically.
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Figure 16: Processing of ROAP-MeteringReportResponse Messages

Change 5:  Change the section 11.4.2
11.4.2 Decryption of Metering Reports

In order to decrypt the contents of the <meteringReport> element of the <encryptedMeteringReportData> element of the ROAP-MeteringReportSubmit message the RI MUST:

· Check that the MeteringReportSubmit message is correctly formed, if it is not correctly formed the RI MUST respond with a ROAP-MeteringReportResponse with the value of the <status> element equal to ‘MalformedMeteringReport’ 

· Unwrap the Metering Report Encryption Key, KMEK and MAC Key, KMAC (see section 7.2.4).

· Calculate a MAC on the canonical version according to Section 5.3.3 of the <meteringReport> element (excluding the <mac> element) using the MAC key KMAC.  The MAC algorithm to use is defined in the Device Context.  
· Check this value against the <mac> element of the <meteringReport> element of the ROAP-MeteringReportSubmit message. 
· If the calculated value is not equal to value of the <mac> element of the <meteringReport> element the RI MUST respond with a ROAP-MeteringReportResponse with the value of the <status> element equal to ‘UnableToVerifyMeteringReportMAC’
· If the calculated value is equal to value of the <mac> element of the <meteringReport> element the RI MUST:
· Extract the IV which is prefixed to the encrypted data.
· Extract the Metering Report Encryption Key and use it to decrypt the contents of the <EncryptedData> element of the <meteringReport> element of the <encryptedMeteringReport> using the algorithm specified in the <encryptionMethod> element.  
· Decrypt the contents of the <encryptedMeteringReport> element; this should result in a XML fragment of type meteringReportType.  
· If this does not result in an XML fragment of type meteringReportType the RI MUST respond with a ROAP-MeteringReportResponse with the value of the <status> element equal to ‘UnableToDecryptMeteringReport.’
11.2..1 
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Figure 18: Metering Report Decryption Process
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