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1 Reason for Change

This CR document aims to enable Rights Issuer to initiate ROUpload protocol. To fulfil this objective, ROAPTrigger for the ROUpload protocol is newly defined in this input.
Benefits of having ROAPTrigger is well stated in the DRM 2.1 TS. E.g. ROAPTrigger allows defeat of non-persistent message removal attacks, RI can initiate the protocol, etc. Hence there’s no need to discuss about necessity of ROAPTrigger for the ROUpload protocol.
Besides, the term ROInfo is proposed to be used in protocol for consistency with other section and for easiness of specification.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM SWG to review and agree this document.
6 Detailed Change Proposal

5.1.12 The ROAP Trigger

All protocols included in the ROAP suite except the 1-pass RO acquisition protocol may be initiated using a ROAP Trigger. The Device MAY also initiate them unilaterally as a result of user interactions. The Rights Issuer generates and sends the ROAP Trigger to the Device to trigger a ROAP protocol exchange.  Alternatively, the Rights Issuer may delegate ROAP Trigger generation to other systems by providing necessary information (such as Rights Object identifiers and Domain identifiers) to these systems. A ROAP Trigger (whether generated directly or indirectly by the RI) may also be transmitted to the Device by other systems (e.g. by a Content Issuer).

When the Device receives the ROAP Trigger, it initiates the ROAP protocol exchange as soon as possible. Prior to initiating a ROAP protocol exchange a Device may have to obtain user consent, section 5.1.13 defines when explicit user consent is required. Since the ROAP comprises several protocols, the ROAP Trigger includes an indication of the actual protocol (Registration, Identification, RO acquisition, Join Domain, Leave Domain, Metering Report or RO Upload) to be started by the Device.
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Figure 11:  ROAP Trigger

Change 1:  Another change

5.1.13 ROAP URL's

The value of ROAP URLs MUST be a URL according to [RFC2396], and MUST be an absolute identifier. A Device MUST use the URL without modification, and SHOULD not try to interpret the URL in anyway except for the scheme and authority components as defined in [RFC2396].

A Rights Issuer MAY add additional arguments to the ROAP URL. Such arguments could for instance be used to match an incoming ROAP request with a transaction known to the RI. What data can be passed is outside the scope of this specification.

ROAP URL’s from ROAP triggers take precedence over other ROAP URL’s, and MUST be used for all explicitly and implicitly triggered ROAP protocols. The lifetime of the ROAP trigger is defined to end as soon as the explicitly triggered ROAP PDU is send and a Response is received. If the explicitly triggered ROAP PDU is send again during a retry, the lifetime of the ROAP trigger is extended to include the Request and Response of the explicitly triggered ROAP PDU of such retry. 

Which protocols might be implicitly triggered by a ROAP trigger is summarized in the next table. See section 5.2.1.

	ROAP Protocol
	Possible implicit ROAP protocols

	4 pass Registration
	-

	2 pass Identification
	-

	2 pass RORequest
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error. 
2 pass JoinDomain if Domain Context is unavailable, not of correct generation, or invalid. 

	1 pass ROResponse
	-

	2 Pass JoinDomain
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error.

	2 Pass LeaveDomain
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error.

	2 Pass Metering Report
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error

	2 Pass ROUpload
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error


Table 1: Protocols implicitly triggered by a ROAP trigger

When a ROAP trigger is unavailable the riURL from the RI Context MUST be used. By using such context riURL a Device is able to perform unsolicited ROAP protocols to, for instance, leave a domain.

Change 2:  etc

5.2.1 The ROAP Trigger

The ROAPTrigger type is a sequence of a chosen ROAP trigger (see below), an optional signature on the ROAP trigger, and an optional <encKey> element containing a wrapped MAC key. The purpose of a ROAP trigger is to initiate a particular ROAP protocol. 

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROUploadTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID" />

          <element name="roAlias" type="string" minOccurs="0" />

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded" />

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>
<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string"/>

      </extension>

    </complexContent>

  </complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap: BasicRoapTrigger "/>

      <element name="identificationRequest" type="roap: BasicRoapTrigger "/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>

      <element name="meteringReport" type="roap: BasicRoapTrigger "/>
      <element name="roUpload" type="roap:ROUploadTrigger" />

      <element name="extendedTrigger" type="roap:ExtendedRoapTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>

The <riID> element identifies the RI as specified in Section 5.4.2.2.1. For triggers besides the <registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element. If the implicitly triggered Registration Protocol does not lead to a valid RI Context, then the DRM Agent MUST discard the trigger.

The <riAlias> element SHOULD contain a String value that SHALL be used by the DRM Agent whenever it refers to the Rights Issuer in a dialog with the user and it SHALL be saved in the RI Context for future use. An example for such a dialog would be the question whether or not the user would like to register with a certain RI after receiving ROAP Trigger. 

In order to prevent name-spoofing attacks, the DRM Agent SHALL also display a fully qualified domain name of a URL (as defined in [RFC 2396]) along with the <riAlias>, if present. In case of an existing valid RI Context with the RI identified by the <riID> value, the URL whose domain name is to be shown MUST be the RI URL found in the RI Context. If there is no existing valid RI Context, the <roapURL> MUST be used instead.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a <nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger, the RI MUST discard the received Leave Domain Request.  RIs MUST follow the guidelines for nonces as expressed in Section 5.3.12.

If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in all subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element The <roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.1210). The bulleted list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element. 

If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU. 

If the <roapTrigger> element carries a <identificationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU.  

If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU..

If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU..

If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU. 
If the <roapTrigger> element carries a <roUpload> element, the PDU MUST be a ROAP-ROUpload PDU.

If the <roapTrigger> element carries a <meteringReport> element, the PDU MUST be a ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in the ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, and a ROAP protocol is implicitly triggered  (See 5.1.7 for protocols), a Device MUST include the <nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered protocol and also the subsequent explicitly triggered ROAP PDU.

The <domainID> element MAY be included in certain ROAP triggers.  If included, the Device MUST incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries an <roAcquisition> element that includes a <domainID> element and the Device does not have a valid Domain Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.3.5.

Before a Device performs this implicitly triggered JoinDomain ROAP exchange, it may have to obtain user consent, section 5.1.13 defines when explicit user consent is required. 

The <domainAlias> element SHOULD be included in Triggers that contain a <DomainID> element. The <domainAlias> element contains a String value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domainID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the Domain Context.

One or several <roID> elements MUST be included in the <roAcquisition> trigger to identify the ROs to be acquired, or in the <roUpload> trigger to identify the ROs to be uploaded. The RI MAY specify more than one <roID> element to initiate download or upload of multiple ROs. The DRM Agent MUST include all received <roID> elements in the <roInfo> portion of the subsequent ROAP-RORequest or ROAP-ROUpload PDU. 

The <roAlias> element SHOULD be included in <roAcquisition> triggers or in <roUpload> trigger if the <roID> refers to a group, parent or multi-asset RO. The <roAlias> contains a String value that SHALL be used by the DRM Agent whenever it refers to the RO specified by <roID> in a message to the user. The alias could for example be used when the DRM Agent displays the usage permissions granted by an RO to the user. The <roAlias> enables that DRM Agent to avoid displaying complex REL semantics to the user; instead the DRM Agent can display a simple alias like “July Subscription”.

A <contentID> element MAY be included in the <roAcquisition> trigger or in the <roUpload> trigger for each DCF explicitly referenced by the RO, i.e. not for group or parent elements of the RO. In the latter case, no <contentID> element needs to be included as specific DCFs are not referenced and therefore DCF hashes and transaction IDs cannot be used. In the case where a single RO applies to several specific DCFs the <roAcquisition> trigger or the <roUpload> trigger MUST include a <contentID> element for each DCF. In the case where a single RO applies to several Content Objects inside one DCF (Multipart DCF), the trigger SHALL include the <contentID> element of the first Content Object in the Multipart DCF. The <contentID> elements MUST contain the ContentID as specified in the ContentID field in the Common Header of the Content Object inside the associated DCF (or PDCF) [DRMCF-v2].

In case a <leaveDomain> element is present, the RI MUST include a <signature> element and, with one exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the Device is not a member of the identified Domain, and the trigger has been integrity protected with a MAC based on the Domain Key. In this case the device may have to obtain user consent before initiating ROAP, section 5.1.13 defines when explicit user consent is required. A Device is part of the identified Domain if it has a Domain Context for that Domain and has access to the Domain Key of the identified Domain Generation.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". . In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments.

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification, version SHALL be set to "2.1". Minor version upgrades must always be backwards compatible.

Future versions of OMA DRM MAY define additional ROAP triggers that MAY be received by implementations of this version of OMA DRM. In this case the <roapTrigger> element carries a <extendedTrigger> element, containing details of the requested protocol. Unknown triggers MUST be disregarded. 

If present, the proxy attribute indicates that the ROAP Trigger is not for the Connected Device but is intended for an Unconnected Device. Upon receipt of a ROAP Trigger containing the proxy attribute with the value set to “true” a Connected Device that supports the functionality to provide connectivity for Unconnected Devices (as specified in section 18) MUST start the procedures specified in section 14.6.4. If the proxy attribute is present but the value is set to “false” then Connected Devices MUST treat the ROAP Trigger as if it did not contain the proxy attribute.

The MIME type for the ROAP Trigger is “application/vnd.oma.drm.roap-trigger+xml”.  The file extension for the ROAP trigger is “.ort” for the ROAP Trigger when the ROAP Trigger is stored on the device as a file.  The file extension for the ROAP PDU is “.oru” for the PDU when the ROAP PDU is stored on the device as a file.

A binary/compact form of the ROAP Trigger is defined using WBXML encoding in section 16.

5.4.7.1 RO Upload Request

The ROAP-ROUploadRequest message is sent from a Device to an RI to upload Rights Objects. If the RO being uploaded is stateful the Device MUST report the current state information to the RI. Before sending this message, the Device MUST disable the ROs being uploaded.. 

5.4.7.1.1 Message description
	ROAP-RO UploadRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 16: RO Network Backup Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1. 

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.
Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.12.

Request Time is the current DRM Time, as seen by the Device. 
RO Info identifies the ROs being uploaded and their current state information.
Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the RI Context with this RI. When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-ROUploadRequest message:
Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1 or if it is empty, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

The message except the Signature element is canonicalized according to Section 5.3.3.

The result of the canonicalization, d, is considered as input to the signature operation. 

The RI MUST verify the signature on the ROAP-ROUploadRequest message. 
5.4.7.1.2 Message syntax

The <roUploadRequest> element specifies the ROAP-ROUploadRequest message. It has complex type roap:ROUploadRequest, which extends the basic roap:Request type.

<element name="roUploadRequest" type="roap:ROUploadRequest"/>

<complexType name="ROUploadRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to upload ROs.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>
        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="dateTime"/>

        <element name="roInfo">         
          <complexType>
            <sequence maxOccurs="unbounded">
             <element name="roID" type="ID"/>
             <element name="stateInfo" type="o-ex:constraintType" minOccurs="0" maxOccurs="unbounded"/>            
            </ sequence >

           </complexType>

        </element>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 
        <element name="extensions" type="roap:Extensions" minOccurs="0"/>
        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>
The <roID> element identifies the original RO issued by the RI. The value equals the “id” attribute of the <ro> element in the <protectedRO> element issued by the RI.

The <stateInfo> element is of type o-ex:constraintType and used to express the current state information of the RO to be uploaded . The <stateInfo> MUST be repeated for every <constraint> in the original <ro> element that contains an ”id” attribute. Only <constraint> elements with an “id” attribute may be reported. 
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