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1 Reason for Change

This CR is produced as per AP 733 which was assigned during Washington meeting according to the result of discussion on OMA-DLDRM-2006-0533-INP_Replay_Attack_Regarding_Stateless_RO.

The main change in this CR is as follows:
(1) To address what measures to be taken to prevent replay of stateless and movable RO 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 
6 Detailed Change Proposal

Change 1:  Add 10.1 to chapter 10
10. Security Considerations 
10.1 Replay Protection of Stateless Rights Object (Normative)
The replay cache specified in DRM 2.1 is only applied to the stateful ROs, however, for the stateless Device RO with Move permission which was acquired through 1-pass RO Acquisition protocol or other methods besides 2-pass RO Acquisition and Move protocols, the same mechanism should be applied. 
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