Doc# OMA-DLDRM-2007-00xx-CR_Replay_Attack_Protection_in_SRM.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc#OMA-DLDRM-2007-00xx-CR_Replay_Attack_Protection_in_SRM.doc
Change Request



Change Request

	Title:
	Replay Attack Protection in SRM
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	SRM

	Doc to Change:
	OMA-TS-SRM-V1_0-20070116-D.doc

	Submission Date:
	22 Jan 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Renzhou Zhang, Huawei, zhangrenzhou@huawei.com
Hagai Bar-El, Discretix, hagai@hbarel.com

	Replaces:
	n/a


1 Reason for Change

This CR is produced as per AP 733 which was assigned during Washington meeting according to the result of discussion on OMA-DLDRM-2006-0533-INP_Replay_Attack_Regarding_Stateless_RO.

The main change in this CR is to delete to two misstatements. The first misstatement is in the section of “Movement of Rights from Device to SRM”, where it means that when a stateful RO is moved out of Device, the record about it should be removed from replay cache (specified in DRM2.0), but in fact it MUST NOT be removed if such RO is gained through 1 pass protocol, or else it would suffer from a replay attack. The second misstatement is in the section of “Movement of Rights from SRM to Device”, where it states that when a stateful RO is moved into Device, a record about it should be inserted into replay cache, but it is actually NOT needed to be recorded in that the course of movement from SRM to Device is far different from 1 pass protocol and hence will not suffer from replay attack. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 
6 Detailed Change Proposal

Change 1:  Change chapter 5.6.1.3 as follows
5.6.1.3 Rights Removal in Device
If the sealed Rights is installed successfully in the SRM is enabled (i.e. No Error in Error Code parameter of the RightsInstallationResponse), the DRM Agent removes the Rights from the originated device permanently.
Then, the DRM Agent reports the result of the remove action to unseal Rights in the SRM Agent with the RightsUnsealRequest as specified in chapter 5.6.1.4.

Change 2:  Change chapter 5.6.2.3 as follows
5.6.2.3 Rights Installation in Device
If the RO and ESF of the Rights is retrieved from the SRM successfully (i.e. No Error in Error Code parameter of the RightsInstallationResponse), the DRM Agent installs the RO in the device. The installed RO can be consumed to use its associated DRM contents.

If the RO is stateful, the DRM Agent performs the following actions:

· The DRM Agent converts the ESF of the Rights, retrieved from the SRM in chapter 5.6.2.1, to the device’s local state information format and removes the ESF.
· 
If the installation is aborted, the Rights MUST be removed from the device and the Rights stored in the SRM MUST be enabled by the request of the DRM Agent that has disabled the Rights. After this, the Move function is terminated.
Since the Move protocol can prevent Rights replay attack, when installing a Rights Object in a Device, the DRM Agent SHOULD NOT check the replay cache.
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