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1 Reason for Change

The author has an AP-750 that to write CR as starting point of the discussion on function recovery. This CR proposes the consolidation of the Operation Log of the INP-0042R01 and the handle concept of the INP-0044.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.6 Recovery Procedures

5.6.1 Exception Handling

During the execution of any access protocol between the DRM Agent and SRM Agent (SRM-AP specified in chapter 5.7), exception handling must be considered. Exceptional cases are, for example, the unexpected unplugging of the SRM or Device power-off. Various exceptions can occur and must be handled properly. The appropriate recovery steps are explained in the subchapters of the chapter 5.7.
The following assumptions are necessary for a smooth recovery and the least effort for both, DRM Agent and SRM Agent:

· The DRM Agent maintains the Operation Log. Details of this record can be found in chapter 5.6.2.
· The SRM Agent maintains the Handle. Details of the Handle can be found in chapter 5.6.3.
· If any exception occurs during the local Rights consumption in chapter 5.7.3 and 5.7.4, then the Device SHOULD stop the associated DRM content use.

· If any exception occurs during the Move of Rights from or to the SRM, then the Rights are either on the Device or the SRM available. The Rights MUST NOT be available at Device and SRM at the same time.
· In some cases, recovery may involve user interaction.
5.6.2 Operation Log

Each Device MUST keep an Operation Log, in which the status of protocol execution is recorded.
The DRM Agent MUST immediately create an operation log before sending the following messages:

· Rights Installation Message (in chapter 5.7.1.1)

· Rights Retrieval Message (in chapter 5.7.2.1)

· REK Retrieval Message (in chapter 5.7.3.2)

The Operation Log can be invalidated (or removed) after the successful process of the following messages: 
· Rights Unseal Message (in chapter 5.7.1.3)

· Rights Removal Message (in chapter 5.7.5.4)

· Rights Update Message (in chapter 5.7.4.1)

After successful MAKE process between the DRM Agent and SRM Agent as specified in chapter 5.5.3, the DRM Agent checks whether there is an operation log associated with the SRM Agent. If a function is not completed, the log MUST be present in the device. 

If an operation log exists, recovery procedures may be necessary. The DRM Agent analyzes the operation log in order to determine an appropriate recovery action by referring to the log. Details on the recovery procedure are part of the description of each function in chapter 5.7.
The DRM Agent keeps track of the operations as specified in Table 1.

Table 1: Operation Log
	Log
	Description

	SRM ID
	This identifies an SRM that the device is interacting with. This is the SHA1-hash of the SRM’s public key in the SRM Certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM Certificate (CertS)).

	ROID
	This identifies a Rights that is the target of a function. Refer to chapter 5.2.2.1.

	Handle ID
	This is generated by the DRM Agent and identifies a Handle in the SRM.

	Function Identifier
	This identifies a function that the DRM Agent and SRM Agent are performing. This identifies one of the functions.
· Movement of Rights from Device to SRM (in chapter 5.7.1)
· Movement of Rights from SRM to Device (in chapter 5.7.2)
· Local Rights Consumption (in chapter 5.7.3 and 5.7.4)

	Status of Rights
	This represents the status of a Righs in the device by recording the followings:
· If the function identifier refers to “Movement of Rights from Device to SRM” in chapter 5.7.1, then it records the current step. This identifies one of Rights Installation Message, Rights Removal in Device, and Rights Unseal Message.

· If the function identifier refers to “Movement of Rights from SRM to Device” in chapter 5.7.2, then it records the current step. This identifies one of Rights Retrieval Message, Rights Installation in Device, and Rights Removal Message.

· If the function identifier refers to “Local Rights Consumption” in chapter 5.7.3 and 5.7.4, then it records the current step. This identifies one of REK Retrieval Message and Rights Update Message.
This also records whether the step is successfully completed or not.


5.6.3 Handle

At the beginning of functions in chapter 5.7.1, 5.7.2, and 5.7.3, the DRM Agent generates a random number called Handle ID and sends it with the ROID of a Rights that the DRM Agent intends to access. The Handle ID is also recorded in the Operation Log. Upon receiving the Handle ID with the ROID, the SRM Agent generates a context called Handle including the association between the Handle ID and ROID. A Rights can have only one Handle.
Prior to access a Rights, the SRM Agent generates the Handle of the Rights including the Handle ID received from the DRM Agent. The SRM Agent MUST NOT allow the DRM Agent to acess the Rights, if the DRM Agent cannot provide the Handle ID.

The Handle is generated by the successful process of the following messages:

· Rights Intallation Message (in chapter 5.7.1.1)

· Rights Retrieval Message (in chapter 5.7.2.1)

· REK Retrieval Message (in chapter 5.7.3.2)

The Handle is invalided by the successful process of the following messages:

· Rights Unseal Message (in chapter 5.7.1.3)

· Rights Removal Message (in chapter 5.7.5.4)

· Rights Update Message (in chapter 5.7.4.1)

If the Handle of a Rights is invalidated, any DRM Agent can generate a new Handle of the Rights and access the Rights.
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