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1 Reason for Change

The DRM Agent can get a list of Rights stored in the SRM using the LROIDRetrieval message.   Since the SRM returns only a list of Rights identifiers and the not the actual Rights, there is no need for confidentiality or integrity protection of this message and response.
This CR proposes to remove the requirement for integrity protection in the LROIDRetrieval message.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM agree to include the proposed changes in the SRM TS.
6 Detailed Change Proposal

Change 1:  Modify protection requirements in 5.6.5
5.6.5 LROID Retrieval

To retrieve Rights from an SRM, the DRM Agent has to be aware of the identifier of the Rights (ROID). The LROID retrieval function is used to read lists of Rights Object identifiers (LROID) from the SRM. By using this message, the DRM Agent SHOULD get the latest LROID from the SRM Agent before the Movement of Rights or local Rights consumption.
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Figure 14: Sequence Diagram - LROID Retrieval
The DRM Agent sends the LROIDRetrievalRequest to retrieve the LROID (List of Rights Object Identifier) from the SRM. The parameter of the request is defined in Table 44.
Table 44: Parameters of LROIDRetrievalRequest
	Parameters
	Protection Requirement
	Description

	CID
	No
	Content identification. This conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element of a Rights Object. The elements (<uid>, <context>, <asset> and <ro>) are defined in [OMADRMv2].

	LROID Length
	No
	Maximum LROID length in Kbyte that the DRM Agent can process. If this value is present, the SRM Agent MUST send an LROID shorter than or equal to the LROID Length value.

If an LROID for a specific CID is longer than the LROID Length, the SRM Agent divides the LROID into several chunks.


The CID in the LROIDRetrievalRequest is the identification of a content. The content can be associated with one or multiple Rights. The SRM Agent generates and returns a list of Rights Identifiers (LROID) that are associated with the content.

Upon receiving the LROIDRetrievalRequest, the SRM Agent performs the following actions:

· 
· In case of absence of CID in the request (i.e. the length of CID is 0), the SRM Agent generates an LROID of all Rights in the SRM.
· In case  the CID is included in the request (i.e. the length of CID is not 0), the SRM Agent generates an LROID of Rights in the SRM that are associated with a specific content. The content is identified by the CID in the request.
After the action, the SRM Agent sends the LROIDRetrievalResponse to carry the result of the action. The parameters of the response are defined in Table 45. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Error Code parameter of the LROIDRetrievalResponse contains the error cases as defined in Table 46.
Table 45: Parameters of LROIDRetrievalResponse
	Parameters
	Protection Requirement
	Description

	LROID
	No
	Refer to 5.2.2.3
This parameter contains an LROID or a chunk of an LROID if the LROID has been divided into several chunks.

	Continuation Flag
	No
	It is assumed that an LROID is divided into several chunks.

00h: The LROID in this response is the last chunk of the whole LROID, or the LROID hasn’t been divided into chunks (i.e. the LROID is shorter than or equal to the LROID Length in the request, or the LROID Length field is not present in the request). 

01h: An LROID has been divided into several chunks. The LROID in this response is a chunk of the whole LROID, and there are other chunks that are subsequent to the chunk. 

	LROID Length
	No
	This is the KByte length of a chunk, and is present when the length of the chunk is not equal to the LROID Length in the request.

	Error Code
	No
	Error cases of the LROIDRetrievalResponse are in Table 46.


Table 46: Error Code of LROIDRetrievalResponse

	Error Code
	Description

	No Error
	The action is succeeded.

	
	

	No Rights Found
	There is no Rights in SRM associated with a specific content that is identified by the CID.

	Unknown Error
	Other errors



If the Continuation Flag contains the value 01h, the DRM Agent SHOULD send the LROIDRetrievalRequest again in order to retrieve the next chunk. The DRM Agent repeats the LROIDRetrievalRequest until the response contains the value 00h in the Continuation Flag parameter. 

If the DRM Agent sends a different message or sends the LROIDRetrievalRequest with different parameter values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the LROID from the first chunk again).

If an LROID is divided into several chunks, a chunk may not maintain the complete data structure in chapter B.6. The DRM Agent MUST concatenate all chunks in sequence from the SRM Agent in order to complete the LROID data structure.
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