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1 Reason for Change

The Section 5.4.8 of SCE AD describes the flow of obtaining rights for sharing by RO upgrade. In this flow, DRM Agent removes the existing RO (the RO to be changed to sharing) after receiving roUpgrade Response message from RI.  However, the new RO (the RO can be shared) hasn’t been got by DRM Agent at this time.  The RI will issue the new RO to DRM Agent by a following RO Acquisition Protocol.  The removed RO should be restored, which needs additional signaling exchange, if the RO Acquisition Protocol fails due to some unexpected errors.  
As a result, we propose that DRM Agent just disables the existing RO when receiving roUpgrade Response message from RI.  The existing RO will be removed after DRM Agent successfully receives the new RO by RO Acquisition Protocol.  In this way, even DRM Agent cannot access RI any more (e.g., the communication channel between RI and DRM Agent is broken) when after RO Acquisition Protocol fails, it can restore the disabled RO locally. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group agree this CR and incorporate the proposed changes into the SCE AD.

6 Detailed Change Proposal

5.4.8
Obtain Rights for Sharing by RO Upgrade

Figure xxx depicts how Device1 achieves to Share with Device2 the Rights that do not explicitly permit Sharing.
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The steps:

1
In a browsing session, a User of DRM Agent1 requests to upgrade an existing RO, which does not explicitly permit Sharing.

2-4
DRM Agent1 is triggered to supply to RI enough information for upgrading the User’s existing RO, such information may include User’s existing RO (and corresponding State Information if it is stateful) and the information about the User’s desired permissions/constraints such as identity of the Device with which the User wants to Share Rights. After receiving roUpgrade Response message, DRM Agent1 disables the existing RO.

5
The Rights Issuer conducts existing RO Acquisition Protocol to issue to DRM Agent1 a new RO which consists of both the permissions/constraints in the existing RO and the User’s desired permissions/constraints (which explicitly permit Sharing). DRM Agent 1 removes the disabled existing RO and installs the newly got RO.  DRM Agent 1 can enable the disabled existing RO if it does not receive the new RO successfully.  In this situation, DRM Agent 1 can trigger a mechanism to abort or retry the procedure.   
6
DRM Agent1 can now (or some time after this) Share (e.g. Copy, Move, Lend) the existing Rights with DRM Agent2, under the control of the newly got permissions/constraints.
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