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1 Reason for Change

This CR is intended to close comment B009 and B051 in DRM2.1 CONRR. See below:
	B009
	2007.02.02
	T
	5.2.1
	Source: Ericsson

Form: OMA-DLDRM-2007-0036

Comment: 

The <signature> element in ROAP trigger is actually a MAC. For the “LeaveDomain” trigger, the MAC key is wrapped with the current Domain key. This means any Device within the Domain can produce a “LeaveDomain” trigger. Moreover, Section 5.4.5.3.1 states that “The Device MUST ensure that the Domain Context of the corresponding Domain is deleted before sending the ROAP-LeaveDomainRequest to the RI”. So a false trigger will result in lost of Domain Context in the Device. Why not use RI signature instead?

Proposed Change: 


	Status: OPEN

AP for Yi, Sul and Koen to produce a CR

	B051
	2007.02.15
	T
	20.4.2.3
	Source: Huawei, fengwenjie@huawei.com
Form: OMA-DLDRM-2007-0026R02

Comment: It is stated that “ROAP triggers may be sent to any device at any time. Devices can protect against replay of <leaveDomain> triggers due to their digitally signed timestamp. For other triggers Devices cannot protect against replay attacks.”, however, no “timestamp” is defined in the “LeaveDomain trigger”.

Proposed Change: To correct the sentence in section 20.4.2.3
	Status: OPEN

Pending on resolution for B009




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to review and agree this document.
6 Detailed Change Proposal

Change 1:  Add definition of Extended Leave Domain Trigger.
5.2.1 The ROAP Trigger

The ROAPTrigger type is a sequence of a chosen ROAP trigger (see below), an optional signature on the ROAP trigger, and an optional <encKey> element containing a wrapped MAC key. The purpose of a ROAP trigger is to initiate a particular ROAP protocol. 

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier"
/>

        <element name="domainAlias" type="string" minOccurs="0"/>        
      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string"/>

      </extension>

    </complexContent>

  </complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap: BasicRoapTrigger "/>

      <element name="identificationRequest" type="roap: BasicRoapTrigger "/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>
      <element name="meteringReport" type="roap:BasicRoapTrigger "/>

      <element name="extendedTrigger" type="roap:ExtendedRoapTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>

The <riID> element identifies the RI as specified in Section 5.4.2.2.1. For triggers besides the <registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element. If the implicitly triggered Registration Protocol does not lead to a valid RI Context, then the DRM Agent MUST discard the trigger.

The <riAlias> element SHOULD contain a String value that SHALL be used by the DRM Agent whenever it refers to the Rights Issuer in a dialog with the user and it SHALL be saved in the RI Context for future use. An example for such a dialog would be the question whether or not the user would like to register with a certain RI after receiving ROAP Trigger. 

In order to prevent name-spoofing attacks, the DRM Agent SHALL also display a fully qualified domain name of a URL (as defined in [RFC 2396]) along with the <riAlias>, if present. In case of an existing valid RI Context with the RI identified by the <riID> value, the URL whose domain name is to be shown MUST be the RI URL found in the RI Context. If there is no existing valid RI Context, the <roapURL> MUST be used instead.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a <nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger element, the RI MUST discard the received Leave Domain Request.  RIs MUST follow the guidelines for nonces as expressed in Section 5.3.12.

If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in all subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element The <roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.1210). The bulleted list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element. 

If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU. 

If the <roapTrigger> element carries a <identificationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU.  

If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU..

If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU..

If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU.

If the <roapTrigger> element carries a <meteringReport> element, the PDU MUST be a ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in the ROAP-MeteringReportSubmit PDU. If the ROAP trigger holds a <nonce> element, and a ROAP protocol is implicitly triggered  (See 5.1.7 for protocols), a Device MUST include the <nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered protocol and also the subsequent explicitly triggered ROAP PDU.

The <domainID> element MAY be included in certain ROAP triggers.  If included, the Device MUST incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries an <roAcquisition> element that includes a <domainID> element and the Device does not have a valid Domain Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.3.5.

Before a Device performs this implicitly triggered JoinDomain ROAP exchange, it may have to obtain user consent, section 5.1.13 defines when explicit user consent is required. 

The <domainAlias> element SHOULD be included in Triggers that contain a <DomainID> element. The <domainAlias> element contains a String value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domainID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the Domain Context.
One or several <roID> elements MUST be included in the <roAcquisition> trigger to identify the ROs to be acquired. The RI MAY specify more than one <roID> element to initiate download of multiple ROs. The DRM Agent MUST include all received <roID> elements in the <roInfo> portion of the subsequent ROAP-RORequest PDU. 

The <roAlias> element SHOULD be included in <roAcquisition> triggers if the <roID> refers to a group, parent or multi-asset RO. The <roAlias> contains a String value that SHALL be used by the DRM Agent whenever it refers to the RO specified by <roID> in a message to the user. The alias could for example be used when the DRM Agent displays the usage permissions granted by an RO to the user. The <roAlias> enables that DRM Agent to avoid displaying complex REL semantics to the user; instead the DRM Agent can display a simple alias like “July Subscription”.

A <contentID> element MAY be included in the <roAcquisition> trigger for each DCF explicitly referenced by the RO, i.e. not for group or parent elements of the RO. In the latter case, no <contentID> element needs to be included as specific DCFs are not referenced and therefore DCF hashes and transaction IDs cannot be used. In the case where a single RO applies to several specific DCFs the <roAcquisition> trigger MUST include a <contentID> element for each DCF. In the case where a single RO applies to several Content Objects inside one DCF (Multipart DCF), the trigger SHALL include the <contentID> element of the first Content Object in the Multipart DCF. The <contentID> elements MUST contain the ContentID as specified in the ContentID field in the Common Header of the Content Object inside the associated DCF (or PDCF) [DRMCF-v2].

In case a <leaveDomain> element is present, the RI MUST include a <signature> element and, with one exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the Device is not a member of the identified Domain, and the trigger has been integrity protected with a MAC based on the Domain Key. In this case the device may have to obtain user consent before initiating ROAP, section 5.1.13 defines when explicit user consent is required. A Device is part of the identified Domain if it has a Domain Context for that Domain and has access to the Domain Key of the identified Domain Generation.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". . In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments.

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification, version SHALL be set to "2.1". Minor version upgrades must always be backwards compatible.

Future versions of OMA DRM MAY define additional ROAP triggers that MAY be received by implementations of this version of OMA DRM. In this case the <roapTrigger> element carries a <extendedTrigger> element, containing details of the requested protocol. Unknown triggers MUST be disregarded. 

If present, the proxy attribute indicates that the ROAP Trigger is not for the Connected Device but is intended for an Unconnected Device. Upon receipt of a ROAP Trigger containing the proxy attribute with the value set to “true” a Connected Device that supports the functionality to provide connectivity for Unconnected Devices (as specified in section 18) MUST start the procedures specified in section 14.6.4. If the proxy attribute is present but the value is set to “false” then Connected Devices MUST treat the ROAP Trigger as if it did not contain the proxy attribute.

The MIME type for the ROAP Trigger is “application/vnd.oma.drm.roap-trigger+xml”.  The file extension for the ROAP trigger is “.ort” for the ROAP Trigger when the ROAP Trigger is stored on the device as a file.  The file extension for the ROAP PDU is “.oru” for the PDU when the ROAP PDU is stored on the device as a file.

A binary/compact form of the ROAP Trigger is defined using WBXML encoding in section 16.
5.2.1.1 Extended Leave Domain Trigger

An Extended Leave Domain trigger enables the initiation of the ROAP 2-pass Leave Domain protocol. The Extended Leave Domain trigger enables additional security compared to the basic <leaveDomain> trigger type; with the inclusion of a <deviceID> element.

The XML representation of the Extended Leave Domain trigger is an <extendedTrigger> element of type roap:ExtendedRoapTrigger and of which the type-attribute SHALL be assigned the fixed value “leaveDomain”. A <trgLeaveDomain> element MUST be included in the <extendedTrigger> element after the <roapURL> element. 
<element name="trgLeaveDomain">

  <complexType>

    <sequence>

      <element name="deviceID" type="roap:Identifier" minOccurs="0"/>
      <element name="domainAlias" type="string" minOccurs="0"/>        
      <element name="domainID" type="roap:DomainIdentifier"/>

      <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </sequence>

  </complexType>

</element>

The elements in the <trgLeaveDomain> element have the following meaning: 

· The <deviceID> element MAY be present in the <trgLeaveDomain> element. If the <deviceID> is present the DRM Agent MUST verify whether the value of the <deviceID> matches the hash of the Device's public key info, as it appears in one of the Device’s certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component). If the <deviceID> does not match the hash of the Device’s public key info then the DRM Agent MUST discard the trigger. The presence of the <deviceID> element affects the User Consent requirements as described in section 5.1.13.
· The <domainAlias> and <domainId> elements are as per section 5.2.1.
· Devices MUST ignore any unknown elements following the <domainID> element.
In the case of an Extended Leave Domain the elements within the <extendedTrigger> have the following meaning and restrictions:

· The <riID> and <riAlias> elements are as per section 5.2.1.

· The <nonce> is as per section 5.2.1. RIs MUST include a <nonce> element in Extended Leave Domain triggers.
· The <roapURL> element is as per section 5.2.1. When initiating the ROAP transaction the message sent to the <roapURL> MUST be a ROAP-LeaveDomain PDU.
In the case of an Extended Leave Domain the elements within the <roapTrigger> element have the following meaning and restrictions:
· The <signature> and <keyInfo> elements MUST be present in the <roapTrigger> element.. The processing of these elements is as described for the <leaveDomain> in section 5.2.1.
Change 2:  Change to section 5.1.13, to add some User Consent logic in handling Leave Domain Trigger. This is to close comment B009 too.
5.1.13  Rules for Obtaining User Consent

There are various points within the execution of ROAP, the processing of DCFs and the process of installing Domain and Device ROs that a Device may have to obtain user consent. This section defines when explicit user consent is required. Some explicit user interactions may not be necessary if the Device implements a User Confirmation Whitelist that contains the Fully Qualified Domain Name of authorised RIs and the corresponding riID. Devices SHOULD implement a User Confirmation Whitelist.

· A Device MUST obtain the user’s consent before attempting to acquire an RO for a DCF when initiating rights acquisition from a DCF i.e. when sending an HTTP GET to the RightsIssuerURL. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent.  If the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, the DRM Agent MUST compare the domain name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST attempt to silently acquire the RO for the DCF. 

· Before initiating the 4-pass Registration protocol a Device MUST obtain user consent before contacting the RI; however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· Before initiating the 2-pass Identification protocol a Device MUST obtain user consent before contacting the RI; however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent.

· For implied ROAP exchanges as specified in section 5.1.12 a Device MUST obtain user consent in order to contact the RI if it does not have a valid RI Context, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. If a valid RI Context has been established the Device SHOULD NOT obtain explicit user consent for any further implied ROAP exchanges.  

· If a Device receives a ROAP response with the status equal to “NotRegistered” or “DeviceTimeError” the Device SHOULD NOT obtain explicit user consent before continuing as specified in section 5.3.6.

· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MAY obtain user consent prior to attempting to join the Domain, 

· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is a member of, i.e. it has a corresponding Domain Context, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain. 

· If a Device receives a LeaveDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to initiating ROAP, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY initiate ROAP without obtaining explicit user consent. 
· If a Device receives an Extended  Leave Domain  ROAP Trigger (see section 5.2.1.1) that does not contain any <deviceID> element, the Device MUST acquire user consent before initiating 2-pass Leave Domain protocol. If the Extended Leave Domain trigger does contain a <deviceID> element then the Device MUST NOT ask for user consent before initiating the 2-pass Leave Domain protocol
,.
· If a Device is attempting to install a Device RO and it determines that it does not have a valid RI Context for the RI as identified by the <riID> element in the roap:ROPayload of a Device RO, the Device MUST obtain user consent prior to contacting the RI, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section 10.3.1.3), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is not a member of the Domain for which the Domain RO is issued, i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to attempting to join the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section 8.7.2.1), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY attempt to join the Domain without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is a member of the Domain for which the Domain RO is issued, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section 8.7.2.1).

· The DRM Agent MUST obtain user consent for the collection and reporting of Metering Information on a per RI basis: 

· The exception to this rule is when a Device receives an RO that contains the <tracked> element and the riID of the ROAP:ROPayload corresponds to an entry in the User Consent Whitelist, in this case the Device MUST NOT obtain explicit user consent for the collection and reporting of Metering Information generated when DRM Content is accessed via the RO.

· If a Device receives an RO that contains the <tracked> element and the riID of the ROAP:ROPayload does not correspond to an entry in the User Consent Whitelist the Device MUST obtain explicit user consent for the collection and reporting of Metering Information to the RI identified by the riID.  If available the Device MUST use the riAlias when asking the User for consent.  

· Note: RIs that have entries in the User Consent Whitelist must obtain the appropriate user consent via means that are outside of the scope of this specification e.g. as part of a purchase/subscription.process.

· If a user has given consent for the collection and reporting of Metering Information for a particular RI the Device MUST NOT obtain user consent every time that ROs which contain the <tracked> element which were issued by that RI are consumed.
· Before initiating the 2-pass RO Upload protocol the Device MUST obtain user consent. RO upload is intended to be a user initiated event.
The means for provisioning and management of the User Consent Whitelist implemented for the purpose of determining if explicit user confirmation is required are outside the scope of this specification. 

For the purpose of comparing FQDNs and User Consent Whitelist entries, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965].
Change 3:  Change to section 20.4.2.3, to modify the statement about replay of Leave Domain Trigger. This is to close comment B051.
20.4.2.3  Message Insertion

An attacker may at any point insert messages into the communication channel between an RI and a DRM Agent. The attacker may also record messages and try to replay them at a later point in time.

The Registration protocol protects against replay attacks through the use of nonces, ensuring to both parties that the other party is "live".

The 2-pass RO Acquisition protocol assures the DRM Agent that the RI is live through the use of the Device nonce. It assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time.

The 1-pass RO Acquisition protocol assures the DRM Agent that the RI is live through the signature on the RI's current time.

The 3 or 4-pass confirmed RO Acquisition protocol assures the DRM Agent that the RI is live through the use of the Device nonce. It assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time.

The Join Domain protocol protects against replay attacks in the same way as the 2-pass RO Acquisition protocol.

The Leave Domain protocol assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time. It does protect against replay attacks through the use of the Device Nonce (it does not protect against message insertion, however and as noted above).

ROAP triggers may be sent to any device at any time. With the exception of the <leaveDomain> and Extended Leave Domain (see section 5.2.1.1) triggers, ROAP triggers are not protected against replay attacks. Devices can protect against replay of <leaveDomain> or Extended Leave Domain triggers due to the use of a mandatory <nonce> element. However even with the <nonce> a leave domain trigger can be distributed to "another" Device and that will force the target Device to remove its Domain Context. Prevention against this attack is provided in the Extended Leave Domain trigger which includes a <deviceID> element; thus ensuring the trigger is bound to a specific Device. 

All ROAP triggers sent from an RI to a Device can include a nonce within the trigger which the Device must insert in the roap:Request sent in response to the trigger.  This stops a man in the middle from recording a roap;Request sent in response to one ROAP trigger and replaying it as the response to another ROAP trigger.

Protection against replay of stateful ROs is achieved by means of the method specified in Section 10.4. It is important to note that the replay cache MUST be integrity-protected by the DRM Agent.












�In 2.0.1 the DomainID is mandatory. The minOccurs=”0” must be deleted. All domain triggers must include a domain ID.


�Note: This allows the RI the option to generate a trigger targeted for a specific device. But also allows the RI to generate a generic  Leave Domain Trigger that a user might "superdistribute" to a device of his choice. The "generic" trigger could also be used for "remove this device" option.
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